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KostasMagoutist*,JoséCarlosBrustoloni,EranGabberWeeTeckNg andAvi Silberschatz

tDivision of Engineering and Applied Sciences Information Sciences Research Center
Harvard University Lucent Technologies - Bell Laboratories

1. Motivation

Appliancesarespecialpurposesystemghatoffer high processingpeedgaseof configuration safety faultisolation,
and minimal needfor administrationby humanexperts. Traditionalapproacheso building an applianceoperating
systemhave beeneitherbuilding it from scratcCacheOSbr strippingdovn amonolithickernelto its basiccompo-
nents[Jaeyer99]. The former approactis costly andthe resultingproductis likely to be highly specializedand not
easily extensible. The latter approachs not easy asthe OS code and datastructuresare often sharedand closely
intertwined.TheresultingOSis alsolik ely to becoarse-grainedndnot easilycustomizableMost appliancesrenet-
work-centric(e.g. HTTP cachesproxies,file seners,routers)in the sensethat they requirehigh-performancaet-
work connectionsSuchperformancas oftenachiezedwith application-specifispecializatiorof systeml/O [Ca095]
requiring a modification of a portion of the operating system, such as the protocol stack or the file system.

Safetyis a major concernfor appliancessincenew functionsare constantlyadded andthereis never enough
timeto dehug all possibleinteractionsgspeciallywhenthird party softwareis runningontheapplianceTheproblem
is moreseverewith legacy softwarewrittenin C or otherunsafdanguagegin contrastwith type-safdanguagesuch
as Java). Extensibleroutersare an example of network applianceswhere customsoftware processinghasto be
quickly addedandsafetyis paramountDiagnosticcodeandcustom(e.g. multimedia)scheduler@realsoexamples
of extensions that appliances will need to support.

Resourcenanagemerit especiallyimportantfor appliancesNew operatingsystemabstractionsuchaspaths
[Mosbeger96], resource containers [Banga99], reservation domains [Bruno98] and activities [Jones95have been
proposedor resourcemanagemenand control. We believe that an applianceoperatingsystemshouldbe flexible
enoughto supportsuchabstractionslt shouldalsobeableto overlayresourcenanagemerih modularoperatingsys-
tems without such support.

PebblgGabber99js a component-baseaperatingsystemthat combinesfficient IPC with strongmodularity
andsafetyfeaturesPebbleprovidesthe necessarynfrastructurefor building fine-grainedmodularoperatingsystems
for appliance®ut of reusableeomponentsWe foundthatatypical network applianceapplication(e.g.aWebsener)
built on Pebbleusingcomponenthiascomparablgerformanceo atraditionalmonolithickernel.In thisway, thereis
no performanceeasomotto useasafer moremodularcomponenstructurefor suchappliancesMoreover, we claim
that Pebbleis a generalpurposeoperatingsystemframenork thatallows usto implementdiverseOS structuresand
mechanisms, allgating the need for writing specialized operating systems from scratch.

2. Challengesand Opportunitiesin Component-Based Systems

We believe thatfine grain decompositiorof systemservicesallows easierspecializatiorand customizatiorof func-
tionality. This is achieved by replacinggenericcomponentsvith specializedpoliciesandmechanismge.g.protocol
stacks) An addedbenefitis improved modularityby composinghe systemof smallerpieceswith well-definedinter-
faces.Suchbuilding blockscanbereusedStrongfaultisolationis necessaryn appliancesasdescribecabove in the
motivationsection UsinghardwareVM mechanismgo enforcefault-isolationby sandboxingeachcomponentvithin

its own virtual addresspaces likely to increasememorysystempressurdChen93].But this is unlikely to degrade
performancein todays high-endembeddedrocessorsiue to improved cachedesigns[TransmetaOO]Moreover,

sincemostcurrenthigh-endembeddedrocessorge.g. MIPS, StrongARM) include a hardware MMU, thereis an
incentive to use it.
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We believe thatinterfacesbetweencomponentsieednot be designecbnceandremainstaticor be painful to
changeRather we think thatinterfacesshoulddynamicallyadaptandbe optimizedfor the particulartrustrelation-
shipandparametepassingietweercorrespondingomponentsNew applicationgnaydefinenew interfacesor mod-
ify existing onesasnecessaryo improve performanceFor example the spreadf the World Wide Webandthefocus
on the performanceof Web senershashighlightedshortcomingof the UNIX I/O systeminterfaceswherechanges
arenotoriouslyhardto incorporateandstandardizgNahum99].In anotherexample,the continuousevolution of the
internal Linux kernelinterfacesdoesnot allow interoperationwith proprietarybinary-only device drivers. This is
because changes to the indeds cannot be propatgd into the dviers without rebilding them from source.

Oneof the key challengesve encountereavhenbuilding a fully component-basedetworking applicationin
Pebbles how to efficiently sharestatebetweercommunicatinggomponentgsuchasnetwork buffers).Severalearlier
studiessuggesteanethodsor improving the throughputin a systemwheredatamovesbetweermultiple protection
domains[Druschel93 Brustoloni98]. Thesemethodsrely on pageremappingo avoid expensve datacopying. But
whenthe costof datacopying is comparabldo the overheadf TLB operationsit may be preferableto dynamically
select coping over page remapping.

3. Pebble Architecture Owerview

Pebble[Gabber99jis a new operatingsystemdesignedor flexibility, safetyandhigh performancePebblesupports
composingan operatingsystemof fine-graincomponentseachrunningwithin its own protectiondomain.Efficient
inte-domaincommunications achiezedvia a portal, anefficientIPC mechanisnwhosedynamicallygenerated¢ode
is specifiedby a smallinterfacedefinitionlanguagePebbleprovidesa setof featureshatareespeciallyusefulfor a
network appliance operating system:

« Dynamic portal specification,creation and optimization allows for flexible interfacesandefficient communi-
cationbetweencomponentsComponentareableto dynamicallydefinetheir interfacesthereforebeingableto
adapt.Portalsare optimizedfor the parametepassingandtrustrelationshipbetweerthe correspondingompo-
nents.Portalscopy smallagumentsand passlarger algumentge.g.,buffers) on a memorypageremappednto
the calledprotectiondomain.The dynamicnatureof portal specificatiorandcreationis especiallyimportantin
an extensibleoperatingsystem.This is becauselynamicallyloadedextensionsfrequentlyneedchangeso the
existing APl in order to support thewdunctionality

» Fine-grain modularity is supportedy efficient portals.It allows for finer systemdecompositiorwhich makes
customizatioreasyAs aresult,new functionalitymaybeintroducedby replacinga smallnumberof components
(possiblyasinglecomponentyith little impacton othercomponentsin this way, the systemhasa minimal foot-
print, sinceit is composednly of the setof necessargomponentsPebblealsosupportscoarseigrainmodular-
ity, which is handy when the sofawme is monolithic or when the components are trusting each other

» Protectionis provided by hardware-enforcedirtual addresspacesilt is essentiafor rapid deploymentof new
functionality written in ap language (not just type-safe languages suchva3.Ja

» Thread migration is the natve mechanisnfor passingcontrol betweencomponentsPebblethreadsmigrate
from one protectiondomainto anotherby a portal call. No schedulingaction(henceno context switch)is taken
attheportaltraversal. Threadsarepreempteckithervoluntarily, by blockingon aresourcgsemaphorelyy wak-
ing up a higherpriority thread,or by theinterruptdispatchexhich wakesup a higherpriority interrupthandling
thread.Migrating threadssimplify resourceaccountingfor client/serer actwities, asdescribedn the next sec-
tion.

» Interposition of codein the portal interfacesbetweencomponentgan be used,for example,to add resource
accounting and limit checking in modular systems.

Pebbleprimitivesare very efficient. For example,a one-way IPC canbe donein 135 cycles[Gabber99jon a MIPS
R5000, using a necallee stack and opening a one page memory windo

Pebblefurtheraimsto improve on the existing modelof extensibility offeredby microkernelsbasedn hardwareVM
mechanismdn suchsystemssener componentganbe specializedor the useof a particularapplication but it usu-
ally takesa disproportionatemountof effort to effect even small changesWe believe that alternatie extensibility
technologiegsuchasthosebasedon type-safdanguage®r instruction-lerel techniquesyanprovide an orthogonal
way to finely structure seevs within Pebble components.



4. Implementing OS Servicesand Structuresin Pebble

Someof therequirementdrom anapplianceoperatingsystemarethe ability for easysoftware updatesfastdeploy-

ment of safe kernel functionality, higher fault-tolerance as well as safe and controlled execution of third-party

untrustedcode.Additionally, appliancesshouldnot rely on promptadministratorassistancéor recovery, software
updatespr executionof sophisticatedliagnosticcode.Finally, failure resilieny and defenseagainst misbehaing

extensionge.g.denialof serviceattacks)othrely onresourcananagemeninechanismso ensureconsistensystem
state after crash or termination of a component.

Pebblecanprovide supportfor the aborse requirementsin this sectionwe discusga) resourcemanagemenabstrac-
tions; (b) componenfailure andtermination;(c) theright fault isolationmodelandgranularity;and(d) safesharing
of information.

4.1 Resource Management

We believe that Pebblecan implementdiverseresourcemanagemeninechanismssuch as paths [Mosbeger96],
resouce containes [Banga99], reservatiordomains[Bruno98] and activities[Jones95]without significantperfor-
mance penalty due to a combination of architecture features that are described belo

(a) separatingthe notions of threadand resourceprincipal using an entity similar to resourcecontainers
[Banga99]. This entity can be chagedfor resourceuse (e.g. by network connectionsthreads protectiondomains
such as protocols, applications, etc.);

(b) accurateresourceaccounting(CPU cycles,memory I/O operationsgtc.), which canbe implementedby
modifying the correspondingportals,sinceall systemactiities aredonevia portals.For example,physicalmemory
allocationfor a componens heapis donevia the sbr k() portal call, CPU controlis grantedandrelinquishedvia
scheduleportalcalls,otherresourcesuchassemaphorearerepresentetly portalsto the schedulerandnetworking
operations are all done via pggnnection portals;

(c) providing the schedulemwith additionalinformation for schedulingmultimediaactiities. For example,
gueueoperationmeedto be controlledby a trustedparty and queuestatebe exportedto the schedulerso that this
information can be safely used for thread deadline calculations.

Pebbleis also suitable for adding resourcemanagemento existing modular applicationsthat were not
designedor it. Sincemostresourcecreation transferanduseis implementeddy portal calls, suchcalls may be effi-
ciently intercepted by a management component that implements resource management [Gabber99].

4.2 Fault Tolerance

Pebble facilitates recovery from componentfailure and termination by recording portal calls that manipulate
resourcesn anundolog. Sinceall externalresourcesllocatedby the failed componenmustbe requestedby portal
calls,therecovery canreleaseéhemrolling backtheundolog. Earlier systemghatemploy migratingthreadssuchas
Spring [Hamilton93], definedaflure semantics that to a d@r extent apply to Pebble as well.

4.3 Choosing the Right Fault | solation Model and Granularity

PebblesupportsVM-basedhardware fault isolationvia protectiondomains.Somedomainsmay run a Java virtual
machineor employ variousinstruction-level techniquessuchassoftwarefaultisolation(SFI) [Wahbe93]We believe
thatusing SFIfor protectingmodulesis not a goodideain general sinceSFIl overheadcanbe prohibitive [Small96]
(e.g.in the caseof a Scout[Mosbeger96]MPEG module).NeverthelessSFI may be more efficient thanhardware
faultisolationfor frequentlyexecutedine-grainmodulesin otherwords,SFI shouldbe selectedvhenits overheads
less than that of a portal call.

We planto provide a new mechanisnfor communicatiorbetweerseveral SFl domainswithin a singlePebble
component. This mechanism will switch between SFI domaingdxyuéng trusted code, similar to a portal call.

Good candidatedor SFI are padet classifies, which perform early demultiplexiing of incoming paclets.
Paclet classifiersareinstalleddynamicallyfor filtering pacletsandareexecutedfor eachpaclet. In addition,paclet



classifiersareusuallyshort,which meanghatthey may be protectedmoreefficiently by SFI thanby hardwarefault
isolation.

Ontheissueof componengranularity oneway to amortizethe portal call costis by batchingrequestsWe are
planningto experimentwith a very fine-grainedarchitecturesimilar to the Click modularrouter[Morris99] in order
to investicate this idea.

4.4 Sharing Memory

Pebblecaneliminatedatacopying by selectvely sharingVM pagesetweercomponentsunningin separatgrotec-
tion domains Eachsharednemorypagein Pebblehasanaccessector which specifieghe protectiondomainsthat
canaccesst. Theacceswvectorenablegliverseaccessnanipulationsincludingsharingmemorypageshetweemnpro-
tectiondomains,exchangingmemorypagesallowing a sener to accessa pagecontainingparametersnly for the
durationof theservicecall, etc. Thesemechanismsanbeusedfor implementingoothcopy avoidanceandcleansep-
arationof state.For example,we canimplementthe copy avoidancemechanism®f 10-Lite [Pai99] and emulated
copy [Brustoloni99].In addition, Pebbles sharedmemorypagesare allocatedfrom a single addresspaceand as
such thg may contain pointers and other data structures in addition to ufé¢esb

5. Target Applications
This section describes potential applications that can benefit from Pebble mechanisms.

5.1 Adding Fault-Isolation to a Modular Router Architecture

A promisingapplicationareafor network-centricappliancess differentiatedserviceqdiffserv) edgerouters,which
provide perapplicationtraffic conditioningand other servicesat the borderbetweena local areanetwork andthe
Internet. Currently used traffic conditionersinclude elementssuch as meters, markers, shapersand droppers
[Blake98]. Future needsmay necessitatéhe adoptionand deployment of services,which will require extensible
routerarchitecturesCurrentproposaldor modularrouterarchitectureganbe augmentedavith safetyattheappropri-
ate granularity using Pebble mechanisms.

Click [Morris99] is a flexible, modularsoftware architectureor building routers.Click’s building blocksare
paclet processingnodules(called elements). Click’s elementsperform somerouting functions,and they are con-
nectedinto a graph.An examplegraphcould be a diffserv edgerouterbuilt by combiningoff-the-shelftraffic condi-
tionerelementsClick’s elementsareusuallyfine grain. Most take betweer22 to 135machinecyclesperpacletona
450MHz Pentiumll [Morris00]. Click hasbeenoriginally implementedo rununderLinux eitherasa userlevel pro-
gram or as adrnel extension.

Kernelextensiongprovide amethodfor trustedcodeto runwithin thekerneladdresspacewith no safetyguar-
anteesWe think thatkernelextensionsareunacceptabléor anarchitecturesuchasClick, sincenew untrustedmod-
ulesareexpectedto be developedandrun in the kernel.ImplementingClick on the Pebbleinfrastructurewould add
fault-isolationfor elementswhichwill runin separatgrotectiondomains However, we mustreducethe domaincall
overhead by batching the processing ofsal packts in each element.

5.2 Support for Binary-only Modules

It is oftenthe casethatoperatingsystemcomponentsuchasdevice driverscanonly be providedin binaryform due
to licensingrestrictionsHowever, abinary-onlydriverwill fail oncetheinterfaceto otherkernelservicess modified,
whichis afrequentevent(e.g.in theLinux kernel[Usenix00]) Pebbleaccommodateshangingnterfacesby generat-
ing portals dynamically

5.3 Automatic Diagnostics
Automaticdiagnosticof performancer otherproblemsn thefield [Banga00]canbeaidedby executionof diagnos-

tic moduleswritten by the appliancemanufcturerandran safelyon the appliance The manugctureroften needso
quickly deply new diagnostic code withoutaiting for the ngt release of the appliance operating system.



6. A Web Server Appliance

A component-baseslystemis not necessarilyslower than a functionally equivalent systemwith a more integrated
structureas measuredy end-to-endperformanceWe implementeda simple, single-threadedevent-driven Web
senerapplicationusinga TCP stackcomponenspecializedor HTTP traffic. Thespecializationgimedto reducethe
perconnectionateny (see[Nahum99]).We ran the Webstonebenchmarko measuréNeb sener performanceon
Pebble(with specializedT CP) and OpenBSD(with a standardT CP network stack).Pebbleincludesthe following
relevantcomponentsvhich run in separatgrotectiondomains:interruptdispatcherschedulerethernedriver, TCP
protocolstackandapplication We foundthatPebblehascomparablg@erformanceéo OpenBSD gvenfor smalltrans-
actions(64 to 2K bytes).Although Pebblehashigherlateny thanOpenBSD(measurementshav about14% higher
1-byteUDP round-triptime comparedo OpenBSD)we caneasilyspecializehe TCP stackfor HTTP on Pebbleto
eliminatefour pacletsfrom a singleHTTP GET or PUT operation Suchspecializationgrenormallyharderto doin
a monolithic lernel.

7. Related Work

Scout[Mosbeger96]is acommunication-orientedperatingsystembasedn the path abstractiorthathelpsoptimize
dataflow betweerendssuchasl/O devices.An instanceof Scouttargetedfor a particularnetwork appliances stati-
cally generatedrom a collectionof building-block moduleswith the resultingmodularsystemoptimizedon a path-
by-pathbasis.Pebblediffers from Scoutin severalways.First, Pebble goal is to supporta saferexecutionmodel
whereeachsystemcomponentunswithin its own addressspacefor fault-isolation.SecondPebbles inter-domain
communicatioris donevia optimized,dynamicallygeneratedode.Scoutis optimizedat compile-timeandrunsin a
singleaddresspacewhile Pebbleis gearedowardsrun-timeoptimizationandprovideshardware-enforcegrotec-
tion within componentsEscort[Spatscheck99which addsmultiple protectiondomainsto Scout,hasbeenfoundto
have a high gerhead.

Exokernel[Kaashoek97]s aradicalapproactio operatingsystemdesignaimingto exterminateall high-level
kernelabstractiongimplementedy trustedsenersin microkernels)andfocusingon safely multiplexing low-level
kernelresourcesExokernelimplementsigh-level abstractiongn userspacdibraries(libOS’s). Leaving all policy in
userspaceallows themto be easilyspecializedAlthough an ExokernelandlibOS implementatiorhave beenshavn
to beagoodideafor certainapplicationgKaashoek97]it is not yet clearhow resourceganbefairly sharedamong
competing libOS’s. Although libOS structureis orthogonalto the Exokernel architecture,published results
[Kaashoek97teferto amonolithiclibOS. Building a network applianceor performancevith sucha systems bound
to give rise to a number of problems whemvrappliances are added in the system.

8. Summary and Conclusions

We believe that an applianceoperatingsystemshouldbe built from fine-grainedcomponentsnsteadof building it
from scratchfor a particularuse,or scalingdown an existing operatingsystem A component-baseslystemis inher-
ently safer while providing new servicesequiredby appliancessuchasresourcananagemenfaulttoleranceflexi-
ble datasharing,supportfor binary-onlymodulesandautomaticdiagnostics The performanceof a typical network
applianceasimpleWebsenerrunningunderPebblejs comparabléo anequivalentsener runningunderOpenBSD,
a maturemonolithic system We believe thatthereis no performanceelatedreasomot to usea safer moremodular
component structure for such appliances.
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