Course Outline
	Lecture
	Topic  
	References

	1
	Course overview
	

	2
	public key algorithms, certificates
	[GB99],[KPS02],[S96]

	3
	block ciphers,  modes of encryption, start stream ciphers
	block ciphers: [NESSIE], [NIST-46-3], [NIST-197]

modes: [KPS02], [NISTMODES], [R-MODES]. [HR03]
stream ciphers: [ES], [NESSIE]

	4
	stream ciphers (continued), start hash functions
	hash:[KPS02],[S96]

	5
	hash functions (continued), start  cryptanalysis 
	cryptanalysis: [B94], [BS92], [M93], [OST05], [B-crypt], [NIST800-22]

	6
	Cryptanalysis (continued), start protocols
	protocols: [KPS02]

	7
	finish protocols 

General topics: forward key security, oblivious transfer, zero knowledge, start multiparty computation, 
	oblivious transfer and zero knowledge: [GB99]

multi-party: [DA01]

	8
	General topics – finish multi-party computation, 

redaction, proxy cryptography
	proxy cryptography: [BBS08]

	9
	General topics – searchable encryption, 
Universal Composability (omitted, covered in first lecture)
Review for exam
	searchable encryption: [CGKO06], [SWP00]
universal composability: [C99]. [YL03]

	10
	exam
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