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Techniques for Finding Ring Covers in Survivable Networks!

L. M. Gardner?, M. Heydari?, J. Shah?, L H, Sudborough?, I, G. Tollis?, and C. Xia?

Abstract—CGiven an arbitrary telecommunications network
N our goal is to find the minimum cost for equipment
which will enable N to survive an arbitrary link fault. We
consider uni-directional and bi-directional ring technolo-
pies. Basically, our goal is to find minimum cost ring
covers for any oetwork N, where a ring cover is a set C of
rings such that every link in N is covered by (Le. part of)
at least one ring in C. If a network N is augmeated with
enough equipment to support a given ring cover C, it can
respond to a link failure immediately (and automatically)
by routing the disrupted traffic through surviving links in
the ring that covers the failed link

We describe an efficient algorithm to find a
minimum cost ring cover for uni-directional transmission
rings under simplifying assumptions. This algorithm offers
a useful heuristic for computing low cost ring covers for
existing networks and actual cost functions. We also pro-
vide efficient heuristics fo find nearly minimum cost ring
covers for bi-directional transmission rings. We show that
certain versions of the bi-directional problem are NP-
complete, hence (presumably) no efficient algorithm exists
that abways finds a minimum cost ring cover. However,
our heuristics perform well in practice.

1. Introduction

Network survivability is critical. For instance, a
recent failure of a telecommunications network led to the iso-
lation of New York City and the shutdown of JFK airpart.
The failure of a fiber link not only disrupts the communica-
tion normally passing through it, but may disrupt the entire
network as problem cscalation through unplanned circum-
ventions of the broken link are attempted. The ultimate goal
is to provide sclf-healing capabilitics to a network. That is,
the goal is to design networks that can survive cquipment
outages, link cuts, and even natural disasters such as fire,
floods, and carthquakes, The first step is to compute the cost
of augmenting an existing network with the minimum
amount of cquipment needed to survive an arbitrary link cut
A multi-ring architecture is a common approach. Ring archi-
lectures have reecived considerable attention, particularly
with the adveat of the Symchronous Optical Network
(SONET) standard [1-6].

Let G=(V E) denote a graph, where V is a finite sct
of nodes and E is a set of undirected links, A network N
consists of a connected graph G together with a set W of
positive integer weights associated with each link in E. A
node describes a central switching point in the network and a

link {x,y} describes a connection between nodes x and v, A
link {x,y} is said to be incident to nodas x and Y. Aring R is
a set of links that forms a circle, i.e. a sel whose links form a
path from a vertex x back again to x passing no ather nods
twice, A ring R covers a link e, if e is in R_ A ring cover C is
a sel of rings that cover all links in the network.

Let Chearing coverand T a table, describing for all
pairs of nodes in G, the amount of traffic (in DS3's) passing
between the pair. The amount of equipment needed on a nods
(or link) of the network depends upon the amount of traffe
flowing through that node (or link). Moreover, equipment
costs grow in steps, so that for every additional 4 DS3's there
is an additional kd cost, for a suitable constant & This corre-
sponds to the fact that current equipment is constructed to
handle a specified number, say d, of DS3's. If (he traffic is
larger than 4, then additional units of equipment nesd to be
purchased; each additional piece of equipment handles (he
same d DS3's of traffic.

Our goal is to find a ring cover C for N thal ps-
cessitates equipment of minimum cost. This problem is
simply stated, but difficult computationally. We note that 2
network N with m links may have 27 different rings and,
hence, a doubly exponential number (in m) different subssts
of rings. Each is a candidate for best ring cover. Although the
lypical number of candidate ring covers prohibits computing
all and sequentially determining which is best, there may be
cases where the network is either very small or can be
logically decomposed into separate small pieces 10 be coversd
separalely. In these cases an algorithm 1o list all rings, and
hence also all possible ring covers, may be useful We
describe here briefly such an algorithm.

Let N be a network for which the set of all possible
rngs is to be compuled Begin with a depth first search
rouline [7,8]. Depth first search starts from a specifisd node,
proceeds through all links of N, and forms a depth first span-
ning tree of N, (A spanning tree is a tree containing all nodes
in the network.) When a link e is traversed, during depth
first search, that returns, say from a node ¥ lo a node x prev-
iously visited, a basic cyele is formed That is, in this case,
the basic cycle consists of the links in the spanning tres from
x lo y logether with link . The collection C of all basic cycles
is called a basis for the desired sef of all cycles, (A basis sel
for a vector space is an appropriate analogy.) In fact, the
desired set S of all rings is the set of all linear combinations
of basie cycles, with the operation being the exclusive or (or
set difference) operation. We have writlen such a program 1o
list all possible rings for a network N, bul (as mentioned) its
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feasibility is limited. For example, for a complete network of
six nodes (Z.e. a network with coanections between every pair
of nodes), the number of different rings is 197 and, for a com-
plete network of seven nodes, the number of different rings is
over one thousand, '

2. Ring Covers for Uni-Directional Ring Technologies

[n the cass of a uni-directional ring R, the cost of
equipment for R is directly proportional to the sum of D83's
for traffic routed on R, where the sum is taken over all links
in B_ Although a typical equipment cost function is described
by a step function, e.g. more equipment is required for each
additional 24 DS3's, our initial simplifying assumption is to
regard the cost as a linear function of traffic. Chr procedure,
called Eularian Ring Cover, computes the least expensive
ring cover under such simplifying assumptions and can be
used, therefore, as a means of computing excellent (but per-
haps not optimum) ring covers for existing networks and ac-
tual equipment costs, We note that the cost of a ring cover
for the entire network N is the sum of Costs for each ring in
C

We assume we have no visibility of individual
source-destination traffic, but traffic has been routed already
on a link-by-link basis. Thus, each
an integer describing how much traffic (in DS3s) it may need
to handle. We shall call the integer associated with a link e
the weight of that link Our goal is to find the minimum cost
ring cover for N with the indicated weights. As indicated, the
cost of a ring cover C is directly proportional to the sum of
mightsonallliuksofring,:inc, assuming a worst case of
traffic distribution, Our simplification takes the cost of a ring
to be precisaly this sum_ Thus, we haye:

Min-Sum Ring Cover (MSRC) Problem:
Input: A network N,
Output: A ring cover C of minimum cost, where the cost of

a ring cover C is the sum, over all rings R in C, of the sum
of weights of links in ring B_

We have programmed an efficient algorithm to solve the
MSRC problem. The rest of this section describes our proce-
chure,

A network N is said to be Eulerian [10] if there
exists a single cycle that covers every link. (This ring is

called an Eulerian cycle. Note that a eycle differs from a min i
That is, a cyele

An Eulerian cycle K can be decomposed into a ring
cover. That is, suppo

¢ one starts from an arbitrary node and
follow K's links untif 3 nods is visited for a second time, This
portion of K's path describes & ring R. Delete all links in R
The remaining network is still Eulerian (as every node is in-
cident to an even number of links), [n fact, the remainder of
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repeat =
all links

Eulerian, then a minimum cost
(hence an optimum) fing cover is obtained for it by decom.
posing an Eulerian cyele K into a ring cover C. The decom-
position is obtained by following links in the Eulerian cele
K until a node is revisited This portion then forms ring and
is added to the ring cover C. That the decomposition produces
an oplimum ring cover follows easily from the fact thap no
two rings in C have a common link That is, ring cover C re.
quires the least expensive equipment, as any ring cover muyst
cover all of the links in the network and the rings of C cover
all links withow overlap. Furthermore, as the cost ofaring B
is the sum of the weights on all its links, and the cost of a
ringf:wchisthcsum,m'crcachufiLs rings R, of the cost of
R, the least expensive Ting COVEr is one in which rings do not
share an edge, Thus, a ring cover C, obtained by decomposing
an Eulerian cyele K, is a least ¢xpensive ring cover for an
Eulerian network.

If a network N is not Eulerian, then it has some
number of nodes incident to an odd number of links, (We
refer to these nodes as nodes of odd degree) In fact, N must
havennmnnumbunfnadﬁofodddcgmc,ucachliuk
connects two nodes and therefore the total number of node
incidences for the network must be ¢ven. Thus, one can aug-
ment N by adding links between pairs of nodes of odd degres
and obtain a new Eulerian network N', It should be noted that
when one augments a network N by adding new links to con-
nect pairs of odd degree nodes, the new links are routed along
paths of already existing links. That is, no new right-of-way
(i.e. land) purchases are required. One needs to (at worst)
purchase additional cable and equipment to handle the new
traffic. In fact, new links are not really added in a strict sense,
they are only added conceptually as a device to achieve an
Eulerian network whose Eulerian cycle can be decomposed
inlo a ring cover. Moreover, the links added in augmenting
the network are routed along a path of minimum total weight,
so that the cost of augmentation is minimized. (This is neces-
sary in order to deduce the optimality of our procedure.) Note

any routing for the added links does not change the
parity of nodas routed through. That is, if a node x has even
degree and an added link is routed through x, then the num-
ber of links incident upon x is increased by two and hence x
sull has even degree. So, afier pairs of odd degres nodes are
connected by augmenting links and the new links are routed,
the network does indeed become Eulerian,

Which pairs of odd degree nodes should be con-
nected in order to construct an augmentation allowing an
Eulerian cycle K of minimum total weight? The answer is:
Those pairs described by a minimum weight matching |7,8] on
nodes of odd degree. That is, let G'=(V"E") be such that V" is
the set of all nodes of odd degres in N and E' is all passible
edpes between nodes in V" {i.e. G'is a complete graph on the
0dd degree nodes of N), Let an edge (xy} in G' have weight
w, where w is the weight of the minimum weight path

K is an Eulerian cyvele for this netwark 30, one can
the previous step and continye to obtain rings until
in K have been exhausted.

If a network is
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“between x and y in N, That is, let P be a path between x and y
in N and let P consist of the links € €3 ..., €. The weight of
P is the sum of the weights on €1 €3 ..., €, The weight as-
signed to the edge {xy} is the minimum weight of a path P,
taken over all paths P between x and ¥. The desired minimum
weight matching is a complete matching of the nodes in G,

Let G be a graph with weights assigned to its edges,
A matching in G is a set of edges M such that no two edges in
M are incident to the same vertex, A matching M is perfeer if
every node in G is incident to an edge in M. The weight of a
matching M, denoted by weight(M), is the sum of all weights
assigned to edges in M. A minimum weight perfect matching
1s a perfect matching M such that, for all perfect matchings
M in G, weight(M) < wei ghthve.

There are efficient algorithms described in the litera-
ture (see, for example, [7,8]) that compute a minimum weight
perfect matching of a complete edge weightad graph. For ex-
ample, such a matching can be obtained in time boundad by
O{m n log n), where n is the number of nodes and m is the
number of edpes [7.8]. (Let n be the number of odd degres
nodes in the network. Then, as G ‘has every possible edge
between odd degree nodes, the O{m n log n) time bound can
be written as O(n? log n).) We have implementsd such an
algorithm and use it as a principal component in an algorithm
to compute a minimum cost ring cover for a network.

The algorithm Eulerian Ring Cover computes a
minimum cost ring cover for a network N as follows:

*  ltcreates the complete graph G' on the odd degree nodes
of N and assigns each edge {x,y} of G' the weight of the
minimum weight path between x and ¥ in M. (The weight
of 2 minimum weight path betwesn x and ¥ is obtained

Uy a shortest path algorithm [7.8].)

It obtains a minimum weight perfect matching M for G'

and uses the matching to augment the network M into an

Eulerian network N'. The augmentation adds links

between pairs of nodes, say {xy}, described in the

matching M and routes these links along paths of mini-

mum weight betwesn x and y.

It constructs an Eulerian cycle K in the Kulerian network

N

It decomposes the Eulerian evele K into a ring cover C.

There is a subtle issue hidden in the above proce-
dure. When one decomposes an Eulerian cyele K into a ring
cover C, one needs to be able to guarantee that each ring
Created is actually a ring in the original network N. It is pos-
sible that a ring in the augmented network N' might consist of
a link between x and ¥ together with an angmented link also
between x and v. From the point of view of constructing a
network capable of surviving any link fault, this will not da,
That is, the original link between x and y and the augmenting
link between x and ¥ are routed over the same right-of-way:
hence whatever occurs causing a break will presumably brea
both, Consequently, one wants to guarantes that the decom-
Position of the Eulerian cvcle K into a ring cover C does not
allow such nngs to be included, This is not always possible,

but is possible most of the time and i« i
satisfying certain specified conditions, 11::?'5 o networks
network N whose nodes '
Spanning trees, one can always guarantes an app
composition of an Eulerian cycle [9]. The Strategy to obtain
4n appropriate decomposition of an Euferian cyele (under this
condition) is straightforward and does not add to the overall
time complexity of our procedure,

As the time for obtaining the minimum weight per-
fect matching dominates the time of the entire procedure, we
arrive af the following theorem:

ropriats de-

Theorem 1, The MSRC problem can be solved in
O(n? log n) time, for networks N whase nodes can be covered
by two edge disjoint spanning trees,

There are other conditions that are sufficient to gua-

rantes an appropriate decomposition of an Eulerian cycle K
into a ring cover C. These are described in [11]. As an illus-
tration of our procedure, we include Figures 1-3. They show,
respectively, a ten node network N with link weights, (he
Eulerian network N' obtained by adding links through a mini-
mum cost matching of odd degree nodes, and a resulting ring
cover C obtained by decomposing an Eulerian cyecle of N,

Figure 2. An Eulerian network o
odd depree nodes | agmenting li

8
blained by a min cost matching of
nks are shown with hold lines )

Figure 3. The ring cover obtained by our Evlerian Ring Cover
procedure. The cover has four rings, shown with bold lines.



P We note that, while our Procedure finds an optimum nodes x(1), X(2), ..., x(n), where x'{1}=x(n}. then one eap form
rng cover, it is optimum for a problem created by several a ring in G containing all of the edges with weight m2, Thie
simplifying assumptions, In'practice, therefare, this procedure ring consists of the nodes x( 1y, x( 1}, x(2),, x(2),, ... x(n-
will find utility as an excellent beuristic for obtaining eco- Ly, x(n-1),, x(1),. All other edges of G' can be included i
rings of weight ope, Thus, one obtains g

At most m+2m, as there are 2m triangles i
3. Ring Covers with Bi-Directional Ring Technologies

each edge of ).

When one employs bidirectiona] ring technologies, Mext suppose that thers js 4 ring cover of weight g
the cost for equipment on a ring is roughly propartional to the most m*+2m for G'. This ean only occur if there jg 5 sinpls
maximum amouni of traffic passing through any link in the fng that contains all of the edges with weight m?2: otherwise,
ring. That is, additiona] equipment needs tg be placed around

there would be a¢ least two rings in the cover with e :

he links in 2 fing to handle traffic normally passing through edges and hence the cover would have 1ota] wei

weight at leas
1 broken link in the ring. Clearly, the worst case is repre- 2m? > m42m, This unique ring that contains a1] the heavy
“ated by the link with the maximum amount of traffic, edges of G' must Pass through all of the heavy nodes once
lence, the cost of 2 ring i Proportional {9 the maximum and, as the triangles of ' correspond o edges of G, it alsy
veight of any link in the rng. Thus, we have the following describes a Hamiltonian circuit of G,
ing cover problem: S0, if there were a polynomial time algorithm g
solve the MMRC problem, then there would be a polynomig]
{in-Max Ring Cover (MMRC) Problem: time alporithm 1o solve all problems in (he class NP, As this
2put: A network N, Seems quite unlikely, we believe the Misn problem to be jg.
hutput: A ring cover of minimum cost, where the cost of tractable, Consequently, we have Programmed various heyris.
aﬁnngaﬂhmcmmmauﬂngsRmC of the tics, The nf:hjssecuunzsdcvutudmadmnpunn
maximum weight of a link jn rng R of these heuristics and thejr performance on test daga

their manner of deciding which TINgS to include in the cover
ven integer k. if there js Ting cover of cost k is NP-com- In fact, they look for Angs iteratively. That ts, they keep a list
2fe. The transformation 1s from the undirected Hamiltonian of links yet to be included in a nng, which is ordered by 50me
reuit problem [12], ie. the problem of whether 3 finite un- criterion. For example, links may be ordered by du:rea_-;mg
ected graph hag g single ring that includes every node. weight and a heuristic may choose rings by the rule: cover
uthv.Ejtemmlm:ygmphConstmmanew huvimlhlksﬁ:nAhﬁurisﬁgmjgthmmodbydfpnﬁﬂrm

aph G'=(V" E"), where ‘w"=VHu‘u*L and E=E UE, | where:

search from an endpoint of the firgt link on the [ist and
Vi=(x,.x, | X€V} and Vi={x.y.leeV}, and terminate when it reaches the Other endpoint of this firg link,
EHﬁ{{xl.xI} | XV} and provided the object found really is 5

ring, i.e. containg at least .
ELE{{XI_},I }-f?1sx:}={x1:xc}-{xe-5’z}- iy lvax) | &um links, (We also require that a ring contain no more than
e={xy}€E}. sixteen  links, ag required by currene technological
constraints )
® nodes in Vy are called heavy nodes and the nodes in V. _ Wealsoimplemented a procedure (g choose where to
called fight nodes. Similarly, the edges in Ey are called begin depth first search. That is a Priarity is assigned 1o each
vy edges and the edges in E; are called light edges, Let m node and the node with highest priority is the Point at which
in integer, sufficiently large so that m? is much larger than tl}c search b:gm.s. After finding a ring that includes a node of
. where m is the mumber of nodes in G Then, assign the highest priority, the procedure recomputes the priority of
ght m? (g 4y edges in Ey; and assign weight one to all every node, B o
es in E; . (Observe that the edges in E; form two disjoint The fnllmwng heuristics have been implementpd:
ngles, namely formed by the three nodes: Xp.¥2,%, and the - ﬁ Greedy _hcl_zri_:tic that starts the search at the node of
€ Nodes: y, xy_ Furthermore, one can view the con- highest priority and takes the first ring found This
cted graph G* as consisting of an edge of weight m? for continues until all links gre covered by some ring in the
L node in G and 5 triangle connecting one end of 3 weight cover. . )
>dge, say corresponding to a nods x in G, to the opposite * A Longest Feasible R

ng heuristic. This slans the search
: at the node of highest priority, but does not take the first

ring found Instead, it saves the information aboyy each

We claim thay the construcied graph G' has 3 ring ring found and takes the one with the maximum number

T of weight at most m?*+2m if and only if G has a Hami/. of links within the sixteer link constraint on ring size. It

n circuit, Oge direction i straightforward. If G has 5 continues the same process until all links are covered by
lionian cirey;, Say one represented by the sequence of Some ring in the cover,
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is, this heuristic tries to avoid
covering a link with many different rings. The procedure

continues until a(f links are covered by some ring in the
COvEr.

We tested our heuristies On several example networks

vith weighted links, The last two heuristies consistently per-
arm better than the first, byt there is no apparent way to de.
ids which of the last two heuristics is best. This seems 1o de-

end upon the instance of MMRC chosen. Part of the prob-
:m is a lack of sufficiently i

w far from opimum a candidat

und on the weight of at least one ring We shall not go

rther here, but (with suitghla extensions) this technique
ight be uséful,

.5 R.Eng cover obilained by the Greedy heuristic (cost=139)
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Figure 6. Ring eover obtained by

Longest Feasibfe Ring heurisij,
(cost = 323,
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