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Learner Lab - Tutorial

CS-559: Infrastructure Technologies for Large-Scale
Service Oriented Systems

TA: Alexandros Angourakis
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What is AWS Academy Learner Lab?

e AWS Academy Learner Lab offers a long-running lab environment suitable
for student projects for a limited period of time

e Provides access to a restricted set of Amazon's AWS Cloud services

e Each student is given credits worth $100 to spend on the lab’s available
services

Source: https://its.umich.edu/computing/virtualization-cloud/amazon-web-services/aws-academy-learner-lab
s


https://its.umich.edu/computing/virtualization-cloud/amazon-web-services/aws-academy-learner-lab

Learner Lab: Getting Started

e https://www.awsacademy.com/vforcesite/LMS_Login
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Learner Lab: Getting Started

AWS acadermy Epee  Courses E]

® AWS Academy Learner Lab [57185]

Account Account

i)

Dashboard Dashboard

& All courses AWS academy — ALLv1-57185

Welcome to your courses! To customise the

E ) ) ) Home
list of courses, click on the "all Courses" link
R Account
Courses and star the courses to display. o

Discussions




Learner Lab: Getting Started

Ve $—  ALLvl-57185 > Modules

Home
Modules
Discussions

+ Course Welcome and Overview
# Pre-Course Survey

& AWS Academy Learner Lab Student Guide

+ AWS Academy Learner Lab Compliance and Security

& Learn how to effectively use the Academy Learner Lab

E3 Module Knowledge Check
100 pts | Score at least 70.0

@ After clicking on this link,
accept Terms & Conditions for
/ the first use of the lab

v AWS Academy Learner Lab

¢ Launch AWS Academy Learner Lab




Learner Lab: Getting Started

8-12 hours)

@ Credits spent
(typically updates every

/

AWS academy AWS @
Home
Modules
Discussions eee_W_2482872@runwebd41808:~§ []

Account
[it%)
Dashboard

=
Courses

Inbox

O

History

@

Help

Used $0 of $100

EN-US v

Learner
Lab

Environment Overview
Environment Navigation
Access the AWS
Management Console
Region restriction
Service usage and other

restrictions

Using the terminal in the

browser
Running AWS CLI
commands

> Start Lab M End Lab i AWS Details i Rey( 'O Reset %

@ Useful links




Learner Lab: Getting Started
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P Start Lab

Used $0 of $100

EN-US v
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Environment Overview
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Learner Lab: Getting Started

ALLv1-57... > Modules > AWS Acad...

@ Wait until this circle becomes
green (may take some minutes)

QWS academy » Launch AWS Academy Learner Lab

AWS

Home

Account

(%)

Dashboard

Modules

Discussions

=
Courses

Calendar

&

Inbox

®

History

04:00 . Start Lab M End Lab i AWS Details i Readme D Reset

Used $0 of $100

‘ EN-US v‘

Learner
Lab

Environment Qverview

Environment Navigation

Access the AWS
Management Console
Region restriction
Service usage and other

restrictions




Learner Lab: Getting Started

@ The lab will be active for 4 hours only!
After that, your machines will stop running

AlLLv1-57... > Modules > AWS Acad...

AWS academ: —
I > Launch AWS Academy Learner Lab

AWS
Home
Modules
Discussions eee_W_2482872@runwebd4180:~3 []

03:54 P Start Lab M End Lab i AWS Details i Readme D Reset

Used $0 of $100

EN-US v

Learner
Lab

Environment Overview
Environment Navigation
Access the AWS
Management Console
Region restriction
Service usage and other
restrictions

b



Learner Lab: Getting Started

@ To reset the timer, press Start Lab

AlLLv1-57... > Modules > AWS Acad...

AWS academ: —
I > Launch AWS Academy Learner Lab

AWS
Home
Modules
Discussions eee_W_2482872@runwebd4180:~3 []

03:54

P Start Lab M End Lab i AWS Details i Readme ‘D Reset

Used $0 of $100

EN-US v

Learner
Lab

Environment Overview
Environment Navigation
Access the AWS
Management Console
Region restriction
Service usage and other
restrictions

b



Learner Lab: Getting Started

ALLv1-57...
AWS academy =

Home
Modules

Discussions

Help

> Modules > AWS Acad...
» Launch AWS Academy Learner Lab

AWS

eee_W_2482872@runwebd4180:~3 []

03:54 P Start Lab M End Lab i AWS Details i Readme D Reset

Used $0 of $100

EN-US v

Learner
Lab

Environment Overview

Environment Navigation
Access the AWS
Management Console
Region restriction
Service usage and other
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earner Lab: Getting Started

Services | Q ginia ¥ voclabs/user2817551=Test_Student @ 1840-0058-5811 ¥
®
You are now ready to use Console Home «« R 3
Recently visited info 8 i Welcome to AWS 8

the AWS Academy services!

Getting started with AWS [2
y Learn the fundamentals and find valuable
“ information to get the most out of AWS.

- TO |a unc h VM S, yo u W| I | use th e No recently visited services by Training and certification 3
:Q Learn from AWS experts and advance your
. Explore one of these commonly visited AWS services.
EC2 service

skills and knowledge
1AM ECZ 53 RDs Lambda

17 What's new with AWS? [2
-@- Discover new AWS services, features, and

Regions.

View all services

AWS Health o g # Costand usage Info i

Open issues Current month costs Top costs for current month

0 Past 7 days $0.00
Scheduled changes Forecasted month end costs
0 el

Upcoming and past 7 days =

No top cost breakdowns. Cost breakdowns show
Other notifications Last month costs when you use services.

0 Past 7 days $000

(3 Cloudshell  Feedback © 2023, Amazon Web Services, Inc. or its affiliates.  Privacy ~ Terms  Cookie preferences
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Amazon EC2

aws

Services

Q ecz

Features (54)
Resources ' New
Blogs (2,040)

Documentation (33,471)

Knowledge Articles (20)

Tutorials (21)
Events (30)

Marketplace (2,891)

Launch Instance(s)

Try searching with longer querlies for more relevant

Services

virtdal

Ama automate build, ©

Continual vulnerabili

Features

@ New EC2 Experlence %

Tell us what you think

EC2 Dashboard
ECZ Global View

Events

¥ Instances

Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images

AMIs

AMI Catalog

¥ Elastic Block Store

Volumes
Snapshots

Lifecycle Manager

Resources

You are using the following Amazon ECZ resources in the US East (N. Virginia) Re

Instances (running) 0 Auto Scaling Groups
Elastic IPs 0 Instances

Load balancers 0 | Placement groups
Snapshots 0 Volumes

Launch instance

To get started, launch an Amazon EC2 instance, which is a virtual server in the cloud

po—

Note: Your instances will launch in the US East (N. Virginia) Region

Scheduled events

US East (N. Virginia)

No scheduled events




Amazon EC2: Launch Instance(s)

EC2 » Instances » Launch an instance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags o

Name

| my-first-vm I

Add additional tags

v Summary

@ Change this if you want to
launch 2 or more instances (with
the same configuration) at once

Number pfTnstances Info

4
=
E

Software Image (AMI)

Amazon Linux 2023 AMI 2023.2.2...read more
ami-03abeaae9d938cB58c

Virtual server type (instance type)
t2.micro

® For now, you can
keep the default OS and
VM image configurations

¥ Application and OS Images (Amazon Machine Image) o

An AMI is a template that contains the software configuration (operating system, application server, and

Firewall (security group)
New security group

Storage (volumes)
1 volume(s) - 8 GIB

applications) required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for

below

Limit: A maximum of
9 instances may run
concurrently at any time!
Any excess instances will
be ignored

Cancel

| Q, search our full catalog including 1000s of application and OS images

Review commands

Quick Start
Amazon mac0s Ubuntu Windows Red Hat SUSE LI Q
Linux
> Browse more AMIs
aws '8 ubuntu® || B2 Microsoft || <@ Redrat o Including AMis from
— Mac sus AWS, Marketplace and
the Community

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI

ami-03a6eaae9938c858C (64-bit (x86)) / ami-03f6c2c562b3df715 (64-bit (Arm))
Virtualization: hvm  ENA enabled: true

Root device type: ebs

Free tier eligible
v




Amazon EC2: Launch Instance(s)

Limit: A maximum of 32 vCPUs may
be allocated in total at any time!

@ VM resources

¥ Instance type info

Instance type

t2.micro / / Free tier eligible

Family:t2 1vCPU 1 GiB Memory Current generation: true
On-Demand Windows base pricing: 0.0162 USD per Hour
On-Demand SUSE base pricing: 0.0116 USD per Hour Compare instance types
On-Demand RHEL base pricing: 0.0716 USD per Hour

On-Demand Linux base pricing: 0.0116 USD per Hour

Additional costs apply for AMIs N—Installed software

( All generations

@ Instance type

AN
@ Pricing

medium, large

@ Limit: Supported instance
types: nano, micro, small,




Amazon EC2: Launch Instance(s)

¥ Key pair (login) inse

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair
before you launch the instance. Create key pair X

Key pair name - required

Key pair name

Proceed without a key pair (Not recommended) Default value w ] Create new key pair i you to connect to your instance securely.
| my-kpl
include upto 255 ASCII characters. It can't include leading or trailing spaces.

Key pair type
O RSA () ED25519
RSA encrypted private and public key ED25512 encrypted private and public
. Lo pair key pair
@ Adjust this if you are
going to connect to the Private key file format
instance from an SSH client \o pem
or use with OpenSSH
e.g. PuTTyY e
( g ) O .ppk

For use with PuTTY

/A When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn

@ This will download a key more [2
file that is useful only when

connecting to the instance cancet | [IEreatekey pair |
from an SSH client —>




Amazon EC2: Launch Instance(s)

@ For your first instance, o DL T s

you can keep the network,
storage and the rest (other

H nfo Ad d
than IAM Instance Profile) > Configure storage it o
of the advanced settings to
the default ones. v Advanced details o
You may use different Purchasing option info
configurations in the [J Request Spot Instances

future, depending on your
project selection.

Domain join directory info

|Select v | c Create new directory

[

IAM instance profile info

LabinstanceProfile Create new IAM profile

v
arn:aws:iam:: 18400058581 T:instance-profile/LabinstanceProfile c Z
Hostname type Info
IP name v

DNS Hostname Info
Enable IP name IPv4 (A record) DNS requests
Enable resource-based IPv4 (A record) DNS requests

Enable resource-based IPv6 (AAAA record) DNS requests



Amazon EC2: Launch Instance(s)

Services Q

@ New EC2 Experience % EC2 » Instances » Launch an instance

Tell us what you think v Summary
EC2 Dashboard i
LaunCh an instance . Mumber of instances infa
EC2 Global View Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by ;
Events following the simple steps below.
¥ Instances Software Image (AMI}
Instances Name and tags o Amazon Linux 2023 AMI 2023.2.2...read more

ami-03abeaae9938cB58c
Instance Types

Name Virtual server type (instance type
Launch Templates ype | ype)
my-first-vm Add additional tags t2.micro
Spot Requests
Savings Plans Firewall (security group)
New security group

Reserved Instances L. R
¥ Application and OS Images (Amazon Machine Image) s

Dedicated Hosts Storage (volumes)
Capacity Reservations 1 volumes) - 8 GIB
An AMI is a template that contains the software configuration (operating system, application server, and
¥ Images applications) required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for
AMI Catalog Q. search our full catalog including 1000s of application and OS images

¥ Elastic Block Store

uick Start
Volumes Q

Snanshots




Amazon EC2: Connect to an Instance

aws

@D New EC2 Experience X

Tell us what you think

EC2 Dashboard
EC2 Global View

Events

¥ Instances

Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

EC2 > Instances » Launch an instance

© Success

Successfully Initiated launch of instance (1-02759¢cdbf1900b786)

» Launch log

Next Steps

Q, What would you like to do next with this instance, for example "create alarm

Create billing and free tier usage alerts

To manage costs and avold surprise bills, set up
email netifications for billing and free tier usage

thresholds.

Connect to yo

Once your instanc
local computer.

¥ Images Connect to in
Learn more [4
AMI Catalog
Instances (1/1) info (@] I Connect H Instance state ¥ H Actions ¥ I_.
Q, Find instance by attribute or tag (case-sensitive) < 1 > (O]
Name v | Instance ID | instancestate ¥ | Instancetype ¥ | Statuscheck Alarmstatus | Avallability Zone ¥ | Public IPv4 DNS v | PubliclPvd.. ¥ | ElasticIP v | K
my-first-vm i-0ce09¢9f7a3975ad1 @Runmning @8, t2.micro @ Initializing Noalarms us-east-1c ec2-54-90-75-114.com... 54.90.75.114 - -




Amazon EC2: Connect to an Instance

Services

EC2 » Instances » I-Oce09c9f7a3975ad1 » Connect to instance

Connect to instance i«

Connect to your instance I-0ce09c9f7a3975ad1 (my-first-vm) using any of these options

voclabs/user2817544=_Student ¥

ECZ Instance Connect Sesslon Manager SSH client EC2 serial console

Instance ID
i-0ce09c9f7a3975ad1 (my-first-vm)

Connection Type

© Connect using EC2 Instance Connect (O Connect using EC2 Instance Connect Endpoint
Connect using the EC2 Instance Connect browser-based Connect using the EC2 Instance Connect browser-based
client, with a public IPva address. client, with a private IPva address and a VPC endpoint. [ec2-user@ip-172-31-91-39 -]$

Public IP address
54.90.75.114
User name

Enter the user name defined in the AMI used to launch the instance. If you didn't define a custom user name, use the default user name,
ec2-user.

ec2-user i-0ce09c9f7a3975ad1 (my-first-vm) X
PubliclPs; 54.90.75.114  PrivatelPs: 172.31.91.39

(@ Note: In most cases, the default user name, ec2-user, is correct. However, read your AMI usage instructions to
check If the AMI owner has changed the default AMI user name.

Cancel Connect




Amazon EC2: Elastic IP

e When you launch an instance, EC2 automatically allocates a public IP for it by default
o However, when the instance gets stopped or terminated, this IP gets lost

e An Elastic IP is static and its allocation is independent of VM instances
o After an Elastic IP gets allocated, it can be manually associated with an instance,
becoming its new public IP
o When the instance gets stopped or terminated, the Elastic IP remains available to
your account, ready to be remapped to another instance

e For more information: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-
ip-addresses-eip.html



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html

Amazon EC2: Allocate Elastic IP

Instance Types Allocate Elastic IP address ..«

Launch Templates

Spot Requests Elastic IP address settings info

Savings Plans o N @ This process will create etwork Barder Group. e

Reserved Instances (] m a nhew elastic 1P Q us-east1 x
Dedicated Hosts

Capacity Reservations Public IPv4 address pool

© Amazon's pool of IPv4 addresses
Public IPv4 address that you bring to your AWS account with BYOIP. {option disabled

¥ Images
9 because no pools found) Learn more[A
AMIs Customer-owned pool of IPv4 addresses created from your on-premises network for
use with an Outpost. (option disabled because no customer owned pools
AMI Catalog

found) Learn more[2}
() s+ | =

¥ Elastic Block Store Global static IP addresses

Volumes AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast fram AWS edge locations. This
can help improve the availability and latency for your user traffic by using the Amazon global network. Learn more|

Snapshots

Lifecycle Manager Create accelerator [4

Select

¥ Network & Security

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Security Groups

Placement Groups
No tags associated with the resource.

Key Pairs

Add new tag
Network Interfaces

You can add up to 50 more tag




Amazon EC2: Associate Elastic

Associate Elastic IP address .«

@ This process will assign an Choose the Instance or network interface to assoclate to this Elastic P address (52.45.171.210)

elastic IP to a running instance
Elastic IP address: 52.45.171.210

Resource type
Choose the type of resource with which to associate the Elastic IP address.
© Instance
Elastic P adresses (1/7) e s e
3 View details 1> ®
Q. Filter Elastic P addresses /A If you associate an Elastic IP address with an instance that already has an Elastic IP address associated, the
Release Elactic IP addresses previously associated Elastic IP address will be disassociated, but the address will still be allocated to your
Name v Allocated IPv4 add., || Associate Elastic IP address Allocation ID account. Learn more[4
-
- 52.45.171.210 Disassociate Elastic IP address eipalloc-Oedbé If no private IP address s specified, the Elastic IP address will be associated with the primary private IP
— address.

Update reverse DNS

Enable transfers

Disable transfers

Q |choose an instance |

1-0ce09¢9f7a3975ad1 (my-first-vm) - running

Accept transfers

address.

| Q Choose a private IP address ‘

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

[ Allow this Elastic IP address to be reassociated




Amazon EC2: Disassociate Elastic IP

@ This process will remove
an elastic IP from the instance
it was previously assigned to Dissociate Elastic IP address X

If you disassociate this Elastic IP address, you can reassociate it with a different resource.
The Elastic IP address remains allocated to your account. You can have one Elastic IP
(EIP) address associated with a running instance at no charge. If you associate additional
EIPs with that instance, you will be charged for each additional EIP associated with that
Elastic IP addresses (1/1) _ instance on a pro rata basis. Additional EIPs are only available in Amazon VPC. To ensure
View details efficient use of Elastic IP addresses, we impose a small hourly charge when these IP
Q Fiter Elastic iP addresses Release Elastic P addresses 1> 08 addresses are not associated with a running instance or when they are associated with a

stopped instance or unattached network interface.
Name v Allocated IPv4 add., Associate Elastic IP address Allocation ID

- 52.45.171.210 | Disassociate Elastic IP address I eipalloc-Oedbé Elastic IP address
pdate reverse 52.45.171.210

Enable transfers

Instance ID

Disable transfers
i-0ce09c9f7a3975ad1

Accept transfers

Network Interface ID
eni-0189ebbfbb5c94a78




Amazon EC2: Release Elastic IP

@ This process will delete an
elastic IP

@ Keep in mind: An elastic IP
costs even if it is associated

@ Trying to release an elastic with no instances!
IP that is associated with an
instance will not work

Elastic IP addresses (1/1) _ Release Elastic IP addresses x

‘ Q, Filter Elastic IP addresses Hw 1 1 > @&
Release Elastic IP addresses

Name v Allocated IPv4  Associate Elastic IP address v Allocatiol Will be released
D Elastic IP add
| = 5245171210  Disassoclate Elastic P address eipalloc-C If you release the following Elastic IP addresses, they will no longer be allocated to your

Update reverse DNS account and you can no longer associate them with your resources.

Enable transfers

Disable transfers Name A IPv4 address v Allocation ID

Accept transfers

- 52.45.171.210 eipalloc-Oedb6f3f08d79d16a




Amazon EC2: Stop/Terminate Instance

aws £1% services Q

@O New EC2 Experience %
Tell us what you think

EC2 Dashboard
EC2 Global View

Events

¥ Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

=

Instances (1/1) o

@ Stops instance keeping
the attached volume’s data

| (@] H Connect || lns‘tancestat% H Actions ¥ ‘_.
»*

| Q, Find instance by attribute or tag (case-sensitive)

Name

v | Instance ID

| Instance state

v |

| my-first-vm

1-0ce09c9f7a3975ad1

@ Running

@Q

Stop instance <1y &

Start instance

1tus check | Alarm status | Availal

Reboot instance
2/2 checks passed Noalarms -+ us-eas!

Hibernate instance

| Terminate instance

@ Terminates instance
deleting everything

@ Keep in mind: Always
terminate instances after

use! Idle instances cost
too!




Learner Lab: End Lab

@ After pressing End
Lab, this circle will turn

red

AWS Used $0 of $100

eee_W_2483817@runweb34188:~$ []

03:57

@ Keep in mind: Always
end the lab when you are

finished with your work

P Start Lab M End Lab i AWS Details i Readme "D Reset

EN-US ~

Learner Lab

Environment Overview
Environment Navigation
Access the AWS Management

Console
Region restriction

x



Thank you!

Any questions?




