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6.1 Credit-Based Flow Control (Backpressure)

• Summary to be added here
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n e tw o rk  o r  a t th e  d e s tin a tio n s , to  th e  s o u rc e s

e x c e e d  th e  n e tw o rk  o r  th e  d e s tin a tio n  c a p a c ity ?

H o w  d o  th e  s o u rc e s  k n o w  a t w h ic h  ra te  to  tra n s m it?

H o w  d o  th e  s o u rc e s  k n o w  w h e n  th e ir  (c o l le c tiv e !)  d e m a n d s

A n s w e r :  F E E D B A C K  fro m  th e  c o n te n tio n  p o in t(s ) , in  th e

F L O W  C O N T R O L

a feedback  contro l p rob lem
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o th e r tra ff ic

E v e n t

tra ff ic  p a th

R T T  =  R o u n d -T rip  T im e

th e  s o u rc e  w ill o n ly  le a rn  a b o u t th e  e ffe c ts  o f a  tra n s m is s io n

tra ff ic  a d ju s te d

fe e d b a c k

T h e  tra ff ic  is  ``b lin d '' d u rin g  a  t im e  in te rv a l o f R T T :

R T T  a fte r th is  tra n s m is s io n  h a s  s ta rte d  (o r R T T  a fte r

a  re q u e s t fo r s u c h  tra n s m is s io n  h a s  b e e n  is s u e d )

th e  (c o rre c t iv e ) e ffe c ts  o f a  c o n te n t io n  e v e n t w ill o n ly  a p p e a r

a t th e  c o n te n t io n  p o in t R T T  a fte r th e  e v e n t o c c u rre n c e

S o u rc e

R T T :  th e  F u n d a m e n ta l T im e -C o n s ta n t o f  F e e d b a c k
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“Blind Mode” bits in faster networks 

• For faster networks

– start transmitting earlier

– start transmitting at a higher rate

For networks to get faster, an increasing number of bits must be 

sent in “blind mode”

initial

(“blind mode”) 

rate of 

transmission

Amount of data transmitted in “blind mode”

Distance = 8 m 80 m 8 km 8,000 km

RTT =  2 d = 80 ns 800 ns 0.08 ms 80 ms

1 Mb/s 1/100 Bytes 1/10 B 10 B 10KB

1 Gb/s 10 Bytes 100 B 10 KB 10 MB

10 Gb/s 100 Bytes 1 KB 100 KB 100 MB

100 Gb/s 1 KB 10 KB 1 MB 1 GB
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1 0  K B y te s

1 0  K B y te s

1 0  M b y te s

F o r n e tw o rks  to  g e t fa s te r,

R T T  ~ =  8 0  m s

s ta r t tra n s m ittin g  e a r l ie r

s ta r t tra n s m ittin g  a t a  h ig h e r  ra te

F o r  fa s te r  n e tw o rk s :

``B lin d  M o d e'' b its  in  faster  N etw o rks

a n  in c re a s in g  n u m b e r o f b its  m u s t b e  se n t in  ``b lin d  m o d e ''

d is ta n c e  =  8 ,0 0 0  k md is ta n c e  =  8  k m

R T T  ~ =  0 .0 8  m s

a m o u n t o f d a ta  x m itte d  in  ` `b l in d  m o d e ''

tra n s m is s io n

ra te  o f

( ` `b l in d  m o d e '')

in i t ia l

1  M b it/s

1  G b it/s

1 0  B y te s
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L o ssy: flow  control m ay fail to prevent buffer overflow s: packets can be dropped

L o ss less : flow  control guarantees that buffers w ill never overflow

no  w as ted  com m un ica t ion  capac ity ,  m in im izes  de lay

inhe rited  from  ``ha rdw are  eng inee rs '':  p rocesso rs  neve r d rop  da ta

L o s s y  v e rs u s  L o s s le s s  F lo w  C o n tro l

need  ca re fu lly  des igned  p ro toco ls  to  sus ta in  sa t is fac to ry  goodpu t

fo r da ta : need  re transm iss ions  = >  long  de lays , com p lex  if  in  H /W

s im p le  sw itches

inhe rited  from  ``com m un ica t ions  eng inee rs '':  sam e  as  e lec tr ica l no ise

w as tes  com m un ica t ion  capac ity :  ``goodpu t '' ve rsus  th roughpu t

sw itches  a re  m ore  com p lex , need  H /W  suppo rt fo r h igh  speed

need  m u lt ilane  p ro toco ls  to  avo id  H O L b lock ing  &  dead locks
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1 5 0 % 2 0 0 % 2 5 0 %1 0 0 %5 0 %

G o o d p u t v e rs u s  D e m a n d  in  L o s s y  a n d  L o s s le s s  F lo w  C o n tro l

flo w  co n tro l in  lo ssy  sys te m s s tr ive s  to

lo ss le ss  sys te m s s tr ive  to  b r in g  th is  lin e  u p

lo s s y

d e m a n d  (o f fe re d  lo a d ) (%  o f  c a p a c ity )

lo s s le s s

0

(a vo id  H O L  b lo ck in g )

re tra n sm itte d , th u s  in c re a s in g  th e  d e m a n d

re a ch  th e ir  d e s tin a tio n , a n d  a re  th e n

m o s t p a cke ts  g e t d ro p p e d  b e fo re  th e y

0

m a ke  th e  n e tw o rk  o p e ra te  in  th is  re g io n

th ro u g h p u t c o lla p s e :
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(this slide intentionally left blank)
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in  o rd e r  to  c o n tro l its  ra te

a b s o lu te  (n e w  ra te  :=  v a lu e )

N o te : o fte n tim e s , th e  s e n d e r  u s e s  a  v a r ia b le -s iz e  w in d o w  m e c h a n is m

d iffe re n tia l (s p e e d -u p  / s lo w -d o w n ) , o r

R a te  a d ju s tm e n t fe e d b a c k

p o in t

tra ffic

&  fe e d b a c k

m o n ito r in g

ra te

R a te -B a s e d  F low  C on tro l

S E N D E R
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h ig h

lo w

sto p

s ta rt

(X O N )

(X O F F )

w a te rm a rk

w a te rm a rk

S
 
E

 
N

 
D

 
E

 
R

ra te -b a se d  flo w  co n tro l u se d  fo r lo ss le ss  tra n s fe rs

B u ffe r

R T T xR a te

R T T xR a te

le ss  th a n  h a lf th e  b u ffe r e ffic ie n cy  o f c re d it-b a se d  flo w  co n tro l

(ra te  :=  0 )``s to p ''` `s ta rt'' ( ra te  :=  p e a k);

O N /O F F  (s ta rt/s to p ) (X O N /X O F F ): s im p lis tic  R a te -b a s e d  F C
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b u ffe r s lo ts

c re d it

--

+ +

co u n t o f b u ffe r s lo ts

kn o w n  to  b e  a va ila b le

a t th e  d o w n s tre a m  s ite

(n o t a llo w e d  to  g o  n e g a tive )

th e  c re d it(s ) th a t co rre sp o n d

to  th e  b u ffe r s lo t(s ) n e e d e d

tra ff ic  ca n  o n ly  d e p a rt if  a n d

w h e n  it  a cq u ire s  (d e c re m e n ts )

w h e n  n e w  b u ffe r s lo ts  a re

m a d e  a va ila b le , co rre sp o n d in g

c re d its  a re  se n t u p s tre a m

a rriv in g  c re d its

in c re m e n t th e  c re d it  co u n t

2

C re d it -b ased  (w in d o w ) (b ackp ressu re )  F lo w  C o n tro l

co u n t

c re d it

L o ssless  F lo w  C o n tro l
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s u d d e n ly

s to p s

s u d d e n ly

s ta r ts

6 -c e ll b u ffe r

3  c e lls

3  c re d its

d e la y  =  3  c e ll- tim e s

d e la y  =  3  c e ll- tim e s

c re d its

0

0

c re d its

n e c e s s a ry  &  s u ffic ie n t

B u ffe r S p a c e   =   P e a k  T h ro u g h p u t  x   R o u n d -T rip  T im e

c re d it
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A rr iv a ls

D o w n s tre a m

R T T

flo w  c o n tro l a lg o r ith m

F e e d b a c k  In fo rm a tio n

U p s tre a m  D e p a r tu re s

c a p a c ity R p k

is equ ivalen t to :

s iz e  =

R T T *R p k

Sin fin ite  q u e u e F C

D o w n s tre a m  D e p a r tu re s

in fin ite  q u e u e

a rb itra ry  s c h e d u le

S

s e rv ic e  ra te0 R p k

T h e o re m : In fin ite  Q ue ue  P us h -B a c k
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o c c u p a n c y

b u ffe r

(d o w n s tre a m )

R T T *R p k

R T T

D A ( t)

A r r iv a ls

D o w n s tre a m
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t im e

U p s tre a m

D e p a r tu re s

U D ( t)

F I( t)D D ( t)

D e p a r tu re s

F e e d b a c k

In fo rm a tio n

D o w n s tre a m

0 tf

0
R

T
T

*
R

p
k

R T T
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lin k  ca p a c ity R p k se rv ice  ra te  o f S

(1 )

0 (2 )

0 se rv ice  ra te  o f S R p k

D D (t+ d ) -  D D (t) d *R p k

d o w n stre a m  b u ffe r

n e ve r o ve rflo w s

(3 )D o w n stre a m  A rr iva ls :  D A (t)   =   D D (t-R T T ) +  R T T *R p k

fe a s ib ility  o f a rb itra ry

U D (t)  =  D D (t- tf)  +  R T T *R p k;   th is  is  a lw a ys  fe a s ib le , s in ce :

U p s tre a m  D e p a rtu re s  U D (t)   (cu m u la tive ):

a rb itra ry  fu n c tio n  o f tim e , p ro v id e d  th a t its  s lo p e  sa tis fie s :

D o w n stre a m  D e p a rtu re s  D D (t)   (cu m u la tive ):

(3 ) B O (t)   =   R T T *R p k  -   [ D D (t)  -  D D (t-R T T ) ]

w ith  (2 ) 0 B O (t)

B u ffe r O ccu p a n cy  (d o w n s tre a m ):   B O (t)  =  D A (t)  -  D D (t)

d e p a rtu re  sch e d u le

(p ro v id e d  (1 ) h o ld s)

R T T *R p k
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8

ro b u s t: e ve n  if a  fe e d b a ck  m e ssa g e  is  co rru p te d  ( lo s t) ,

F e e d b a c k  F o rm a t O p tio n s :

h o w  to  m a ke  th e  fu n c tio n  D D (t)  kn o w n  to  th e  u p s tre a m  n e ig h b o r

3

2

1 Q F C  C re d it-B a se d  F lo w  C o n tro l

C la ss ica l ( in c re m e n ta l)  C re d it-B a se d  F lo w  C o n tro l

R a te -B a se d  F lo w  C o n tro l

Q u a n tu m  F lo w  C o n tro l (Q F C ) h ttp ://w w w .q fc .o rg

E ve ry  tim e  D D (t)  ch a n g e s  b y  m o re  th a n  a  g ive n  th re sh o ld  N

re la tive  to  th e  la s t tim e  a  fe e d b a ck  m e ssa g e  w a s  se n t,

tra n sm it th e  cu rre n t va lu e  o f:

(o r  m o d u lo  2D D (t)  m o d u lo  2 fo r sh o rt lin ks )

c re d it-b a se d  flo w  co n tro l:  lo ss le ss

1

th e  n e x t o n e  w ill re s to re  th e  e rro r

2 8
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2 C la s s ic a l ( in c re m e n ta l)  C re d it-B a s e d  F lo w  C o n tro l

e v e ry  N  d o w n s tre a m  d e p a rtu re s   ( D D (t1 ) =  D D (t0 ) +  N  ),

tra n s m it a  c re d it  b a c k   (N  is  a n  im p lic it  p a ra m e te r);

th e  u p s tre a m  n o d e  m a in ta in s  a  c re d it  c o u n t C C  e q u a l to :

th is  is  in c re m e n te d  b y  N  o n  e v e ry  c re d it  a rriv a l,  a n d

d e c re m e n te d  b y  1  o n  e v e ry  d e p a rtu re  o f a  u n it  o f tra ff ic

s h o rte r fe e d b a c k  (c re d it) m e s s a g e s  th a n  Q F C

n o n -ro b u s t:   lo s s  o f a  c re d it  le a d s  to  b u ffe r a n d

tra n s m is s io n  c a p a c ity  u n d e ru t iliz a t io n ;

a c c u m u la te d  lo s s e s  o f c re d its  le a d  to  d e a d lo c k !

C C   =   R T T *R p k  +  D D (t-t f) - U D (t);
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R a te -b a s e d  f lo w  c o n tro l

C o u ld  b e  m a d e  lo s s le s s , b u t th is  w o u ld  n o t b e  ro b u s t:

E q u iv a le n c e  o f R a te  a n d  C re d it B a s e d  F lo w  C o n tro l

3 R a te -B a s e d  F lo w  C o n tro l

d e p a rtu re s ),  s e n d  b a c k  th e  n e w  v a lu e  o f th e  ra te  (s lo p e );

u p o n  re c e p t io n  o f  s u c h  fe e d b a c k , th e  u p s tre a m  n o d e

a d ju s ts  its  ra te  o f  t ra n s m is s io n  (s lo p e  o f U D (t)) to  th e

v a lu e  re c e iv e d ;  th u s , U D (t) is  (a lm o s t!) a  d e la y e d  a n d

s h if te d -u p  c o p y  o f D D (t).

s lig h t m is m a tc h e s  b e tw e e n  re a l &  m e a s u re d  ra te

a c c u m u la te  to  la rg e  d if fe re n c e s  b e tw e e n  th e  v a lu e s

o f D D (t-t f ) ,  U D (t);   s im ila rly ,  v a ria t io n s  in  t f  (d e la y

o f fe e d b a c k  m e s s a g e s ) le a d  to  U D (t) v a lu e  e rro rs .

O n  e v e ry  c h a n g e  o f th e  s lo p e  o f D D (t) (ra te  o f  d o w n s tre a m
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Automatic repeat request & e2e flow control

Different roles served

• Network is unreliable

– Automatic repeat request (ARQ): 

recover damaged/dropped packets

• Network may reorder packets

– app waits packets in-order : re-

sequence pkts at rcv buf

• Receive buffer should not overflow 

 e2e flow control

End-to-end flow control
• App may delay draining 

receiver buffer; also out-of-

order (OOO) need wait

• Netw. may or may not  have 

link-level flow 
– but cannot prevent rcv buffer 

overflow with link-level flow control: 

what if we stop the next-awaited 

packet?

•  sender flow controls rcv buf: 

every injected pkt fits in rcv buf

TCP uses these mechanisms

– TCP connections / sockets are 

bidirectional 

• Acks may be piggybacked on 

reverse payload packets
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Stop-and-Wait flow control

• Sender makes sure at most one packet is pending at a time
– To all destinations or to each destination?

• Transmit packet, set timer (timeout)

• If ack does not arrive before time  retransmit packet

• Packets are retransmitted when:
– Packet is lost / damaged

– Ack is lost / damaged  duplicates at receiver

– Retransmission timer expires prematurely  duplicates at receiver

• set timer too soon  false retransmissions; 

• set it too late  retransmissions delay a lot (problem with TCP is scale-out  datacenter 

applications)
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Stop-and-Wait flow control

• Sequence numbers: to discover duplicate packets at destination
– 1-bit sequence numbers suffice : packets & acks numbered either as 0 or 1

• Buffer sizes: 
– Destination buffer for one packet: 

– Sender : retransmission / replay buffer stores one packet waiting ack

• Performance: Stop-and-wait underutilizes the network when 
– Network-delay-product is larger than the packet size

– “The bandwidth × delay product (BDP, or C x rtt) represents the amount of data that 

could be in transit. We would like to be able to send this much data without waiting for 

the first acknowledgment. The principle at work here is often referred to as keeping the 

pipe full.”  [ Computer networks: a system’s approach, L. Peterson, B. Davie]
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Sliding window algorithms

• Sender: sequence number on 

each packet & 3 variables

– send window size (SWS): upper 

bound of unacknowledged packets 

– LAR sequence number of the last 

acknowledgment received 

– LPS denotes the sequence number of 

the last packet sent

– Sliding window invariant @ sender 

LPS − LAR ≤ SWS

• Destination variables

– receive window size (RWS), upper 

bound of out-of-order pkts the 

destination is willing to accept

– LPR sequence number of last packet 

received

– LAP sequence number of largest 

acceptable packet

– Sliding window invariant @ receiver : 

LAP − LPR ≤ RWS

Allow multiple 

pending/outstanding/unackn

owledged packets

Pipe full if window ≥  RTT x 

capacity (BDP)



CS-534 - Copyright University of Crete 24

Sliding window algorithms

• Sender: sequence number on 

every packet + three variables:

– send window size (SWS): upper 

bound of unacknowledged packets 

– LAR sequence number of the last 

acknowledgment received 

– LPS denotes the sequence number of 

the last packet sent

– Sliding window invariant @ sender 

LPS − LAR ≤ SWS

• Destination variables

– receive window size (RWS), upper 

bound of out-of-order pkts the 

destination is willing to accept

– LPR sequence number of last packet 

received

– LAP sequence number of largest 

acceptable packet

– Sliding window invariant @ receiver : 

LAP − LPR ≤ RWS

Allow multiple 

pending/outstanding/un

acknowledged packets
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Sliding window algorithms

• Packet at destination : Accept if LPR < seq ≤ LAP; drop otherwise

– The receiver acknowledges the receipt of SeqToAck, even if higher-numbered 

packets have been received. It then sets LPR = SeqToAck, LAP = LPR+RWS 

• Go-back-N: a variation of sliding window w. RWS =1 

– the destination discards all packets except the awaited one  on timeout, 

need sender has to retransmit all packets in send window [ LAR+1, LPS]

• If RWS = SWS  dest can buffer all packets the sender sends

• Selective acknowledgments : receiver acknowledges ΟΟΟ pkts
– helps sender to avoid retransmitting packets received OOO on timeout

Dest variable: SeqToAck = 

largest sequence number 

such that all packets with 

sequence numbers less than 

or equal to SeqToAck have 

been received. 
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Finite sequence numbers

• Sequence numbers are encoded using finite number of bits

– How many bits are needed? Answer depends on window size, e.g. stop-and-

wait (sws = 1) needed 1 bit

• Suppose num-of-seq-numbers ≥ SWS + 1

– With RWS = SWS this number of sequence numbers is not sufficient

• suppose SWS = 7 and 8 seq. numbers [0,7]: sender transmits [0,6] 

receiver gets them, waits [7,5]; all acks lost; sender retransmits [0,6]; 

receiver cannot tell if packets 0-5 are new or old…

– For Go-back-N (RWS= 1) its OK 

• the destination would refuse to accept the second packet with sequence 

0  it waited for seq 7
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Finite sequence numbers & wrap-around

• In principle, when RWS = SWS we need 
– SWS < ( max-sequence-numbers + 1 ) /2

• e.g for SWS = 8, max sequence numbers > 16 -1 = 15  

– For simplicity max-sequence-numbers ≥ 2 * SWS 

• having (slightly) more sequence number does not do any harm

• Suppose SWS = 4 & max-sequence-numbers = 8 encoded in three bits
– We can use 3-bit unsigned integer arithmetic for comparisons

– E.g. when receiving a pkt w. sequence seq at dest, we want to know if LPR < seq ≤ LAP. 

• Tmp = seq – LPR: if most-significant-bit of tmp = 0 & tmp != 0, then, seq > LPR

• Tmp = LAP – seq; if most-significant-bit of tmp = 0, then LAP ≥ seq

• Same with cumulative credits: sender makes sure not to send > X packets 

ahead of DownstreamDepartures (DD), where X is the downstream buffer size: if 

X needs 4 bits, encode UD & DD using 5 bits
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Absolute credits combined with Go-back-N

• Sender puts sequence numbers to packets  (last_sent_seq+1)

– keeps # outstanding packets (OP), incremented with every packet sent

• Destination acks highest in-order packet it received
– Acks also carry # packets that the dest can accept (last advertised buffer space, LABS )

• Upon ack, sender computes # acked packets (AP) = ack_seq - seq_last_ack

– OP = OP – AP

• Sender can send when LABS – OP > 0; receiver drops all OOO packets

• Upon timeout, sender retransmits all packets from seq_last_ack to 

last_sent_seq.

• Note that ACK sent upon receiving packet – not when it is put out of buffer


