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Kivntpo

* YTapxouv TTOANEG I0TOOEAIDEG (Kal KaBnuepPIVa dnuioupyouvTal
VEEG) Ol OTTOIEG XPNOIKOTTOIoUV dIAPOoPa TEXVACUATA WOTE Va
€CATTATACOUV TIC NXavES avalnTnong kail va AdBouv BaBud (TT.x.
PageRank) upnAdtepo atrd autd 1Tou «agiCouvy, Kal dpa va
eM@avifovTal o€ UPNAEC BECEIC OTA ATTOTEAEOUATA ETTEPWTHOEWV.

* O gvriommoudg Twv oTTap oeAidwy atrd avlpuwTTouG €ival EQIKTOC
aAAG auTo Ba ATav ECAIPETIKA XPOVOROPO Kal akPIBO yia JEYAAO
TTAAB0C aeAidwv

* AvAyKn yIa QUTOUATEG N NUIAQUTOUATEG TEXVIKEG OIAXWPIOUOU TwV
«KAAWV» CEAIdWV ATTO TIG «KKAKEGY
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Web Spam

Opiouoc: draouvdedeuéveg oeAideg dnUIOUPYNHEVES Yia
TTAPATTAAVNON TWV pNXavwy avalAtTnong
* [Napadeiyuyara

* a pornography site page that contains thousands of keywords
which are made invisible (to humans) by adjusting accordingly the
color scheme

— a search engine will include this page in the results of a query that contains
some of these keywords

 creation of a large number of bogus web pages, all pointing to a
single target page (that page will have high in-degree)
— a search engine will rank high this page
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Mia Tagivouia Twv TpoTrwy MapatrAavnong Mnxavwy Avalrtnong
Mnyn “Web Spam Taxonomy” (http://airweb.cse.lehigh.edu/2005/gyongyi.pdf)
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Repetition of one or a few specific terms.

— They achieve increased relevance for a document
with respect to a small number of query terms.

Dumping of a large number of unrelated terms,
often even entire dictionaries.

— They achive making a certain page relevant to many
different queries. Effective against queries that
include relatively rare, obscure terms: for such
queries, it is probable that only a couple of pages are
relevant, so even a spam page with a low
rele\1ance/importance would appear among the top
results.

Weaving of spam terms into copied contents.

— spammers duplicate text corpora (e.g.,news articles)
available on the Web and insert spam terms into
them at random positions. Effective if the topic of the
original real text was so rare that only a small number
of relevant pages exist.

Phrase stitching: they glue together sentences or
phrases, possibly from different sources;

— the spam page might then show up for queries on
any of the topics of the original sentences
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URL spam.

Some search engines also break down the URL of a page into a set of terms that are
used to determine the relevance of the page. To exploit this, spammers sometimes
create long URLSs that include sequences of spam terms. For instance, one could

encounter spam URLs like:

— buy-canon-rebel-20d-lens-case.camerasx.com,
— buy-nikon-d100-d70-lens-case.camerasx.com,

+ Some spammers even go to the extent of setting up a DNS server that resolves any host

name within a domain.
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Spam Hiding Techniques

| hiding techniques

| content hidimg | cloaking rndlrnr_'. ion

what?
how?
color | soript | | graphics |

Figure 3: Spam hiding techniques.

<body background="white" >
<font color="white” >hidden text< /font
w Hidden text
< /body>
<a href="target.html" > <img src="tinyimg.gif”" >< /a> Hidden link
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Spam Hiding Techniques > Cloaking

» Given a URL, spam web servers return one specic HTML
document to a regular web browser, while they return a different
document to a web crawler.

* How?

— (a) Spammers can maintain a list of IP addresses used by search engines,
and identify web crawlers based on their matching IPs.

— (b) A web server can identify the application requesting a document based
on the user-agent field in the HTTP request message,e.g.
GET /db pages/members.html HTTP/1.0
Host: www-db.stanford.edu
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)
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AVTIJETWTTION

KAQOOIKOG TPOTTOG AVTIUETWTTIONG

« Q1 gTaipieg TOU dIATNPOUV UNXavES avalntnong TTpooAauBdavouy
TTPOCWTTIKO «EIDIKEUPEVO» OTOV EVTOTTIONO OTTAM. TO TTPOCWTTIKO
QUTO OUVEXWGC COPWVEI TOV I0TO YIA TOV EVTOTTIONO «KOKOBOUAWV»
oeAidwv.

* Av pia TrapatrAavnTikry o€Aida () site) evrotoTei, TOTE N uNxXavn
TTaUEl va TNV eUPEeTNPIACEl (UTTaivEl OTN Jaupn AioTa TOU EPTTUCTA
Kal dlaypAa@eTal atrd TO EUPETHPIO TNG KMNXAVNG).

[MoAU datravnpn Kal apyn diadikaaia
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Mia nuiauTéuaTn TTPOCEYYION

1) EmAoyr evog Uikpou ouvoAou atrd ogAideg omrdpoug (seed
pages) yia agloAdynon atro €10IKou¢ (experts)

2) MEeTa TN XEIPOVOKTIKN ETTIAOYI TWV AZIOTTIOTWY CEAIdWY OTTOPWYV,
n dour Tou ypA@ou Tou loToU UTTOPEI va agloTToINBEi TTPOKEIJEVOU
va avakaAUWouue AANEG aeNidEG TTOU TI8aVWCS gival ETTIONS KAAEG.

Znthuara:
* [Mwcg va emAégoupe To aUvolo Twv oTTOpwyV (seed selection);
* [Mwg va avakaAUWoule TIG KOAEG OEAIDEG;
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Eutreipiki MNapathpnon: amouovwaon Twv KaAwv oeAidwv
(Approximate isolation of the good set)

a e , @ «ak6BouAn
‘ a e O «KavovikA
« Eumeipikn raparnpnon:

— O1 KaAég oeAideg omavia SeiXvouv O€ KAKES
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Eutreipiki MNapathpnon: amouovwaon Twv KaAwv oeAidwv
ESaipéoeig

the creators of good pages can sometimes by «tricked» and add
links to bad pages.

Examples:

— Unmoderated message boards where spammers post
messages that include links to their spam pages

— Honey pots

» pages that contain some useful resource but have hidden links to their
spam pages (the honey pot attracts people to point to it)
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ATtrotipnon EpmmoTtoolvng HECW MIAG « JAVTIKAG» ouvapTNONG
Assessing Trust: Oracle Function

» We can formalize the notion of a human checking a page by a
binary «oracle» function O, over all pages p in W.

0 if pisbad

O(p) =
() {1 if pisgood

» Oracle invocations are expensive and time consuming. We do not
want to call the oracle function for all pages. Our objective is to be
selective, i.e. to ask a human expert to evaluate only some of the
pages
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2uvaptnon Eptmiotoouvng
(Trust Function)

* To evaluate pages without relying on O, we will estimate the likehood that a given
page p is good. To this end we will introduce trust functions.

» Trust function yields values between 0 (bad) and 1 (good)

21NV oucia BéAoupe atTd TNV ouvdapTtnon O TTou £xel TTEdIO OPIoUOU TIG OEAIDEG
OoTTOPOUG, VO OPICOUNE PIa ouvapTnon euTTiIoToouvng T n otroia va £xel TTedio
OPICHOU TO GUVOAO OAWYV TWV CEAIdWV.
Apa atrd TNV
O: S>> [0,1]
VO OPICOUE PIa
T: W > [0,1]
OTT0U
* W: the set of all pages
+ S: the set of seed pages
— ScW, kai |S| << |W]| (&dnAadn To S gival TTOAU pikpdTEPO TOU W)
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2uvaptnon Eptmiotroouvng
(Trust Function)

» Ideally, for any p, T(p) should give us the probability that p is good
* |deal Trust Property (ITP)
— T(p) =Pr[ O(p)=1]
* /[ dnAadn T(p) = mOavoeTnTa N PAvTIKA ouvapTnon va pag dwoel 1
— difficult to achieve

— even if T is not very accurate we could exploit it to order pages by their likehood of
being good

» Desired Trust Property (relaxation of ITP)
— T(p) <T(q) < Pr[O(p)=1] < Pr[ O(q)=1]
— T(p) = T(q) < Pr[ O(p)=1] = Pr[ O(q)=1]

» Threshold Trust Property (another relaxation of ITP)
- T(p)>d < O(p)=1
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YT1roAoyiouog Eptriotoouvng:
The ignorant trust function

The ignorant trust function T0

* We can select at random a seed set S of L pages and call the
oracle on its elements.

» Let S+ be the good pages and S- the bad ones. Since the
remaining pages are not checked we can mark them with 1/2.

« We can call this ignorant trust function T,

O(p) 1if peS

T —
o(P) 1/2  otherwise
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Aiadoon Eptriotoouvng
(Trust Propagation)

» We can exploit the empirical observation «Good pages seldom
point to bad ones», and assign score 1 to all pages that are
reachable from a page in S+ in M or fewer steps.

» Trust Function Ty:

O(p) if peS
T,(p)=1 1 ifpegSand3igeS :q—L>p
1/2 otherwise

* The notation g--M—-> p means : there is a path of maximum length
Mfromqtop

» The bigger M the further we are from good pages, the less certain
we are that a page is good
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E¢acBévnon EumoTtoouvng (Trust Attenuation) Trust
dampening

Trust dampening
— assign a score 3 (<1) to pages reachable at 1 step
— assign the score *B to pages reachable at 2 step, and so on
— pages with multiple inlinks: maximum score or average score

CS463 - Information Retrieval Systems Yannis Tzitzikas, U. of Crete 21




E¢aoBévnon EumoTtoouvng (Trust Attenuation)
Trust splitting

Trust splitting
— motivation: the care with which people add links to their pages in often
inversely proportional to the number of links on the page
— if page p has a trust score T(p) and it points to |out(p)| pages, each of them
will receive a score fraction T(p)/ |out(p)| from p
— the actual score of a page will be the sum of the score fractions received
through its inlinks

» We could combine trust dampening and splitting
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O AAy6piBuocg TrustRank

* In TrustRank we will combine trust dampening and splitting:

— in each iteration, the trust score of a node is split among its neighbors and
dampened by a factor of a,

« We will compute TrustRank scores using a biased PageRank
algorithm
— the oracle-provided scores replace the uniform distribution

* In PageRank we were using the uniform distribution to express the random
jumps of the random surfer
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EmavaAnwn: PageRank

0100
O—¢ 6
Adjacency matrix M M = 010 1
0 00O
Transition matrix T 00 0 O
0 if(q,p)eM 1 0 1/2 0
T(p.q) ={ : T=
1/|out(q)| if(q,p)eM 01 0 O
0 0 1/2 0
» The PageRank score R(p) of a page is defined as
R(a) 1
R(p)=a- > +(1-a) =
gein(p) |0ut(q) | N

« The equivalent matrix equation:

CS463 - Information Retrieval Systems

R:a-T-R+(1—a):|1N

Yannis Tzitzikas, U. of Crete
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EtmravaAnyn: PageRank

R:a-T-R+(1—a):|1N

CS463 - Information Retrieval Systems

rl 00 0 0]l 1

r2 1 0 1/2 0} |r2 111
=a- : +(1-a)~

r3 01 0 O0}|r3 411

| r4 ] 0 0 1/2 0] |ré4] 1

[ rl] 0 ] 1] r1] [ (1-a)/4

r2 ri+r3/2 1/1 r2 a(rl+r3/2)+(1-a)/4
=a- +@0-a)~ =

r3 r2 411 r3 ar2+(1-a)/4

4] - r3/2 | 1] rd4] | ar3/2+(1-a)/4
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EmavaAnun: O AAyopiBuog PageRank

function PageRank
Input  T: transition matrix, N: number of pages,

a,. decay factor for biased PageRank, M,: number of biased PageRank iterations
output t*: PageRank scores

(3)d =1/N*1y /I initial score for all pages is 1/N

(5)t*=d
for i=1 to M, do Il evaluates PageRank scores
tr=a,Tt" + (1-a,)d
return t*
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O AAy6piBuocg TrustRank

function TrustRank

Input T: transition matrix, N: number of pages, L: limit of oracle invocations,
a,: decay factor for biased PageRank, M,: number of biased PageRank iterations

output _t* : TrustRank scores

(1) s = SelectSeed () /I seed-desirability: returns a vector.
/I E.g. s(p) is the desirability for page p
(2) o = Rank({1,...,N}, s) // orders in decreasing order of s-value all pages

(3)d =0, // initial score for all pages is 0
fori=1to L do /Il invokes oracle function on the most desirable pages
if O(o(i)) =1 then d(o(i))=1
4)d:=d/|d| // normalize static distribution score (to sum up to 1)
B)tr=d
for i=1 to M, do /I evaluates TrustRank scores using a biased PageRank

tt=a,Tt* + (1-a,)d // note that d replaces the uniform distribution
return t*
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O AAy6piBuocg TrustRank

Remarks:
— Step 5 implements a particular version of trust dampening and splitting: in
each iteration, the trust score of a node is split among its neighbors and
dampened by a factor of a,

— The good seed pages have no longer a score of 1, however they still have
the highest scores

77 =\"77

4)d:=d/|d| /I normalize static distribution score (to sum up to 1)
B)tr=d
for i=1 to M, do /I evaluates TrustRank scores using a biased PageRank

*=a,Tt" + (1-a,)d /I note that d replaces the uniform distribution
return t*

CS463 - Information Retrieval Systems Yannis Tzitzikas, U. of Crete
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EmA&yovTag omrépoug
Selecting Seeds

(1) s = SelectSeed () /I seed-desirability: returns a vector.
/I E.g. s(p) is the desirability for page p
(2) o = Rank({1,...,N}, s) // orders in decreasing order of s-value all pages

MBavég ZTpatnyikég
a) Random selection 0
B) High PageRank

EmAéyoupe TIG OgAidEG e uPNAS e e o

PageRank okop 010TI QuTég 01 OEAIdEG

ouxva gugavifovral oTnV KOpuen Twv
ATTAVTAOEWV e
y) Inverse PageRank Although 5 has the highest

PageRank it is not a good seed
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Selecting Seeds: (y) Inverse PageRank

ETTEION N eUTTIOTOOUVN dlaxEeTal aTrd TIC KAAEC OEAIDEC, €ival
AOYIKO va €TTIAECOUE EKEIVEG TIG OEANIDES QTTO TIC OTTOIEG
UTTOpOoUE Va @TACOUUE O€ TTOAAEC AAAEC
— apa pia 10€a givar va eTIAEEoUpE TIG OeAIdeC ue TTOAAG outlinks
— EmAoyA Twv p1, p4, p5

YEVIKEUON: ETTIAEYOUE TIG OENIDEG TTOU BEiXVOUV O€ TTOANEG
0€ANIBEG 01 OTTOIEC PE TN O€IPA TOUG OEIXVOUV OE TTOANEG
0€ANidEG, K.0.K

— EmAoyA 1ng p4

TpoT1rogG: AQou n oTToudaIoTNTA PIAG OEAIdAG ECaPTATAI OTTO
Ta outlinks TNG (kai éx1 atro Ta inlinks TNG), MTTOPOUUE VO
xpnoigotroijooupe Tnv PageRank avrioTpépovrag tnv
@OPA TWV OKPWV

CS463 - Information Retrieval Systems Yannis Tzitzikas, U. of Crete

Meipauartikry AZIoAGynon
Experimental Evaluation
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Experimental Evaluation

» Experiments on the complete set of pages crawled and indexed by
AltaVista (Aug. 2003)

» To reduce computational cost: work at the level of web sites
(instead of web pages)
— grouping of the (billions of) pages into 31 millions sites
— websiteA points to websiteB if one or more pages from websiteA point to
one or more pages of websiteB

» So at most 1 link may start from website A and point to website B

— Observations
+ 1/3 of the websites are unreferenced
+ So TrustRank cannot differentiate between them because they all have |in(p)|=0

» However they are low scored anyway (e.g. by PageRank) so they do not appear
high in answers

CS463 - Information Retrieval Systems Yannis Tzitzikas, U. of Crete
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Experimental Evaluation: Seed Selection

(1) s = SelectSeed ()
(2) o =Rank({1,...,N}, s)
(3) d=0,
(4) fori=1toLdo
if O(o(i)) =1 then d(o(i))=1

Seed Set Selection

* Inverse PageRank applied on the graph of websites worked better
than High PageRank (for the seed selection process)

» Parameters: a:0.85, iterations:20
— With 20 iterations the relative ordering stabilized
* Manual inspection of the top 1250 sites (i.e. |S|=1250)

* From these only 178 were used as good seeds, i.e. |S+| =178
sites

CS463 - Information Retrieval Systems Yannis Tzitzikas, U. of Crete
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Experimental Evaluation: Evaluation Sample

* To test the effectiveness of TrustRank we need a Reference
Collection (e.g. something like TREC)

» A sample set X of 1000 sites was selected and evaluated
manually, i.e. the oracle function was invoked (i.e. a person
inspected them and decided whether they are spam or not)

« The Sample set X was not selected at random.

— Recall that we are mainly interetested in spam pages that appear high in
answers

— The following sample selection method was followed:

» Generate list of sites in decreasing order of their PageRank scores

+ Segment them into 20 buckets so that the sum of the scores in
each backet equals 5% of the total PageRank score
— |backet1|=86, |backet2|= 665, ..., |backet20|= 5 millions pages

» select 50 sites at random from each bucket (20 * 50 =1000)
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Experimental Evaluation: Evaluation Sample

The results of the manual evaluation (oracle invocation) of the pages
in the sample set of 1000 sites:

“‘F- non-existent 9.6% empty 5.6%

unknown 4.3%
alias 3.5%

personal page
host 2.2%

unusable
usable

advertisement
1.3%

web organization
3.7%

reputable
56.3%
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This collection (i.e. the set X) was used for evaluating
TrustRank versus PageRank

Evaluation Results:
Comparing PageRank with TrustRank

Good sites

% Good PageRank % GP‘{d TrustRank
100

100 ] = T
g0 | fml A ] | ST HH = =

80

40

20

Bucket
1234567 2 91011121314151617-20

Bucket
2345678 910M121314151617-20

Reputable=white, advertisement =gray, = webOrganization = dark gray

Notice that according to TrustRank the first bucket (that comprises 86 sites)
has only reputable sites.
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Evaluation Results:
Comparing PageRank with TrustRank

Bad sites

% Bad PageRank % Bad TrustRank

50 50

40 40

30 30

20 20

10 10 |

Buckst Buckst
12345678 91011121214151617-20 1224567 8 81011121314151617-20

TrustRank is a reasonable spam detection tool
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MéTpa AgloAdynong Tng 2uvapTtnong EutmoTtoouvng (Evaluation
Metrics for the Trust Function)

« Assume a sample set X of web pages for which we can invoke both
Tand O

Web
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MéTpa ACloAdynong TnG 2ZuvapTnong EutmoToouvng:
Precision and Recall

 We could evaluate a trust function T on the basis of an oracle function O.
» To this end we need to define appropriate measures.

We can define two measures called precision and recall (analogous to the
classical measures of Lecture 2) based on the threshold trust property:

PN P
orec(T.0) = L€ X KT (p) > JandO(p) =)
[{ae X (T (q) >}

~————

/—\/_\

rec(T O):|{pex I(p)>oandO(p) =1}
| {qe X (0(q) =T

v
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Métpa AglIoAGynong Tng 2uvaptnong Eutmiotoouvng:
Precision & Recall: [Meipapartiki AZioAdynon

0.8 A

a
0.6 ¥

0.4 b

Precision/Recall
[

0.2 FRecatr—A~

_‘.'-I ] ] ] ] ] ] ) ) ) ) ) ) ) ) )
123456738 910111215314 151617-20

Threshold TrustRank Bucket

O: such that to separate backets
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Métpa AlIoAGynong Tng Zuvaptnong Eutmiotoouvng:
Pairwise Orderedness

« We can generate from the set X a set Web

P of pairs and we can compute the
fraction of the pairs for which T did not @ PcXxX
make a mistake.

- The following metric can signal a violation of the ordered trust property

1 ifT(p)>T(q)andO(p)<0O(q)
I1(T,0,p,q)=41 if T(p)<T(q)and O(p)>0O(q)

0 otherwise
|P|- > I(T,0,p,q)
pairord(T,0,P) = (p’Q)IEIZI

* Pairord(T,0,P)=1 if T does not make any mistake

» Pairord(T,0,P)=0 if T makes always mistakes
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Métpa AgIoAGynong Tng 2uvaptnong EutmioToouvng:
Pairwise Orderedness: [NeipapaTtikh AZioAdynon

:—.\I\‘\'
% v “, ...... & \.QJ.SiRjnk
= 09 T
@
o Aa g
= 085 [ _ Pl ep iz Pl iz e
D a —-_"-‘\ T CAHGI\CAIIH
L Tl
£ 08 e
5
%075 =
" lgrnorant
- + -5

100 200 300 400 500 80O OO 748
Top-PageRank Sample Sites

Ficure 12: Pairwise orderedness.
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2 UUTTEPAC AT

TrustRank can effectively filter out spam from a significant fraction of
the Web, based on a good seed set of less than 200 sites

2uvoyn
*  Me avTioTpo®n TNG OPAG TWV CUVOECHWY Kal EQapuoyr Tou PageRank
MTTOpOUUE Va TTPOoodIopifoupe £€va oUVOAo TTou agicel agloAdynon atrd avBpwTro
— oTnv oucia diaBabpifoupue TIG 0eAIBEC WG TTPOG TNV agia TOUG yIa Xprion oTo deiyua
XEIPOVAKTIKNG a&loAdynong

* O a&lohoynTti¢ atro@aiveTal yia TNV TTOIOTNTA TNG KABE oeAidag Tou deiyuaTog.

»  ExpetaAeudpaoTe TNV Tapatmavw agloAdynon yéow tou TrustRank o otroiog
gival otnv ouoia évag Biased Page Rank

— n mMOavoTNTa TUXAiWV AAPATWYV gival HeyaAUTEPN TTPOG TIG KAAEG OEAIDEG
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