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Chapter 5



Question 1 
❖ List and briefly describe some administrative policies that can be used with a 

Relational Database Management Systems  (RDBMS)
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Question 1 
❖ List and briefly describe some administrative policies that can be used with a 

Relational Database Management Systems  (RDBMS)
➢ Centralized administration: A small number of privileged users may grant and revoke access 

rights.
➢ Ownership-based administration: The owner (creator) of a table may grant and revoke 

access rights to the table.
➢ Decentralized administration: In addition to granting and revoking access rights to a table, 

the owner of the table may grant/evoke authorization to other users, allowing them to grant 
and revoke access rights to the table.
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Question 2
❖ Explain the concept of cascading authorizations
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Question 2
❖ Explain the concept of cascading authorizations

➢ The grant option enables an access right to cascade through a number of users. If a user has 
an access right with grant option, the user may pass the right to another user.
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Question 3
❖ Describe some of the main cloud-specific security threats
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Question 3
❖ Describe some of the main cloud-specific security threats

➢ Abuse and nefarious use of cloud computing
■ For many CPs, it is relatively easy to register and begin using cloud services, some even 

offering free limited trial periods. This enables attackers to get inside the cloud to 
conduct various attacks, such as spamming, malicious code attacks, and denial of 
service.

➢ Insecure interfaces and APIs
■ CPs expose a set of software interfaces or APIs that customers use to manage and 

interact with cloud services. The security and availability of general cloud services is 
dependent upon the security of these basic APIs. From authentication  and access 
control to encryption and activity monitoring, these interfaces must be designed to 
protect against both accidental and malicious attempts to circumvent policy.
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Question 3
❖ Describe some of the main cloud-specific security threats

➢ Malicious insiders 
■ Under the cloud computing paradigm, an organization relinquishes direct control over 

many aspects of security and, in doing so, confers an unprecedented level of trust onto 
the CP. One grave concern is the risk of malicious insider activity. Cloud architectures 
necessitate certain roles that are extremely high-risk.

➢ Shared technology issues
■  IaaS vendors deliver their services in a scalable way by sharing infrastructure. Often, 

the underlying components that make up this infrastructure (CPU caches, GPUs, etc.) 
were not designed to offer strong isolation properties for a multitenant architecture. CPs 
typically approach this risk by the use of isolated virtual machines for individual clients. 
This approach is still vulnerable to attack, by both insiders and outsiders, and so can 
only be a part of an overall security strategy.
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Question 3
❖ Describe some of the main cloud-specific security threats

➢ Data loss or leakage 
■ For many clients, the most devastating impact from a security breach is the loss or 

leakage of data. 
➢ Account or service hijacking 

■ Account and service hijacking, usually with stolen credentials, remains a top threat. With 
stolen credentials, attackers can often access critical areas of deployed cloud computing 
services, allowing them to compromise the confidentiality, integrity, and availability of 
those services.

➢ Unknown risk profile 
■ By using cloud infrastructures, the client necessarily cedes control to the cloud provider 

on a number of issues that may affect security. Thus the client must pay attention and 
clearly define the roles and responsibilities involved for managing risks. It is important to 
inquire about a cloud service provider’s security software, update and patch procedures, 
intrusion detection and alerting and overall security design. 10



Problem 1
Consider an SQL statement: 

SELECT id, forename, surname FROM authors WHERE forename = ‘john’ AND 
surname = ‘smith’ 

1. What is this statement intended to do? 
2. Assume that the forename and surname fields are being gathered from 

user-supplied input, and suppose the user responds with:
a. Forename: jo’hn , Surname: smith 
b. Forename: jo’; drop table authors-- , Surname: smith 

What will be the effect?
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Problem 1
2.a) 

SELECT id, forename, surname FROM authors WHERE forename = 'jo'hn' AND surname = 'smith'

Error!

2.b)

SELECT id, forename, surname FROM authors WHERE forename = 'jo’; drop table authors--' AND 
surname = ‘smith’

What happened to the authors table?
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Problem 2

a. Suppose a user submits login, password, and pin as doe, secret, and 123. 
Show the SQL query that is generated. 

b. The user submits for the login field the following: ’ or 1 = 1 - - 13



a. login: doe , password: secret , pin: 123

SELECT accounts FROM users WHERE login=’doe’ AND pass=’secret’ AND pin=123
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b. The user submits for the login field the following: ’ or 1 = 1 - - 

SELECT accounts FROM users WHERE login=’’ or 1=1 -- AND pass=’’ AND pin=

 The conditional (OR 1=1) transforms the entire WHERE clause into a tautology.
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The SQL command word UNION is used to combine the result sets of 2 or more 
SQL SELECT statements. For the login code suppose a user enters the following 
into the login field:  ’UNION SELECT cardNo from CreditCards where acctNo = 10032 --
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SELECT accounts FROM users WHERE login=’’ UNION SELECT cardNo from CreditCards 
where acctNo=10032 -- AND pass=’’ AND pin=
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Chapter 6



Question 1 
❖ What mechanisms can a virus use to conceal itself?
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Question 1 
❖ What mechanisms can a virus use to conceal itself?

➢ Encryption
➢ Stealth
➢ Polymorphism
➢ Metamorphism
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Question 2 

❖ What is the difference between machine executable and macro viruses?
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Question 2 

❖ What is the difference between machine executable and macro viruses?
➢ Machine executable viruses infect executable program files to carry out their work in a 

manner that is specific to a particular operating system and, in some cases, specific to a 
particular hardware platform. 

➢ Macro viruses infect files with macro or scripting code that is used to support active content in 
a variety of user document types, and is interpreted by an application.

22



Question 3 

❖ What means can a worm use to access remote systems to propagate?
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Question 3 

❖ What means can a worm use to access remote systems to propagate?
➢ electronic mail 
➢ instant messenger facility
➢ file sharing
➢ remote execution capability
➢ remote file access or remote login capability.
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Question 4 

❖ What is a “logic bomb”?
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Question 4 

❖ What is a “logic bomb”?
➢  A logic bomb is code embedded in the malware that is set to "explode" when certain 

conditions are met, such as the presence or absence of certain files or devices on the system, 
a particular day of the week or date, a particular version or configuration of some software, or 
a particular user running the application. When triggered, the bomb executes some payload 
carried by the malware.
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Question 5 

❖ What is the difference between a “phishing” attack and a “spear-phishing” 
attack, particularly in terms of who the target may be?
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Question 5 

❖ What is the difference between a “phishing” attack and a “spear-phishing” 
attack, particularly in terms of who the target may be?
➢ Phishing attack uses a spam e-mail to exploit social engineering to leverage user’s trust by 

masquerading as communications from a trusted source, that may direct a user to a fake Web 
site, or to complete some enclosed form and return in an e-mail accessible to the attacker. 

➢ Spear-phishing attack is an e-mail claiming to be from a trusted source. However, the 
recipients are carefully researched by the attacker, and each e-mail is carefully crafted to suit 
its recipient specifically, often quoting a range of information to convince them of its 
authenticity. This greatly increases the likelihood of the recipient responding as desired by the 
attacker
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Problem 1
Can you spot the flaw in the virus 
program?
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Problem 1
Can you spot the flaw in the virus 
program?

The program will loop indefinitely 
once all of the executable files in the 
system are infected.
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Problem 3
 What type of malicious software is this? 

username = read_username();

password = read_password();

if username is “133t h4ck0r”

return ALLOW_LOGIN;

if username and password are valid

return ALLOW_LOGIN

else return DENY_LOGIN
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Problem 3
 What type of malicious software is this? ---> Backdoor

username = read_username();

password = read_password();

if username is “133t h4ck0r”

return ALLOW_LOGIN;

if username and password are valid

return ALLOW_LOGIN

else return DENY_LOGIN
32



Problem 4
Assume you have found a USB memory stick in your work parking area. What 
threats might this pose to your work computer should you just plug the 
memory stick in and examine its contents? 

In particular, consider whether each of the malware propagation mechanisms 
we discuss could use such a memory stick for transport. What steps could 
you take to mitigate these threats, and safely determine the contents of the 
memory stick?

Tischer, M., Durumeric, Z., Foster, S., Duan, S., Mori, A., Bursztein, E., & Bailey, M. (2016, May). 
Users really do plug in USB drives they find. In Security and Privacy (SP), 2016 IEEE 
Symposium on (pp. 306-319). IEEE.  https://research.google.com/pubs/pub45597.html

33



Problem 4
The USB memory stick may pose a range of threats to the confidentiality, integrity 
and availability of the work system. 

It may carry a program infected with an executable virus, or document infected with a 
macro virus, which if run or opened can allow the virus to run and spread. 

It could carry a malicious worm that may be run automatically using the autorun 
capability, or by exploiting some vulnerability when the USB stick is viewed. 

It could contain a trojan horse program or file that would threaten the system if installed 
or allowed to run. 

Examine the memory stick in a controlled environment, (live-boot linux)  which 
cannot be changed even if the malware does manage to run. 
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