
CS457 – Introduction to Information 

Security Systems

Assignment 2 



In this assignment you need to implement an access control logging system.

Access control logging systems are very useful when you need to determine who, 

when, how and why accessed (or tried to access) a file.

You can determine changes by unauthorized users, ongoing attacks, find the 

source of a problem on the system etc.
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 For the event logging you need to modify the fopen and fwrite functions.

 You need to log the following events:

1. The creation of a file. 
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directory.

2. The attempt to open a file.

A user attempt to open a file either for reading or writing if the file already exists in the 

directory.

3. The attempt to modify a file.

Modification is an action that tries to alter the contents of a file. 



Log Monitoring

A log file is useful only if we can extract useful information from it. 

For this assignment you need to implement a monitoring program to parse the log 

you create in the first task (event logging).
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Log Monitoring

Your log monitoring needs to have the following functionality:

1. Discover malicious users who try to access files without permissions.

Malicious is a user who tried to access 10 or more files without having the permissions 

to do so.

2. Report users who modified a specific file.

You need to compare the digital fingerprints of the file to discover modifications.

3. Discover if an excessive amount of files where created by a user.

4. Report the files that got encrypted.

The implementation of tasks 3. and 4. will give you a functionality equivalent 

to a basic ransomware detection mechanism. 



Bonus - Ransomware

Ransomware is a type of malicious program that encrypts users data and only 

decrypts them if a ransom is paid.

As a bonus you need to implement a very simplified ransomware with two main 

functionalities:

1. Encrypt user files and delete the original versions.

2. Create a huge volume of files to hide malicious files.



LD_PRELOAD

 You need to use LD_PRELOAD to instruct the linker to load your 

implementation of fopen/fwrite before any other library.

main.c myfopen.c



LD_PRELOAD

By compiling the main.c we get the following results. 

After we compile and link our version of fopen we can see the message we added in myfopen.c

For LD_PRELOAD, you can find a full example here: https://catonmat.net/simple-ld-preload-tutorial-part-two



Logistics

 Assignment deadline (hard): April 3, 2019 (23:59:59)

 Submit using TURNIN (do not forget to submit a README and a Makefile)

 Read carefully the assignment.

 Questions: hy457-list@csd.uoc.gr


