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INTRODUCTION

> In this assignment you will create your own network measuring tool = mini iperf (or you may find a fancier
name for your implementation)

> Client — Server model

» 2 communication channels suggested
» TCP for communication

» UDP for experiments



[MOY MPETMEINATINOYN Ol METPH2EIZ;

» Metpdpe end to end!

» T to UDP - Agv €xeL vonpa va petpriow otov sender! (client)

> 310 TCP = Mnopw va petpriow dmou BéAw (Adyw tng puBuiong B
TWV UNYAVICUWV) 1G 100M
= QuunOeite: MoV eival Ta retransmissions/congestion window? (client) (server)

> OL JETPNOELG YL TA TIELPAMATA YivovTal OAEG oTOV server!
> Jitter
» Goodput
» Throughput



HOW TO BEGIN

® ZEKLWVAE PE TO €va main TIpAypOoa IOV va Tiaipvel atd To command line Ta KATAAANAa arguments !
- Tnpw to API!

= Qo xpelaotw 2 SladpopeTikA apyeia 1 yia server & 1 yLa client.



|. TCP CHANNEL

> Signaling > Reporting
= Start experiment =  No oTEAVW TEPLOSLKA OTATLOTIKA oToV client?
= Stop experiment R Na’ Ta oTEAVW OAa padi oTo TEAOG adou TEAELWOEL TO
neipapo;

= Experiment exited
=  Noa okedptw nwg Ba armoBnkedw o€ KABe transmission
TO ATIOTEAEO AT

levika to TCP kavaAl eival Eva epyaleio yia va pog fondnoeL vo KAVOUE TO TTELPAUOTA oG

Go wild! Do whatever you like.



[ATI XPEIAZOMAITO TCP CONNECTION,;

> Port

= Ta 2 end points TIpEMEL va GUPPWVTIOOLV O€ TIoLa TIOPTA Bl HLA)ocoLV

= JuvriOwg o server €TAEYEL, KOl EVNUEPWVEL TOV client.
» Packet length

= O client amodpoaociCel 0TI OAeL Eva Telpapa, e CUYKEKPLUEVO packet length, kal evnuUEPWIVEL TOV server.
» Pararell streams (user param)

=  To anodaoiCel o client Ko EVNLEPWIVEL TOV server

» To TCP eival stream! Agv SOUAEVEL LIE TIOKETAL.

»  Av BeAw ouykekplpeva taketa xpnotpototw UDP with fixed size.



TI KANQ;

= AnUIoupyw Eva OLKO OV TIPWTOKOAAO ETILKOLVWVIAG TIoU va eival self contained!
= ATO «umpootd» Ba BAAw kdaTola meta data
= Xpewdlopat eva eidoug constant size header yio va pmnopei n epappoyr pou va kavel handle ta streams!

= Etol o receiver (server) Oa pumopel va mel: «Oco ta x bytes dev ivatl autd ou BéAw, discard»

= ‘Otav 1o Bpet, kot adou Ba E€pel To length (Try 1024) kdvel TTOANATIAEG GOPEG recy pEXPL va To AdPEL OAa.

= Emerta poAtg to AdBel ta Siayetpiletad.!

= [lpoooyri, To —| size > UDP packet size in bytes!

VTP E Rl [ e o



HEADER SIZE?

» Tamneploootepa IP maketa eyouv 20-byte header (with
max of 60 bytes)

» To TCP segments €xouv k autd ouvr|Bwg 20 bytes otov
header kaL max 60 bytes

» =»BAemovtdg ta padi, most TCP/IP datagram have 40 bytes
of header data.

» 'Otav dtidyvoupe segments oto TCP TpEMEL va UTIAPYEL
XWPOG yLae autoUg Toug headers! AALWG Ba yivel exceed
10 MTU ( <= 1500) kat B 06nynBovpe o€ fragmentation.

= Source port — |6 bits
= Destination port — |16 bits
= Sequence identifier — 32 bits

= Ack identifier — 32 bits

TCP Header
|4 32 bils H
Bit 0 Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16)
Sequence Number (32)
20
Acknowledgment Number (32) Bytes

L;'ﬁ;ﬂﬁa} Reserved (6)| Code Bits(6) Window (16)

Checksum (16) Urgent (16)

Options

Mpocoxr otig LeETABANTEG = unint32
Ko pe Tt xpovoug ntailete! My nano seconds!



ONE WAY DELAY

>

VY VYV

OWD: eival 0 xpOvog TTIOU KAVEL EVO TIOKETO VOl
dtdoel amd Tnv TNy} 0ToV TTPOOPLoO.

RTT: Round Trip Time

NAUOoEIC;

= ATOMLKA pOAGYLX (XAVOUV 1sec /100.000.000 XPOvLA)
akpifela ~ 1 pico sec

=  NTP protocol = allows sync of system clocks (ntp)
akpifela ~ 1-10 msec

= PTP precision time = used to sync clocks in a computer
network .
AkpiBela ~ 20 psec

= RTT/2

=  Mé€oog 0pog

= Mrmopw va dw To standar deviation, av K&TL §epevyel
dev 1o uTtoAoyilw

} ACK turn around time
ts

Fun fact!

Their newest atomic clock is predicted to become
inaccurate by an amount of 1.6 seconds of time after
running for a total of 10'® seconds—or, in other words, it
loses one full second over the course of about 50.8
billion years.


https://askubuntu.com/questions/14558/how-do-i-setup-a-local-ntp-server

2. UDP CHANNEL

= To UDP gyxeL autodUvapa TAKETA, OEV OTIAEL TITIOTA OTNV EOT
= Connectionless = OxLaccept, OxL connect, ATA& oTEAVW dedopeva

= Recvfrom() kat sendto()

= H sendto() Agv umAokdpel apou dev Tepipevel ack, duwg kdvel Block tov puBud ou otéAvel dedopéval

= —>With setsockopt() umopw vo aAAd&w ta default settings Twv sockets



UDP TRAFFIC 1

» To packet loss, twg Oa to kataAdPeL o receiver ?
= - TokdBOe mokeETOo €xel Tdvw Tou éva sequence number.

= [la to throughput, ektog amd to sequence number, Sev xpetdopat K&TL dANO.

? Nwg Oa yivel generate 1o throughput opwg;; =2 O yprjotng opilel To packet length + throughput.
?  Epwtnon: NQZ mapayw cvuykekpipévo throughput peéow piag UDP éprag;



UDP PACKET

= Sequence number (32bits)
= Kol av tdve ektog oelpdg; Out of order ?? = To dtaxelpifopar cav packet loss!
= - Etol o server umopei va kK&vel estimate to packet loss.
= To umtéAoLTo TAKETO TO YERIW e OTL AN podopia OEAw! (+kamola dedopéva)

= Pre allocated buffers ou Ba €youv cuykekpLuévo content/value



PACKET LOSS

client server

t c start

= Apa Ba €xyouv xoBei 2!

rcvfrom — cnt =1

rcvfrom = cnt =4



UDP TRAFFIC -THROTTLING

= Agv €xw Kol eTippor) mavw otnv Cevén!
= [poomnaOw Epupeca va emnpedow to long term throughput!

= Ewoaywyn delays!
Gaps

= Tiyvwpilw;;

= Packet size

= Link speed

= Kat puoikd E€pw mtdoo throughput BEAw va TteTUYW!

1 Mbit = 1 y1Alooté Tou GB



THROTTLING

= Tieivay H dtadikaoio tou va mepropioupe to bandwidth mou pmopouv va £xouv ot xprjoTteg pag !
= Apxikd MHN 1o vAomoujoete !

= Adriote o poypappa va TpEXEL kal TtapdAAnAa tpg€te IFTOP (bandwidth monitoring tool)

= Atgite av eival (dla/mapopola Ta amoteAegpata oto throughput, av oy, katL Oa €xel tdel AdBog pe Tov
UTIOAOYLOMO TOU!

= ‘Emelrta mpoonaBw yla to throttling
= Quudpal—> Delays avdpueoa oto packet size
= MeTd toekdpw Kot HETPAwW kat BalovTtag To jitter, packet loss.

= QX Ba 1o eAeyEw ;; = Busy wait/ spinning ctov client!


https://www.tecmint.com/iftop-linux-network-bandwidth-monitoring-tool/

MEASUREMENTS

» Qg edw gxyovpe katapepel va GTLEEOUE TO .
throughput... TWpo TtwG O TO PETPTiCOVUE;; client server

» Throughput = dedopéva ava second.

te start
> 'Exw tnv clock_get_time() = povotoviko poAot tO *
MoV pEMEL VA HETPTIOW;;

> Av xpnotpomoujiow timers kAm, - threading
= Avé&pw
TTO00C €ival
QUTOC O
—> APA §ekivaw vo HETPAW aTIO TO 2° + TTAKETO! t) XpOvog, Kat
EEpw Kal

R , Y CPU , oo VoL
Lol VOL ANV X PN OLLOTIO{ oW 100% TNV Mou Otav ra SeSopva

METPAW, HTtopw va eVaAAaEw peta&L: poll, sleep, poll sleep L

H recvfrom() elval blocking kol TiEpLUEVEL TO 1° TTAKETO. t1 .

- Busy waiting/spinning *clock_get_time()



JITTER = H AIAOOPATQN INTERARRIVALS

l6avika "

do Jitter = dO - d1
_L ﬁ
'd
B e N e S s N |

t0= Oms tl =20 ms

d1’

Mr‘ ) do‘ ) d1\
E :T :T :T

recvfrom recvfrom

1§ _A

¥k block

I6avikO jitter Ba elyope
v

= tl —t0=20ms
= t2—-tl =20 ms
H receivfrom()

ETLOTPEPEL OTOV TIAPEL
éva frame.

T yivetau av xoBel eva
TIaKETO; To jitter ToO
LETPAW av yaBel TTaKETO
1] TIPETEL VAL KAVW reset
counters KAT;;

=2>UPTOYOU!



SEND AND RECEIVE TIPS — IXXYOYN KAITIATA 2 KINDS OF SOCKETS

= Xpnotpototw send() & receive() Oyt write & read
= Hsend gyyudtal 0Tl O,TL IOV ETMECTPEYE, EXEL TIAEL CWOTA, Ta AAAQ gival euBuvn Tou TipoypappatioTh!
= [ldvta va Toekapw TL eTLOTPEDEL N send()

= Hsend pumAokdpel? NAI!

= “mieplpévetack” (av kol otnv TpaypatikdtnTa oL buffers tou kernel to tepipévouv)

= Ao ta o k&Tw layers mou €youv buffering kot €xouv pmAokdpel aUTd TPWTC.
= [ovamdpw dedopéva =2 receive() — eival Blocking!
= H receive dgv kavel kamolo allocation, TIPETEL VA TO KAVW EYW.

= Av dev BéAew va kdvw block og kdTolo socket (Try av dev umtdpyouv dedopeva) > use poll()



THREADS 1

>
>
>
>
>

Why threads!?

= T PEAANAQ streams

Mo va kdvw accept £va KalvoUpLO connection X pnoLpoTiolw tnv accept(int sock, struct sockaddr, socklen)..
H accept eivat Blocking!! Meptpével ey pL kATOLOG Vo KAVEL connect.
Mo va ptopel o server va dloyelplotel Ao requests Kot eyw oav client va ouveyiow va pAdw kel TTou rjpovy,

= To OS, bivelotnv accept €va katvouplo sd kat K&vel Eva Mapping peta&l port & addr

= Amd 1o struct sockaddr_in taipvw mAnpodopia yia mépTeS k SleuBuvoeL.

» [poooyn va yivovtal OAa reset!! — use memset



THREADS 2

>
>
>
>
>

Tt elvau to thread? Mua lightweight diepyaoia.

Ta threads tou {6L0u process pmopouv va cuyypovilovtal .

Epeig to thread Tmou kaAoUpaoTe va GTIAEOVE, lval OTav €pOEL Eva KalvoUpLo connection
Oa elval To socket descriptor Tou pog eTiioTpedeL 1 accept(), WOTE va UATIOW ME ToV client.

[l vou uTtopEL 0 server vo eEUTNPETT|OEL ATIO TNV accept() Kol HETA, UTTopw va Tov BAAw o€ cuvaptnon,
No adrjow eva thread va yelpiotei Tov client tou poALG 1pBe Ko
To main thread maeL MAAL v KAVEL Kavoupla connect.



GENERAL TIPS

= O evag propet va Eekivnoel pe 1o handshake — tep kot 0 AANOG e TO udp
= Mnv ta vAomtoujoete dAa padl.

= Qud&te ouvaptnoelg yia reusability kot clean code

= [1pocoyn oTig povadeg ! (bits/bytes/sec/nsec/uint32/...)

= OTd&TEe MPOOEKTIKA TOV parser Kal be aware amo tig povadeg peTpnong!!



RECAP

|. Main programm for reading arguments
2. TCP communication channel

|. Tcp costum header
3. UDP communication channel

|.  Best way to calculate OWD

2. Throttling. (Mwg Ba tnprjow to bandwidth ou maipvw cav Input) Mou Ba To vAoTorjow;

3. How to measure bandwidth

4. How to measure packet loss / jitter ( Tt K&VW OE TIEPLTITWOELG TIOU YAVOVTOL TIAKETAL)

5. AapBdvw vmoyiv headers Twv dAAwvV eTuted WV,

4. Parallel streams



GOOD LUCK!!!

"YOU CAN DO IT”

- COFFEE




