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Eicaywyn

O TTrUprivag Tou AEITOUPYIKOU CUCTHMATOG Linux TTEPIEXEI Evav XPOVOTTPOYPANUATIOTH
(Scheduler) o otoiog atmogacilel TToia Ba cival n eTOuevn dlgpyaaia n otroia Ba ekTeAeoTEl
oTov emegepyaaTr) Tou utrodoyioT (CPU). O xpovoTrpoypauuaTIoOTAG TTaipvel atmro@AcElg
oUP@WVa PE TNV TTOANITIKA XpovoTTpoypaupaTiopou (Scheduling Policy) n otroia fonBdel atnv
a1TOdO0TIKA XPON TOU ETTEEEPYAOTH.

Mia TTOAITIKF) XpOVOTTpOYypPaUaTIONOU digpyaaiwy gival n “Group Fairness”. Zupgwva
ME TNV TTONITIKN aQuTh, KABe digpyacia dNAWVEI OTOV XPOVOTTPOYPAPUATIOTH TO OVOoPa Tng
opadag TNG (group name) 10 avayvwplioTiKO TnG (id). MNa Tnv doknon autr, uttoBEoTE OTI TO
groupname €ival évag xapakTipag kai 1o id evag integer.

O scheduler 6a trpétTel va dwaoel o€ KABe oudda diepyaoiwy £va ioo TTOOOOTO TOU
OUVOAIKOU xpovo. Mo ouykekpipgéva o scheduler yia N groups Ba mpétrel va dwaoel 1/N Tou
OUVOAIKOU xpovou oe kdBe group. Emeira yia M diepyacieg og éva group o scheduler Ba
mpétrel va dwael 1/M Tou xpoévou Tou group dnAadn 1/N*M Ttou cuvoAikou Xpdévou ITpogcoxr n
Ty Tou M aAAadel atro group o€ group. IN.x. yia groups A, B 50% ka1 50% avTtioToixa yia
groups A, B, C 33%, 33%, 33% avrioToixa. Opoia kal kdBe digpyaoia Ba taipvel éva ico
TTOCOC0TO TOU GUVOAIKOU Xpdvou Tng opadag. IN.x. av €xoupe digpyaoieg A1, A2, A3, B1, B2
ol A1,A2,A3 Ba tdpel n k@Be pia 16.6 % (1/(2*3) Tou cuvoAikoU xpodvou, evw B1 kai B2 Ba
mépouv 25% (1/(2*2))Tou ouvoAikoU Xpovo n KABe Jia.

¢ autrv Tnv doknon Ba TpéTrel va ulotrolfjoete dUo Kaivoupyla system calls, Ta
oTToia Ba XPNOIUOTIOINCETE Kal GTNV €MOUEVN AoKNon Tou pabruartog. Mo ouykekpiyéva, Ba
xpelaoTei va mpoaBéoete atov Tupriva (kernel) Tou AsitoupyikoU cuoTAuaTtog Linux Ta duo
véa system calls: “set_task_params” kai “get_task_params”. ‘Etreita 6a 10 SOKIJAOCETE,
XPNOIMOTTOIWVTAG ToV TTpocopolwTh (emulator) QEMU, kdvovtag compile Tov Linux kernel pe
TIG aAayég 0ag Kal TpEXovTag To Linux pe TOv Kaivoupylo Trupriva. TéAog, KaAcioTe va
ypdweTte Kal va Tpé€eTe TTOAAaTTAd user-level demo Tpdypapua Tou Ba XpnoIdoTIoIEl Ta
Kaivoupyla system calls. To Tpdypappa autd Ba ekteAeoTei oTo Linux Asitoupyikd cuoTnua
TTou Ba @opTwoeTe e Tov QEMU. Z1dx0¢ TNG AoKnoNG ival va £EO0IKEIWOEITE e TOV source
code Tou Linux kernel, pe Tov TPOTTO TTOU OpifovTal Kal UAoTToloUvTal Ta system calls oTo
Linux, e TNV peTayAwTTIon Tou kernel kai e Tn Xprion evog TTPOCOUOIWTH.



YAotroinon

KaAgioTe va TTpooBéoeTe TNV TTApaKdATWw AgIToupyIkOTNTa aTov Linux kernel:

Méoa oTov Linux kernel, kaB¢ digpyacia avatrapioTaTtal wg éva task_struct. Autd
10 struct epi€xel 6An TNV atrapaitnTn TTANPOYopiIa yia pia diepyaacia (1T.X. process id,
parent process, KATT). & auTd 1o struct TTpéTrel va TTpooBEceTe TpIa véQ TTEDIA:

char group_name /* 10 dvoua TnNG opddag abTAG TNG digpyaaiag */
int  member_id I* 10 id Tng diepyaciag atnv opada */

.X. { group_name: ”A”,member _id: 1}

O1 Tipég Twv Tediwv auTtwv Ba aAAdlouv atrd 1o system call set_task_params evw
Ba ptTopoulv va emMoTPAPoUV o€ £va TTpoypauua Jéow Tou system call
get_task_params.

set_task_params(char group_name, int member_id)

To system call autd, aAAalel Tig TINEG TWV avTioToiXwv TTEdiwv oTO task_struct Tng
OUYKEKPIPEVNG dlepyaoiag TTou ékave To system call. Tpétrel va eAéyxeTe OTI OI TIPEG
TWV opIoPATWY TTou divovTal gival éykupeg ( group_name is a capital english letter
A-Z, member_id is an integer biger than zero ). To system call TTpémrel va
emoTpéPel 0 €dv ol TTAnpoopicg TNG dlEPyaciag £XOUV ATTOBNKEUTEN ETTITUXWG, EVW
Ba emoTpéPel EINVAL 0TV TTEQITITWON GQAAUATOG.

get_task_params(struct d_params * params)

To system call autd emoTpéPel péow Tou pointer params TIG TIMEG TTOU £XOUV OPIOTEI
OXETIKA pe TNV diepyacia tTou ékave 1o system call. H pyvAun yia 1o struct auté Ba
deoueveTal a1Td TO user-level TTpoypaupa TTou KGAeoe 1O system call kal 6x1 atrd Tov
Tupfva. O TTuprjvag atmmAd 8a aAAadel Tig TIEG Tou struct CUPNQWVA JE TIG QVTIOTOIXES
TINEG TTOU Ba Bpiokel 0TO avTioToixo task_struct Tng diepyaaiag kal Oa TTIOTPEPEI TNV
mAnpogopia (by reference) oto user-level mpdéypauua. Edv n ekTéAeon Tou system
call sivar emTuxig, 161 emMOTPEPEl TNV TIUA 0. Av TO Oplopa params cival NULL 1 n
MVAMN TTou €dwoe 0 XPrRoTng Oev gival €ykupn, To system call TTpETTEl va eTTIOTPEPEI
TNV TiuA EINVAL.

2NUEIDOEIC:

MNa Tnv doknon auth Ba xpnolyoTtroifoete Tov Linux kernel 2.6.38.1

To EINVAL kaBwg kai GAAa error values BpiokovTtal 0To apxeEio:
linux-2.6.38.1/include/asm-generic/errno-base.h

To task_struct structure opiCetal 010 apxeio:
linux-2.6.38.1/include/linux/sched.h



e [0 va mapete 10 task_struct Tng Tpéxoucag diepyaaiag TTou ékave To system call
MTTOpPEiTE KOITAETE OTO apyeio arch/x86/include/asm/current.h .

e O Linux kernel amroBnkeuel TIG avaAUTIKEG TTANPOPOPIES YIa OAEG TIG TPEXOUOEG
Olepyaacieg o€ pia Aiota atrd task_struct objects. INa va TTpooTTeAGOETE OAES TIC
OlEpyaOieg TOU CUCTANATOG TTOU BpicKovTal € auTr) TNV AioTa, PTTOPEITE va
XpnolyoTtroifjoete To macro for_each_process.

e ¢ KABe KAon Tou set_task_params kai Tou get_task_params mpétrel va
TUTTWVOVTAI 0€ £TTITTEDO TTUPAVA TO Ovopa oag, To A.M. oag kai To dvopa Tou system
call. Na va 1o TTETUXETE AUTO, XPNOIMOTIOINCTE TNV cuvdpTtnon printk. Me Tov idio
TPOTIO UTTOPEITE VA TUTTWVETE O,TI GAAA unvopaTta BEAeTe atrd Tov kernel (T1.X. €vag
a1TAOG TPOTTOG va KAveTe debugging 1o system call Trou @Tmidyvete). MTTopeite va deite
Ta NvOPaTa auta OTav £XETE YOPTWOEI TO Linux ye To ouykekpipévo kernel,
TpéxovTag To dmesg N ekTeAwvVTAg TNV €vToAn “cat /var/log/messages”.

e Oa TTpéTTel Va opioeTe TO struct d_params o€ £va apyeio mou Ba dnuioupynoeTe
€oeig oTtov @akeAo linux-2.6.38.1/include/linux . To struct auto Ba Tepi€xel 3 Tedia
TToU Ba aTTOBNKEUOUV TIG TTAPAUETPOUG HIag diEpyaaiag.

Demo programs:

MpétTel va @TIAEETE KAl VO TTOPAdWOETE TOUAAXIOTOV éva DOKIUACTIKO TTPOYPANKA TO
oTroio Ba kdvel xprion Twv system calls kal Ba emdeikvUel T cwaTr) Toug uAoTroinan. MNa
TTAPAdEIYHA, TO TTPOYPANKA OOG UTTOPEI APXIKA va KaAEi To set_task_params kal JeTd TO
get_task_params yia va TUTTWOEI OAEG TIG TTAPAUETPOUG TTOU OPICE TO TTPONYOUNEVO system
call. To mpoypappa autd Ba TTPETTEl va KAAUTTTEI DIAQOPES TTIBAVES KAROEIG TwV system calls
Kal va TTOPOoUCIAdel OAEG TIG TTIBAVEG TTEPITITWOEIG EKTEAEONG (TT.X. CWOTA Kal AavBaouévn
OnAwaon opIoUATWY).

EktéAeon Linux oto QEMU

O1 emulators givai diadedopévol yia TToANOUG Adyoug. Mag emmiTpéTTouV va
EYKATOOTAOOUNE KOl VO TPEEOUHE €V AEITOUPYIKO oUOTNUA OV OTTAOI XPrOTEG O€ £vav
UTTOAOYIOTH] TTOU €XEl KATTOI0 GAAO AEITOUpPYIKO CUCTNMA, XWPIG va XpelaoTei va aAAagoupe
KATI o€ auTd. AUTOV TOV UTTOAOYIOTH JUTTOPEI va TOV XPNOIKOTIOIOUV APKETOI XPAOTEG, Kal KABE
évag PTTopei va TpEXEI DIAPOPETIKG AsiToupyikd ouoTnua pe évav emulator xwpig va
eTnpeddovrtal ol uTTOAOITTOI XPAOTEG. IBIaiTEpa dTav BEAOUE va SOKINACOUNE KATTOIEG
aAayég oTov kernel evog AeitoupyikoU oUCTARATOG, OTTWG Ba Kdvouue o€ auThv TNV GOKNOoN,
o emulator gival apkeTd XpACIKOG yia évav akoua Adyo. Av Adyw KATToIoU
TTPoypPaPPaTIoTIKOU AdBoug oTov kernel To guoTnua katappeuael (11.X. kernel panic)
MTTOPOUUE EUKOAQ KAl YPHyopa Va EEKIVIIGOUHE gavd To AsiToupyikd oUOTNUa PE KATTOIA
aAAayn (debugging) xwpig va eTnpeacTei 10 Baaikd A&ITOUpyIKO GUCTANA TOU UTTOAOYICTH
(host operating system).

O QEMU utrapxel AN eyKATECTNPEVOG OTA PUNXAVAKOTA TOU TUAKOTOG (Man gemu yia
TeploadTEPES TTANPOPopicg). O QEMU emulator utropei va dnuioupyAoel kai va diaBdaoel
évav eikoviké dioko (virtual disk image) kal o€ auTdv PTTOPOUNE VO EYKATAOTAOOUNE EVa



OTTOI00ATTOTE AcIToupyIkS cuoTnua (T1.X. a1 €va eikovikd cd rom). MNa Toug OKOTToUG TNG
aoknong £xouue eykataoTAoel yia aag éva atmAd Linux OS (ttylinux distribution) yia
apxITekTovikn 32-bit x86 (i386) o¢ €va virtual disk image TTou Ba TTPETTEI VO XPNOIWOTIOINOETE
yla TV GOKNOon oag.

Eocic Ba Tpétrel apxikd va avTiypdyete auTéd 1o disk image (63 MB) atré tnv trepioxn
TOoU padnuatog (~hy345/gemu-linux/hy345-linux.img) o€ évav katdAoyo oTo /spare Tou
MNXAVAKOTOG TTOU XPNOIWOTIoIEiTE (TT.X. /spare/[username]), WoTe va Pnv €XeTE TTPORANUA
Xwpou (T1.X. quota exceeded) e TNV TTEPIOXN CAG.

$ cp ~hy345/gemu-1linux/hy345-1linux.img /spare/[username]/

MpooéETe va €xete Ta KATAAANAQ permissions gTov KATAAOYO AUuTO WATE VA EXETE
MOvo eoeic Tpdofaon:

$ chmod 700 /spare/[username]

To mapatravw disk image €xel eykateotnuévo 10 Linux OS 110U Ba XpNOIMOTTOINOETE.
Mepiéxel 1o root filesystem (/) oTo otoio uttdpxouv Ta Bacikd TTpoypduuaTa Kal tools Tou
ouoThHPaTog. OTTéTE, XPNOIUOTTIOIWVTAG TO image autd UTToPEiTE va OOKINAOETE va EEKIVAOETE
auTo 10 Linux OS pe Tov QEMU emulator, atrAd pe TRV TTOPOKATW EVTOAA:

$ gemu-system-i386 -hda hy345-1linux.img

H mmapduetpog -hda hy345-1inux.img kével Tov QEMU va xpnoigotrolgi 1o apxeio
hy345-linux.img oav virtual disk image, 1o otroio 8a @aiveTal cav 1o device /dev/hda oT1o
emulated OS (guest operating system). Tpéxovtag Thv TTapattdvw evioAr Ba deite va
gekivael 1o Linux OS 1mou rpocopoiwvoupe. Otav oag ¢nTRoel va KaveTe login
XPNOIYOTTOINCTE TO account pe username "user" kal password "csd-hy345". ETriong Ytropeite
va kavete login kai pue 1o account Tou "root" pe password "hy345". lNa va Byeite atmd Tov
QEMU ka1 va kAgioete 10 Guest OS xpnoiyotroifoTe Tnv evioAr] poweroff.



MeTayAwtTion Tou Linux kernel

To emmoéuevo BAMa cival va aAAGEeTe Tov Linux kernel, va Tov petayAwTTioete (compile),
Kal va @TIageTe £va Kalvoupylo kernel image pe 1o otroio Ba ptropeite va {ekivrioeTe To guest
Linux OS pe Tov QEMU, avri yia T0 original kernel image 1rou utrdpxel oto disk image 1Tou
oag divoupe. Oa ptTropoucaTe va aAAAEETE Kal va JETAYAWTTIOETE Tov kernel péoa atod 1o
guest OS. lNa eukoAia Ouwg Ba douAéweTe aTo host OS, dnAadn kaTteuBeiav aTo PNXAavnua
TOU TUAPOTOG TTOU XPNOIWOTIOIEITE yIa TNV AoKNoTN. ApxIkd Ba XpelaoTeiTe TOV source code
Tou Linux kernel 2.6.38.1 yia va KAVETE TIG ATTAITOUPEVEG AAAAYEG Kal v TOV KAVETE compile.
OmoTe, Ba TPETTEl Va avTIypAWETE TOV source code atrd Tnv TTEPIOXT ToU JaBriuaTog oTov
KATdAoyo TTOU XPNOIYOTTOIEITAI OTO /spare/[username] Tou JNXavhpaTog.

$ cp ~hy345/gemu-linux/linux-2.6.38.1-patched.tar.bz2 /spare/[username]/

Agou avTiypdyeTe Kal kavete decompress Tov source code Tou Linux kernel 2.6.38.1,
MTTOPEITE va KAVETE OTI AAAQYEG aTTAITOUVTAI YVIA TNV UAOTTOINOT TwV KAIVOUPYIwV system
calls. ‘Etreita uttdpyouv U0 aTTAd BrUaTa TTOU TTPETTEI VO AKOAOUBHOETE yIa va KAVETE
compile Tov aAAayuévo kernel kail va @TIAEETE éva Kalvoupyio kernel image: configure kai
make. Ymrdpxouv didgpopol TpoTtTol yia va kével kKatTolog configure Tov Linux kernel (17.X.
make menuconfig, make config, KTA). TeAlka To configuration Tou kernel ypageTtal oTo apyeio
.config péoa otov kardAoyo linux-2.6.38.1. Emeidn uttdpxouv TTOAAEG ETTIAOYEG yia TO
configuration Tou Linux kernel, cag divoupe gueic éToigo €va configuration trou gival cuppatd
Me To Linux OS 1ToU £xoupe eykataoTioel ato disk image. ©a avTiypdyeTe atmd TNV TTEPIOXN
TOU padnupaTog 1o configuration file WoTe va 1o XpnoipoTToIRoETe yia Tov kernel TTou Ba
QTIALETE.

To povo 1Tou TTpéTTel va aAAageTe aTo .config apxeio gival N TTapdueTpog
CONFIG_LOCALVERSION. Ekei pétrel va TTpooB£0ETE Pia KATAANEN yia To dvoua (version)
TOu Kaivoupyiou kernel TTou Ba @TIGEETE, £TO1 WOTE VA €i0TE Giyoupol OTI XPNOCIUOTIOIEITE TOV
0Ik6 oag kernel 6tav Ba Tov popTwoeTe e Tov QEMU (kau éxi1 Tov original kernel). Etriong, av
emavaAdpete Tnv S10dIKACIA TTEPIOCCOTEPEG YOPEG, Ba PTTOPEITE va EEXWPICETE TA DIAPOPETIKA
revisions Tou kernel TTou €xeTe dokiudoel, aAAalovtag 1o kernel version Trpiv atméd K&Be
petayAwTTion. OmoTe oto CONFIG _LOCALVERSION Ba mrpétrel va BAAeTe TO username
oag, kal av BéAeTe kal éva revision number. To version Tou kernel Ba utTopeite va 1o d€iTe
orav gekivael To OS, 1) agou £xeTe KAvel login e TRV EVTOAR:

$ uname -a

O gcc 1ou uTTdpXEl oTa Pnxaviuarta g oXoAnig sival ékdoong 10.2.1. Opwg pe autd
TO version, dev Ba KATAPEPOUUE va KAVoupe compile etTiTuxwg Tov Linux kernel. " auto,
éxoupe TTpoaBiacl éva gec compiler TraAaidtepng €kdooNG OTNV TTEPIOXT TOU JaBAUATOog, ToV
OTT0i0 Ba TTPETTEI VA XPNOIMOTIOINCETE 0€ AQUTH TNV doknorn. OToTe, TpIv KaveTe compile Tov
kernel Ba eKTEAETETE TIG EVTOAEG:

$ export PATH="/home/misc/courses/hy345/gcc-4.9.2-standalone/bin/:$PATH"

$ export
PATH="/home/misc/courses/hy345/gcc-4.9.2-standalone/libexec/gcc/x86_64-unk
nown-linux-gnu/4.9.2/:$PATH"



‘ET01, AéTE 0TO OUOTNUA VA KOITAEEI OTO oUYKeEKpPIPEVO path yia va Bpel Tov compiler,
eTTONEVWG Ba Bpel TTpwTa TNV €KOOON TTOU €ival EYKATEGTNMEVN OTN TTEPIOXT TOU JaBRuaTog.
MNa va BeBaiwBeite OTI XPNOIPOTTOIEITE TO OWOTO gec (4.9.2), apkei va TpEECETE:
$ which gcc 1 $ gcc --version

TéAog, yia va yivel compile o kernel pe TG dIkéG gag ahAayEg, Ba TpEEeTe:
$ make ARCH=i386 bzImage

To kaivoupylo kernel image (bzlmage) Tou 8a dnuioupynBei amd Tn peTayAwTTion, Ba
eival To apyeio linux2.6.38.1/arch/x86/boot/bzimage. ApouU Tov kaivoupyio kernel dev Ba

Tov Xpnolpotroifoete o1o host OS, dev xpeiddetal va Kavete make install.

2UVOTITIKA Ta BrUOTa TTOU TTPETTEI VO OKOAOUBROETE gival:

$ cp ~hy345/gemu-linux/linux-2.6.38.1-patched.tar.bz2 /spare/[username]/
$ cd /spare/[username]

$ tar -jxvf linux-2.6.38.1-patched.tar.bz2

$ cd linux-2.6.38.1

# Edit kernel source code to implement the new system calls
$ cp ~hy345/gemu-linux/.config . # Mind the dot at the end!

# Edit .config, find CONFIG_LOCALVERSION="-hy345", and append to the kernel's
version name your username and a revision number

$ export PATH="/home/misc/courses/hy345/gcc-4.9.2-standalone/bin/:$PATH"
$ export
PATH="/home/misc/courses/hy345/gcc-4.9.2-standalone/libexec/gcc/x86_64-u
nknown-1linux-gnu/4.9.2/:$PATH"

$ make ARCH=i386 bzImage

PUOuion rapapétpwyv QEMU

To emmoéuevo BAMA gival va XpnoIKMoTTIoOINOETE TO Kavoupyio kernel image, 1o o1roio
Bpiokeral oTo apxeio linux2.6.38.1/arch/x86/boot/bzimage yia va ¢ekivijoeTe 1o Linux
xpnoigotroiwvTag 1o QEMU. Oa xpnoipotroifjoete {avd To virtual disk image 1Tou oag
dwoape, aAa Ba dwoeTe etriong oto QEMU 10 kernel image 1rou Ba 1pégel.

$ gemu-system-i386 -hda hy345-linux.img -append "root=/dev/hda" -kernel
linux-2.6.38.1/arch/x86/boot/bzImage



Me 10 -kernel linux-2.6.38.1/arch/x86/boot/bzImage To QEMU Ba {ekivAaoel
ME To Kalvoupylo kernel image. Mg 10 -append "root=/dev/hda" 1o QEMU Ba ké&vel mount
10 root filesystem atrd 1o /dev/hda, TToU gival To disk image TTou POPTWVETE OTTWG Kal TTPIV.
A@ouU kaveTe login, Ye TNV €VvTOAR uname -a PAETTETE TNV €kdooN Tou kernel TTou TpEXEl TO
ouoTnua.

Remote working

Av douAeleTe remotely ag KATTOI0 uNXAvNUa TOU THAPOTOG, YIA VO EEKIVITETE TO
QEMU oT10 remote pnxavnua 6a mpétrel va ouvdeBeite pe X11 forwarding atrd Tov 8IKO 0ag
utroAoyioTr|. To X11 forwarding ptropei va evepyotroinBei étav ouvdéeoTe OTO PNXAvnua:

$ ssh [username]@[host].csd.uoc.gr -Y

AokIudoTe va TpELETE TNV €VTOAR xterm kal Ba TTPETTEI va 0ag avoigel To éva
TapdBupo xterm. Epdoov Acitoupyei To xterm, ptropeite va xpnoiyotroijoste 7o QEMU.
EvaAAakTikd, ptropeite ammAd va 1péxete To QEMU xwpig ypa@ikd repIBAAANOV (TTOAU AiyéTEpO
lag) pe Tnv BIBAIOBAKN ncurses:

$ gemu-system-i386 -hda hy345-linux.img -curses

EvaAAakTikG ptropeite va avTiypaywete 10 kernel image (a@ouU €xete aAAAEEl Kal EXETE
kavel compile Tov Linux kernel o€ k&mmoio unxavnua tou TuApaTog) kai 1o disk image, Kai
Emmeita va Tpégete T0 QEMU (a@ou 1o eykaTaoTAOETE) TOTTIKA OTOV UTTOAOYIOTH 0ag. Edv
XPNOIUOTTOIEITE putty TTPETTEl va evepyoTToInaeTe TNV €AoY “Enable X11 forwarding” otnv
kapTéAa Connection kai petd SSH.

Metagpopd apxeiwv amd To Guest OS o1o Host OS

MNa va petagépete apxeia atrd 1o guest OS (1Tou TpéxeTe e 70 QEMU) o1o host OS
(TTou KAveTE TNV BAOCIKN oA UAOTTOINGCN) KAl AVTICTPOQA, YTTOPEITE VA XPNOILOTIOINTETE TO
Tpoypappa scp. Méoa amé 1o guest OS utropeite va mpootreAdoeTe 10 host OS e TV
(virtual) IP address 10.0.2.2. Ta TTapAdeIyha, yia va JETOPEPETE TO apyeio test1.c atrd 1o
guest OS oTo host OS oTnv TrepIoyr oag o€ évav KatdAoyo hy345 utropeite va eKTEAECETE
péoa atTé To QEMU (dnAadr) a1mé 1o Guest OS) Tnv evioAn:

$ scp testl.c [username]@10.0.2.2:~/hy345

To [username] €ival ToO username TToU €XETE OTA PNXAVAUATA TOU TUANOTOG. Oa
XPEIOOTEI va OWOETE TO password TToU £XETE OTA PMNXAVAMATA TOU TUAPATOG YIa VO
OAOKANPWOEI N avTiypa@r Pe 1o scp. AvtioToixa, yia va avtiypayete atméd 1o host OS (11.x.
éva pnxdavnua tou THAPATog) To apxeio test1.c ammod Tov katdAoyo hy345 TTou gival oTnv
eplox oag oTo Linux OS trou Tpéxel oto QEMU, Ba 1pégete péoa atrd To QEMU tnv
EVTONA:



$ scp [username]@10.0.2.2:~/hy345/testl.c .

Mpoooxn oTnv TeAgia et 1O test1.c. Aev gival TuTTOYpa@IKO AdBoG.

MpooBnkn véou system call

evIKEG TTANPOPOPIES IO Ta BANATA TTOU TTPETTEI VO OKOAOUBAOETE KAI T APYEI TTOU
TTPETTEI VO aAAGEETE 1 va dnUIoUPYAOETE yia va TTpocBéoeTte éva system call oT1o Linux kernel
2.6 ptropeite va Bpeite €dw. O TTapakATWw 0dNYyOS TTEPIYPAPEI CUVOTITIKA TTWG €ival SoUNPéVo
éva system call o1o Linux kernel kai TrTwg ptropeite va TpooBéaeTe £va vEo. YTTApYOUV Tpia
Baoikd Bripata yia va UAOTTOINCETE £va Kalvoupylo system call oTtov Linux kernel:

1. Na mpooBéaete éva kaivoupylo system call number gTov TTUpAVa TTOU va QvTIOTOIXE(
oTo 8Ikd oag system call.

2. Na mpooBéaoete €va entry oTo system call table Tou kernel pe 1o system call number
Tou dIkoU oag system call. Auté 1o entry Ba kaBopioel TTolIa cuvdpTnoN TOU TTUPK VA
Ba exTeAeaTei OTaV oUPPEi €va trap pe To dIk6 oag system call number (6tav dnAadn
KoAeoTei To system call atmo user level kal o éAeyxog petafei otov kernel yia v
EKTEAEOTN TOU OUYKeEKPIPEVOU system call).

3. Tpétrel va TTpoaBéceTte KWAIKa oTov kernel TTou va UAOTTOIET TNV AEITOUPYIKOTNTA TTOU
Ba Tpoc@épel To system call. MNpéTrel eTTiong va TTpocBéoeTe Ta KATdAANAa header
files, yia va opiceTe kKaivoupyioug TOTTOUG Kal structs TTou XpnoipoTroliei 1o system call
yia va JeTagépel TTAnpogopia HETagU kernel kal user space. Akdua, Ba TTPETTEl va
avTIypa@eTe arguments kal attoteAéopata petagu kernel space kai user space
XPNOIUOTTOIVTAG TIG AVTIOTOIXEG CUVOPTACEIG TTOU UTTGPXOUV aToV kernel.

Mapadsiypa:

‘EoTtw 611 BéAoupe va TTpooBéooupe éva system call e dvoua dummy_sys 10 OTT0i0
TTaipvel éva 6pioua atrd 1o user-level TTPOYPAUMA TTOU TO KAAECE KAl CUYKEKPIUEVA EVaAV
aképaio apiBud. To dummy_sys system call 6a Tuttwvel atrAd auTtév Tov apiBud TTou 660nke
oav OpIoua Kal Ba eTTIOTPEPEI TO DITTAGCIO TOU OTO user-level mpdypapua. @a
akoAouBrooupe Ta TTapakdTw BAPOTA:

1. Avoiyoupe 10 apxeio linux-2.6.38.1/arch/x86/include/asm/unistd_32.h ue kdtmoiov
editor, Bpiokoupe Ta system call numbers yia Ta system calls TTou utTTdpyouv r1én
oTov kernel, kail JeTG TO TeAeuTaio system call number (11.X. 340 oTov &1k6 pag kernel)
TTPOCOETOUNE Wia YPAUMA PE TOV ETTOUEVO apIBud.

#define __NR_dummy_sys 341




Etriong au€avoupe 1o NR_syscalls katd éva (11.x. a1d 341 o€ 342 aTov OIKO PG
kernel). ‘ETo1 opicape Tov apiBuo 341 yia 1o system call dummy_sys. Autog o
ap1Buég Ba xpnoipotroindei uetd ammo éva trap woTte va Bpei o kernel oTo system call
table Tnv katdAANAn cuvdptnon (system call function pointer) TTou uAoTroiei To system
call.

. Avoiyoupe 10 apxeio linux-2.6.38.1/arch/x86/kernel/syscall_table_32.S kai ekei
TTPOOBETOUPE OTNV TEAEUTAIO YPAUMA TO OVOUA TG OUVAPTNONG TTOU UAOTTOIEI TO
Kaivoupylo system call.

.long sys_dummy_sys /* 341 */

2710 TpiTO BAMa Ba opicoupe To system call dummy_sys. 210 TEAOG TOU apxeiou
linux-2.6.38.1/include/asm-generic/syscalls.h TrpocBéToupe 10 function prototype
Tou system call.

asmlinkage long sys_dummy sys(int arge);

. Av €xete va TTpooBéoeTe type definitions Tpétrel va @TIageTE Kal éva header file oTov
@akeAo linux- 2.6.38.1/include/linux/ To otroio Ba kévete include 61Tou xpeiadeTal.
Ma 1o mapddeiyua autd kAT TETOI0 &EV €ival avayKaio.

. 'Emerra, @Tidyxvouue £va kaivoupylo apxeio atov ¢dkeAo linux-2.6.38.1/kernel/ 10
oTroio Ba TTePIEXEl TNV UAOTTOINON Tou system call. Z1o TTapddeyua autd 10 apxeio Ba
givail 1o linux-2.6.38.1/kernel/dummy_sys.c kai 8a TTePIEXEI TOV KWIKA:

#tinclude <linux/kernel.h>

asmlinkage long sys_dummy_sys(int argd) {
printk("Called dummy_sys with argument: %d\n", arg@);
return ((long)arge * 2);

. Av €xete arguments TTou TTEpvAve by reference atd user space o€ kernel space 6a
TIPETTEI VA TA AVTIYPAWETE apoU KAAEoETE TO access_ok(). H avTiypagr utropei va
yivel KOAWVTAG TNV ouvdaptnon copy_from_user (). AvTioToixn diadikacia Ba TTpETTel
VO KAVETE yId va avTIiypaweTe Ta dedouéva TTiow OTO user space XpNoIJoTTIoIWVTAG TIG
ouvapTAoEIG access_ok() Kal copy_to_user().

TéAog, Ba TrpéTTel va aAAdEeTe To apxeio linux2.6.38.1/kernel/Makefile yia va
oupTTEPIAGREI Kal va kavel compile To Kalvoupyio source code apxeio TTpoaBETovTag
MIa ypauuf oTo KatdAANnAo anpeio:



obj-y += dummy_sys.o

Maparnpnoeig:

e Eivai onuavTiké va deite Twg €xouv uhotroinBei k&toia TTapdéuola system calls TTou
uttapyouv 1dn otov Linux kernel (11.x. gettimeofday, times, getpid)

e MTropeite va uaBeTe kal va akoAouBroete 1o coding style Tou Linux Kernel katd tnv
ulotroinon Twv system calls:
https://www.kernel.org/doc/Documentation/process/coding-style.rst

e To Elixir Cross Reference 8a ocag fonBioel va mrepinynBeite oTov source code Tou
Linux kernel. H avalintnon Ttou (Search Identifier) mBavwg va cag gavei xprnoiun yia
Va EVTOTTIOETE OUVAPTAOEIG Kal doPEG oTa BiId@opa apxeia Tou source code. MpooégTe
va €XeTE TTIAEEEI TNV OWOTH €kdoon Tou kernel TTou XpNOIKMOTTOIOUUE OTNV AOKNON.
https://elixir.bootlin.com/

e [0 va TpoTroTroifceTe apxeia yéoa atrd 1o Guest OS ptTopeite va XPnOIUOTIOINCETE
Tov editor Vi, o otmmoiog Asitoupyei TTapopoia pe tov editor Vim. Mepioodtepeg
TTANPOPOPIES YIa TNV XPON TOU Vi YTTOopEiTE Va BpeiTe oTO:
http://linuxfocus.org/~guido/vi/viref.html

Aokipn system calls

270 TeAeuTaio BAua TNG Aoknong Ba TTPETTEl va SOKIJACETE Ta Kalvoupyia system
calls. AQou éxete kdavel compile pe emTuxia Tov kernel pe Ta system calls TTou @TIGEaTE, Kal
éxete gekiviioel Tov QEMU pe Tov kaivoupyio Linux kernel, 8a Tp€TTel va ypAWeTe KATTOIN
OOKIUAOTIKA TTPOYPAMMATA TTOU VA XPNOIMOTTOIoUY Ta set_task_params kai
get_task_params oT0 guest Linux OS.

Mnv EexvaTe 611 o1 dnAwoelg Twy system calls TTou Ba kaveTe BpiokovTal GTov TTUPHVa
Kal &ev gival opatég o€ user-level TTpoypdupara. ZuvRbweg, éva system call kaAgital péow
KATTolag ouvAapTnong TTou TpéXEl o€ user level kal uttdpxel UAoTToINpéVN O€ KATTOIO
BiBAI0BAKN (T7.X. libC). £TNV ouvéxeia, auth n user-level cuvdpTnon KaAei To macro
syscall() pe 10 oWOTO system call number Tou, yia va peTapiBdoel Tov éAeyxo oTov
Tuprva (trap). Ekei Ba Tp€gel 0 kwdikag Tou system call. Av dev €xel uhoTToINBei auTh n
ouvdpTtnon o katrola user-level library (6TTwg oTnv 8IKA 0ag TTEPITITWON), £va TTPOYPAUUA
MTTOpPEi Va KaAéoel To system call TTou B€Ael xpnoipoTToIwvTag To macro syscall() aAAd kal
ToV apIBuo Tou system call TTou B€Ael va kaAéoel. MNa TTapddelyua, To TTAPAKATW KOUUATI
KWwoIKa KaAegi To system call ye apiBud 341 kai Tou divel oav OpICUa TNV TIWNA 42.

#include <stdio.h>
#tinclude <unistd.h>
#tinclude <errno.h>



https://www.kernel.org/doc/Documentation/process/coding-style.rst
https://elixir.bootlin.com/
http://linuxfocus.org/~guido/vi/viref.html

#define _ NR dummy sys 341

int main(void) {
printf("Trap to kernel level\n");
syscall(__NR_dummy_sys, 42);
printf("Back to user level\n");
return 0;

Ma v doknon autn TTPETTEl va ppovTioeTe Ta system calls va poidlouv pe function
calls. MTTopeiTte va 1o KATaQEéPETE AUTO €iTE DNAWVOVTAG Macros €ite QTIAXVOVTaG Td
katdAAnAa wrapper functions Ta otroia Ba déxovTal Ta idla opicuara pe Ta system calls. lMNa
TapAdEIyua:

#define __ NR_dummy_sys 341

/* Use either a macro */
#define dummy_sys(argl) syscall(__NR_dummy_sys, argl)

/* Or a wrapper function */
long dummy_sys(int argl) {

return syscall(__ NR_dummy_sys, argl);
}

‘ET01, 0TO DOKIHACTIKO 0O¢ TTPOYPANKa Ba UTTopEiTe aTTAd VO YpAWEeTE
dummy_sys(42) kai va KAnBei To cwoTo system call pe Ta cwoTd arguments.

2nueiwan:

Av éxeTe header files ue opiopoUg yia véoug TUTTOUG Kai structs, TTPETTEI va Yivouv KI auTd
include ata demo TTpoypduuaTta TTou Ba ypawerte. MNa va yivel auté Ba TTpéTel va Ta
peTapépeTe aTo Guest OS kal iowg xpelaoTei va dwaoeTe 1O path pe Ta header files auté katd
TN SIAPKEID TNG METAYAWTTIONG. ZUYKEKPIPEVA, Ba XpelaoTei va opioeTe TO struct d_params
waoTe va gival opatd o€ user level. Na Tov Adyo auTd, UTTOPEITE va TTPOCBECETE TOV OPICHO
yia To struct auté padi pe Ta macros i wrapper functions Twv system calls. OAol o1 opiguoi
QuUTOI PuTTOPOUV va ToTToBeTNB0oUV aTo apXeio /usr/include/unistd.h TTou uttdpyxel oto Guest OS
Kal To oTroio Ba KaveTe include o€ OAa 0ag Ta SOKINACTIKA TTPOYPAU AT,




