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T( elvat Thread

@ AlooOnTkA:
@ Evac amnd toug moAA0DG MapAAANAOLG LTIOAOYLOPODG TIOV
y{vovtal evtéc plag diepyaciag
@ YAomnoinon:
@ Evoac¢ KataxwpnTric Program Counter kat éva stack
@ To heap kot ot static meploxéc uvung elvat kKowég peTagd
6Awv Twv threads tov process
@ OAa ta mpoypduuata £€xouvv TovAdylotov €va thread
(main())
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YAomoinon tTwv Threads

@ Evag program counter kat pla oto{Ba
e O stack pointer kat o program counter anobnkebovtal oTn
pMvAuN éco Tto thread 6ev ekteAeiTat
e MMepléyovtal oe hardware registers (esp, eip) kdmnolov
nuprAva 6co to thread ekteAeltal
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MAcoveKTANATA-MELOVEKTAMA T

@ Ta threads pmopoOv va avEncovy TNv TaxdTNTA
o Anuovpyla napaAAnALopol o€ Map&dAANAOLC EMEEEPYATTEC
o KaAdg tpémog va yivouv tavtdypova To /0 Kal
computation

@ duOLKO yLa TTOAAA MTPOYPAUPATLOTIKA HOVTEAQ

e Event processing
e Simulations

@ MelovekTApaTa: AvENUévn MOALTIAOKOTNTA
o O mpoypauuaTIoTAC MPEMEL va oKEPTETAL YL safety,
liveness, composability
@ Kowé heap, c0vBeta interleavings Kal oelpéC EKTEAEONG
@ AvEnuévn xpnon mépwv
o Mmnopel va yivel mpéBAnua ye oversubscription
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Thread Programming Model

@ Threads unidpyouvv o€ TIOAAEC YAWOOEC
e C, C++, C#, Java, Smalltalk, Objective Caml, F#, ...
@ Xe kdmotleg YAwooeg (mn.x., C, C++) ta threads vndpyovv
w¢ add-on library
o Aev glvat pépoc tou language specification
o Mo avaAuTikA mapovaoioon Twv npoBANudTwy, delte TO
paper: “Threads Cannot be Implemented as a Library”
(MpoalpeTLK))
@ XTn yAwooa Java ta threads sivat pépog tou language
specification
o Yndpyxel pobnuatikomnoinon tou “Java Memory Model” ue
TUTILKG OpLOUS
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IEVERRIGERS

@ Kdbe mpdypapua £xeL TOLAGYLOTOV €va thread, Tn main
@ ZeKwd and to JVM yia va ekTteAéoel TN péBodo main() TNG
£QAPHOYNG
@ Tomain() thread unopel va dnuiovpyrosL meploocdTEPQ
threads

e Apeoa: xpnolgonowwvtac tnv Thread class
o Eupeoa: KAAWVTOC BBALOBAKEC TIOL XPNOLUOTOLO0V
threads

@ RMI, Applets, Swing/AWT, ...
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Ta Java Threads wc¢ Objects

@ H Java eivat Object Oriented yAwooa
e Xpnowuomotel OO0 yla va ekppdoel Ta threads
e Onwc kat ol teplacdtepeg OO YAWOOECG TIPOYPAUUATIOUOD
@ [ va dnuovpynoete éva véo Java Thread:
e Instantiate éva avtike{uevo Thread
@ AvTike{nevo Tng kKAdong Thread rj onolovdrinote subclass
Touv Thread
o KaAéote Tn nEOOOO start() TOU AVTIKELUEVOL
@ Auté Ba dnulovpyrioel véo thread
@ To véo thread Ba £eklvAoEL (aOoOYXPOVA) EKTEAWVTAC TN
pnéBobo run() tou
@ H ekTéAeor Tov Ba yivel mapdAAnAa pe to “parent” thread
@ To véo thread teppatiCel 6Tav TeAELWOEL N PEBOSOG run()
TOoL
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Napdadetypa: Alarms

@ XT1dX0G: oplopécg alarms nov Ba evepyomnotnbolv oTo
HEAAOV
o Input: xpdvoc oe t devtepdAenTa, TO Hivuua m oL Ba
TUNWOE(
@ Result: To pAvupa m Ba TunwOel petd and t devtepdAenTa
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Mapddetypa: Synchronous Alarms

\;\;hile (true) {
System.out.print("Alarm> ");

// read user input
String line = b.readLine();
parselnput(line); // sets timeout

// wait (seconds)
try {
Thread.sleep(timeout * 1000);
} catch (InterruptedException e) { }
System.out.printin(”(” + timeout + ”) ” + msg);
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MapaAAnAomolnon

public class AlarmThread extends Thread {
private String msg = null;
private int timeout = 0O;

public AlarmThread(String msg, int time) {
this.msg = msg;
this.timeout = time;

}

public void run() {
try {
Thread.sleep(timeout * 1000);
} catch (InterruptedException e) {
System.out.printin(”(” + timeout + ") ” + msg);
}
}
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MapaAAnAomolnon

\;\;hile (true) {
System.out.print("Alarm> ");

// read user input
String line = b.readLine();
parselnput(line); // sets timeout

if (m!=null) {
// start alarm thread
Thread t = new AlarmThread(msg, timeout);
t.start();
}
}
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EvaAAakTikrl: Runnable Interface

@ H kAnpovoutkdtnta and tnv kAdon Thread amokAeiet
dlagpopeTikd parent class
@ Avti ywa class extend, vAomnoinon tov interface Runnable
@ AnAWVEL 4TL N KAdonN €xel o péBodo void run()
@ Anuwovpyia evéc Thread amnd éva Runnable

@ Constructor Thread (Runnable target)
e Constructor Thread (Runnable target, String name)
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Mapddetypa

public class AlarmRunnable implements Runnable {
private String msg = null;
private int timeout = 0O;

public AlarmRunnable(String msg, int time) {
this.msg = msg;
this.timeout = time;

}

public void run() {
try {
Thread.sleep(timeout * 1000);
} catch (InterruptedException e) {
System.out.printin(”(” + timeout + ") ” + msg);
}
}
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Mapddetypa

\;\;hile (true) {
System.out.print("Alarm> ");

// read user input
String line = b.readLine();
parselnput(line); // sets timeout

if (m!=null) {
// start alarm thread
Thread t = new Thread(new AlarmRunnable(msg, timeout));
t.start();
}
}
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MEpaoua MOPAUETPWY

@ H uéBodocg run() dev déxeTal MAPAUETPOLC
@ o va “nMEPACOoVUE MOPAPETPOLG” 0TOo vEo thread,
anoBnkebovpue Ta dedopéva wg private fields
@ 2to extended class
@ 2to Runnable object
o Mo nmapddeyua, Ta timeout kot msg ival private fields tou
AlarmThread class
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Concurrency

@ Concurrent npéypappa eivat avtd mov €xel MOAAA threads
EveEPYA TavTté)pova
o Mmnopel va ekteAe{tal og éva CPU
@ O eneEepyaotAg aANGlel peta€ threads
@ O Thread scheduler anogaoiCel
@ Context-switching pnopel va oupRel onotadrimote oty
o Mnopel va ekteAeltal mapdAAnAa gg moAvndpnvn pnxavi
@ Kdbe CPU core ekteAel éva thread
@ Mnope( va vnidpyovv nmdvw and éva threads avd CPU core
@ Ta Threads nov e{yav Slakonel pnopsl va guvexioovv otov
(6o ) og dlagopeTikd CPU core
@ H moAltikr tou scheduler pnopel va dLapépel avdAoya e TO
JVM
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Concurrency kot Kown Mviun

@ To concurrency e{vat e0koAo av Ta threads dev
oAANAETLO POV

o KaBe thread xpnotpornotel 6ikd tov avtike{peva, KAvel
TOTILKA 6, TL BEAEL
o Tumikd, ta threads mpéneL va eMKOWWYHRTOLY

@ H emkowwvia yivetal é€xovtag shared data

@ MoAAG threads punopolv va €xovv npdoBacn oto heap
TouTéYPOVA
o H emkowwvia yivetatl ypdeovtac Kot dtaBdlovtac Ta (dLa
avTIKE(HEVA
o Writes Kat reads pnopel{ va y{vouv pe onowadrnote
interleaved oslpd
@ To hardware aAA&TeL TN OogLpd Twy instructions f Twv
MNVLUGTWY peETAED hardware components
@ O scheduler unopel va nmpokaAéael anpdBAenTa interleavings
@ O compiler ymopel va aAAGEEL TN OELpd TOL KWOLKA
@ Xpeldletal mpoooyr yla TNy ano@uyr MPoBANUATWY!
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Napddetypa Data Race o€ Java Threads

public class Example extends Thread {
private static int counter = 0; // shared state

public void run() {
int y = counter;
counter =y + 1;

}

public static void main(String args[]) {
Thread t1 = new Example();
Thread t2 = new Example();
tl.start();
t2.start();
}
}
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2UYXPOVLOUOC

@ Mnyoaviouol mov eAEyX0oLY T OElPd EKTEAEONG HETOAED
threads
@ “®LA0COoPLKA":
e Ta threads “napdyouvv” 6Aa Ta Suvatd executions pe 6Aa
To duvatd interleavings kat timings
o Kamoieg tétoleg ekteAéoelg elval cwoTEég, KEmoLeg o)L
o Kd&Be pnyxaviondg ouyxpoviopol £xeL 0TtdXo va “apalpéael”
AGO0C eKTEAETELC QMO TO XWPO TWY MBAVWY EKTEAETEWVY
o NMeplopiCovtog Ta mBavd interleavings

@ ALQQOPETIKEG YAWOOEC XPNOLUOTIOLOUY SLAPOPETIKODG
HNXOVLOUO0G OGLYXPOVIOUOD - HEPLKEG POPEC HE TOo (Blo
ovopua!

@ H Java €xeL apKETOOC TETOLOUG UNXOVLIOUOUG
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interface Lock {
void lock();
void unlock();

-

class ReentrantLock implements Lock { ... }

@ Mdvo éva thread pmnopel va kpatd to lock avd ndoa
oTLyun
@ AAAa threads mov mpoomnaBolv va ndpouvv To (6Lo lock Ba
oTapaticouvy pExpL va sival SltaBEatpo
@ Reentrant lock: pnope( va to Eavamndpet to (6o thread mov
TOo €xEL i0N
o Ooec popéc BéAeL
o Aev pmnope( dAAo thread va kAelWdwWaoel to lock péxpL va yivel
release tov {610 apLOUS POPWVY TIOU KAELOWONKE
o (M avtd AéyeTal “re-entry” (Kot xpeldleTal “re-exit”)

Pratikakis (CSD) IEVERGIEEG CS342, 2024 20/95



Mapddetypa ZuyxpoviouoL ue Locks

public class Example extends Thread {
private static int counter = 0;
static Lock lock = new ReentrantLock();

public void run() {
lock.lock();
int y = counter;
counter =y + 1;
lock.unlock();

}
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Agv VTIAPYEL OLYXPOVLOUOG LETAED

dlapopeTikwy locks

static int counter = 0;
static Lock | = new ReentrantLock();
static Lock m = new ReentrantLock();

public void inc1() {
I.lock();
counter++;
I.unlock();

}

public void inc2() {
m.lock();
counter++;
m.unlock();

}

@ AuTO Tto mpdypapua £xeL race condition
@ Ta threads neptuévouy pévo av mpoomadrioovy va IdPOoLY
lock ov €xeL dAAo thread
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Epwtnon

static int counter = 0;
static int x = 0;

while (x '=0) ; while (x '=0) ;
X =1; x=1;
counter++; counter++;

x = 0; x = 0;

Pratikakis (CSD) IEVERGIEEG CS342, 2024 23/95



Epwtnon

static int counter = 0;
static int x = 0;

while (x '=0) ; while (x '=0) ;
X =1; x=1;
counter++; counter++;

x = 0; x = 0;

@ Eva thread pnopel va otapatriosl uetd to while aAAd
TP YPAYeL 0TO X

@ Oa undpyouv d0o threads mov vouiCouv GTL £xoLV TO
“lock”!

@ AuTO AéyeTal Kal busy waiting: KaTavaAwvel KOKAOLG TOL
EMeEEPYAOTH MEPLPLEVOVTOAC
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Mapddetypa Reentrant Lock

SN i € = O void returnAndinc() {
static Lock | = int temp:
new ReentrantLock(); b

void inc() { Lé';;kﬁ;c.

I.lock(); inc(;

C++; ock():

I.unlock(); ) I.unlock();
} 4

v

@ To reentrancy eilval xpriowo enetdr] K&Be peBodog pnopel
va Kdvel acquire/release ta locks mou ypetdletat
aveEdpTnTa

o Agv xpeldleTal 0 MPOYPAUUATIOTAG va EEPEL av AUTOG IOV
KaAel Tn péBobo €xel idn to lock
@ O KWBIKAC MPOKOMTEL TILO ATAGG, ELAVAYVWOTOC
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Deadlock

@ lMpokumntel deadlock 6tav kavéva thread 6ev pmnopel va
npoxwpnoet eneldr} 6Aa ta threads nmepluEévouy yLa KAMOLO
lock

@ Kavéva thread 6ev ekteAeltal, dpa Kavéva thread dev
propel va a@roel To lock Tou yla va emTpEéYel oe AAAO va
TPOXWPNOEL

Lock m = new ReentrantLock();

Lock | = new ReentrantLock(); J

I.lock(); m.lock();
m.lock(); I.lock();
m.unlock(); I unlock();
I.unlock(); m.unlock();
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Deadlock

@ MEPLKECG EKTEAETELG MPOYXWPODV KAVOVLKA
o To thread 1 ekteAe{tal wg To TEAOG, KOL LETE eKTEAE({TOL
To thread 2
@ MpbBANua étav
@ Thread 1 acquires 1
e Thread 2 acquires m
@ Deadlock:

@ To thread 1 npoomnaBel va KAEWOWOeL TO M
@ To thread 2 npoonaBel va kAeWbwaoeL to 1
o Kavéva 6gv mpoxwpd, eneldr to &AAo thread €xeL to lock
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O ypdopoc Twv wait

@ Wait graph
o KdaBe thread sivat évag kéuBog
o KdB¢e lock elval évag kKOuPBog
@ H akun and to L ogto Threadl vndpyel av €xeL to lock
@ Anuovpyeitat akul Threadl oto m 6Tav npoonadriostL va
KAelbwoel to lock
e O ypdgpoc wait avamnaplotd éva onuelo TNG EKTEAEONG

@ Yndpxel deadlock étav vndpyel KOKAOG

@ To npdypappa £xet deadlock av omotadrnote eKTEAEDN Oa
MTOPo0OoE va MTPOKAAETEL KOKAO

@ AOOKOAo va avanapaydel, 50okoAo oto debug
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Napaderypa Deadlock

static Lock | = new ReentrantLock();

void f() throws Exception {
I.lock();
FilelInputStream f = new FilelnputStream(”file.txt”);
// do something with f
f.close();
I.unlock();

}

v

@ To lock 1 6ev ylveTal release oe 6Aa Ta mBavd execution
paths
@ Mnopel va cuuBel File Exception kat va peivat acquired
amné to thread
@ oAU mBavd va npokaAéoel deadlock apydtepa
o Akdpn duokoAdTtepo va yivel debug
e To deadlock Ba gpgaviotel og MBaVWG doxeto onueio TG
EKTEAEONC
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Aoon: “finally”

static Lock | = new ReentrantLock();

void f() throws Exception {
I.lock();
try {
FilelnputStream f = new FilelnputStream(”file.txt”);
// do something with f
f.close();
}
finally {
// this code is executed always,
// regardless of how we exit the try block
I.unlock();
}
}
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Synchronized blocks

@ [MoA0 ouyvr xprion

o KAedbwyvw To lock, kdvw KaTL, EekAeldwvw To lock og kKABe

nepintwon (n.x., finally)
@ H Java éxeL €16ké language construct yu avtd TO pattern
xprong
@ synchronized (obj) { body }
@ Kdbe Java object éxel éva lock
o KAewdbwveTal to lock Tou avTIKELUEVOL 0Obj

o EkteAe(tat 1o body
o ZekAewbwveTal to lock pe Tnv €£060 and to syntactic scope

@ Akdéun kal o€ nepintwon exception f explicit return
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Mapddetypa

static Object o = new Object();

void f() throws Exception {
synchronized (0) {
FilelnputStream f = new FilelnputStream(”file.txt");
// do something with f
f.close();
}
}

v

@ To lock TOU AVTIKELUEVOL O KAELBWVETAL TIPLY EKTEAEOTEL
To block
o ZekAewbwveTal Byalvovtag amnd to block scope, akéun kat
ME exception
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Object locks

@ lMpoooyr: To avtike(pevo Kat To lock mov Tov avtioTolyel
elvat dlagopeTikd mpdyuata!

@ To 0Tl to lock €vog avTiKELMEVOL e{val KAEWBWUEVO OE
oTapoTd GAAa threads ané to va KaAéoouvv neBEdouG, va
€xouv npdoBacn ota nedla, KA.
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Mapddetypa

class C {
int counter;

void inc() {
synchronized (this) {
counter++;

c.inc();

@ To mpdypaupa €xeL data race;

Pratikakis (CSD) IEVERGIEEG CS342, 2024 33/95



Mapddetypa

class C {
int counter;

void inc() {
synchronized (this) {
counter++;
}
}
}

C c = new C();

c.inc(); c.inc();

@ To mpdypaupa €xeL data race;

o Oy, kal ta 600 threads kAewdwvouv locks oto (Blo
avTLKE({EVO TIPLY K&Vouv access Ta shared data
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Mapddetypa

class C {
int counter;

void inc() {
synchronized (this) { counter++; }

}

void dec() {
synchronized (this) { counter--; }
}
}

(l:”c = new C();

c.inc(); c.dec();

@ To mpdypaupa €xeL data race;
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Mapddetypa

class C {
int counter;

void inc() {
synchronized (this) { counter++; }

}

void dec() {
synchronized (this) { counter--; }
}
}

(l:”c = new C();

c.inc(); c.dec();

@ To mpdypaupa €xeL data race;
o Oy, kot ta 600 threads kAewdwvouv locks oto (Blo
avTLKE({EVO TIPLY K&Vouv access Ta shared data

Pratikakis (CSD) IEVERGIEEG CS342, 2024 34/95



Mapddetypa

class C {
int counter;

void inc() {
synchronized (this) {
counter++;
}
}
}

(l:”cl = new C();
C c2 = new C();

cl.inc(); c2.inc();

@ To mpdypaupa €xeL data race;
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Mapddetypa

class C {
int counter;

void inc() {
synchronized (this) {
counter++;
}
}
}

(l:”cl = new C();
C c2 = new C();

cl.inc(); c2.inc();

@ To npdypapua €xet data race;
@ Oy, ta threads KAEWBWVYOLY BLOPOPETLKA locks, aAA&
YPAPOULY OE BLAPOPETIKA QVTLKE(EV
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Synchronized Methods

@ Xpnon tou synchronized keyword yla oploué pLag
HEBOBOL WG synchronized

@ To (6Lo pe ouyxpoviopd ndvw oto lock TOL AVTLIKELPLEVOL
this otov KWOKaA TN pEOSSOoL
@ EukoAdTEPO va ekppaoTel To (Blo pattern

@ Ta mapakdTw nMpoypdupata £€xouv To (dlo vénua:

class C {

int counter; d?nstsc%u{nter'
void inc() { i id i
synchronized (this) { s‘:;ﬁgzgﬂie'd votd ine0 |
counter++; } ’
¥ ¥
}
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Mapddetypa Synchronized Methods

class C {
int counter;

void inc() {
synchronized (this) {
counter++;
}
}

synchronized void dec() {
counter--;
}
}

C c = new C();

c.inc(); \ c.dec();
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Synchronized static methods

@ lMpoaooyri: Ou static methods kAgldwvouv To class object!
o Agv umdpyel this yia va yivel lock

class C {
int counter;

synchronized void inc() {
counter++;

}
static synchronized void dec() {
counter--;

}
}

é”c = new C();

c.inc(); c.dec();
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Thread Scheduling

@ Otav moAAd threads potpdlovtat éva CPU core
o MMéte mpénel va otapatriosl To thread mov ekteAeltay;
@ Moudé thread mpénel va eivatl 1o enéuevo;
@ Eva java thread pnopel va kavel yield() to CPU core mov
EXEL
@ H kAon otn yield() pmopel va ayvonBel amnd to JVM
@ Preemptive schedulers
@ Mmnopolv va kdvouv de-schedule to thread mouv ekteAeiTal
OTIOLAOATOTE OTLYUA
o Agv yxpnaotpotmotobvtal and 6Aa ta JVMs
o Eva thread mouv éxel KOAAOEL 0€ emavaAnyn pmnopel va unv
Kdvel moté yield
o Meplkég popég elval KaAd va KaAe({tail n yield() amnd tov
Kwdlka péoa ota loops

@ Ta threads yivovtat de-schedule 6tav kdvouv block
@ Lock, I/0, etc.
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Thread Lifecycle

@ To thread mouv ekteAe(Tal mEPVAEL amd SLAPOPETIKES
QA&oELg

o New: Anulovpyndnke aAAd 6ev dpxLoe akdOun

o Runnable: EkteAs(tal avutr Tn otiyun fj ynopsi va
ekTeAeoTel og onolodrinote eAe0Bepo CPU core

o Blocked: Mepiuével yia 1/0, lock, i k&moto &AAo
synchronization operation

o Sleeping: Paused yLa Kdmolo dtdotnua KabBoplouévo amd
TOV MPOYPAUHUATIOTH

o Terminated: Exel teAcwwoel, 6ev ekTeAe(TaL
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Moo thread skteAs(Tal?

@ Avalritnon oe 6Aa ta runnable threads
@ Yndpyel kdmoto mov PoALg €ywve unblocked?
@ Kamowo lock €ywve release
@ 1/0 €ywe dLabéouo
@ TeAelwoe To sleep
@ AlaAgéyel éva thread kot To ekTeAEl
@ Mnopolue va eMNPEACOVUE TNV MPOTEPALOTNTA HE TNV
setPriority(int)
@ YynAn T npotepatdtnTag onpaivel 6Tl Ba emAeyel
mpwTA
o MBavdtata dev vmdpyel Adyog va kabBoplotel priority
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2NMAVTIKEC HEBOoBOL Tov Thread

@ void join() throws InterruptedException
o MMepLuével va TeAewoel to thread

@ static void yield()
o To Tpéxwv thread aneAsvbepwvel To CPU core

@ static void sleep(long milliseconds) throws
InterruptedException

o To Tpéxwv thread kdvel sleep yla tov kaboplopévo xpdvo
@ static Thread currentThread()
e Emotpégpel To Thread object touv thread mov ekteAe(Tal
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Mapddetypa: Alarm

while (true) {
System.out.print(”Alarm> ");

// read user input
String line = b.readLine();
parselnput(line); // sets timeout

// wait (seconds) asynchronously
if (msg != null) {
// start alarm thread
Thread t = new AlarmThread(msg, timeout);
t.start();
// wait for the thread to complete
t.join();
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Daemon Threads

@ void setDaemon(boolean on)
@ OplCeL 6TL €va thread eivat daemon thread
o lMpémeL va tebel mpv Eekvrioel n ekTtéAeon tou thread
@ KdBe véo thread amoktd avtéuaTa TNV KATAOTACNH TOL
thread mov to 6nuLolpPynoE

@ H ektéAeon Tou MpoypduuaToC TepHaTiCel 6Tav Hev
pelvouv threads mov va Tpéyxouvv

@ Ektéc and ta daemon threads
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BaolkEC ApYEC

@ [oAAd& threads mouv ekteAobvTal TavTtdXpOvVa
o E{te mpayuatikd o moAA& CPU cores
o Eite ylvovtal schedule wote va xpnotuomnolodv évav
enegepyaoTn
@ Eva thread mou ekteAel{tal pnopel va yivel pre-empted
OTOLABATMOTE OTLYUA
@ 'H ouvbvaoudC TWVY MaPATEVW
@ Ta threads pmopoOv va potpdalovtal dedouéva
@ XTnv Java, pévo ta fields pnopodv va elvat shared
o Mpénel va ano@lyouvue To interference
@ KoAn npaktikr 1: To thread kpatd éva lock étav ypdoeL A
dLaBalel shared dedopéva
@ KaAr mpaktikr 2: To lock 6ev ylvetal release péxptl ta
shared 6edopéva va EavaBpebolv o valid state
@ YnepPBoALKr xprion synchronization pnopel va mpokaAéoet
deadlocks
@ Rule of thumb: Agv punope( va vndp&el deadlock av K&be
thread kpatd éva pévo lock k&be otiyur
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Producer - Consumer Design Pattern

@ Eotw 6711 800 threads €mKowwvoOv YE YL KOWA
METABANTA
e [.x., k&molov €{doug buffer mov KpaTd pnvopaTa
‘Eva thread mapdyet eicodo atov buffer
Eva thread katavaAwvetl dedopéva and tov buffer
Mg vAomole({tal avTtd;
@ Me xprion condition variables
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interface Lock { Condition newCondition(); ... }
interface Condition {

void await();

void signalAll();
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@ Eva Condition dnulovpyeital xpnolpomnowwvtag Eva Lock
object

@ Hawait() kaAeltal pe to lock va glvat acquired

o AmeAgvBepwvel To lock

@ AAAG 6xL dAAa locks mou kKpatd avtd To thread

@ BaleL to tpéyov thread oto wait set yL avtd to lock

e Xtauoatd (Block) to thread
@ H signalAll() kaAe{tal pe to lock va elvat acquired

@ ZeKkwd 6Aa ta threads oto wait set Tou lock
e Autd Ta threads mpoonaBolv va EavakAsldwaoouv to lock
npw ovveyxioovv
@ Mdvo éva Ba Ta KaTapépeL
@ Av To thread nov ta katagépet elxe ylvel block péoa otnv
await () ovvex(Cel pe to lock va eival acquired
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Mapddetypa: Producer - Consumer

Lock lock = ReentrantLock();

Condition ready = lock.newCondition();
boolean valueReady = false;

Object value;

Thread 1 Thread 2

void produce(Object o) { Object consume() {
lock.lock(); lock.lock();
while (valueReady) while (!valueReady)
ready.await(); ready.await();
value = o; Object o = value;
valueReady = true; valueReady = false;
ready.signalAll(); ready.signalAll();
lock.unlock(); lock.unlock();
} )
V. .
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MpotwAoTe avtd To design pattern

@ El{vatl n owoth Abon oto npdBAnua
o Mnopel va gaiveTtal Mo eOKOAO va XPNOLUOTOLAOETE TA
locks Gueoa oTov KWOLKA
o E{vat moAd 60okoAo va yivel cwaoTtd
o Ta MPOoBAAPATA TTIOL TMPOKOTTOLY UE AAAEC LAOTIOLAOELG
e{vat ouyva subtle, éxL mpogavi
@ M.x., To double-checked locking €xel bug

Pratikakis (CSD) IEVERGIEEG CS342, 2024 50/95



Napddetypa: BROKEN code (1)

Lock lock = new ReentrantLock();
boolean valueReady = false;
Object value;

Threadl R Thread 2

void produce(Object o) { Object consume() {
lock.lock(); lock.lock();
while (valueReady); while (!valueReady);
value = o; Object o = value;
valueReady = true; valueReady = false;
lock.unlock(); lock.unlock();
} )
V. .
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Napddetypa: BROKEN code (1)

Lock lock = new ReentrantLock();
boolean valueReady = false;
Object value;

Threadl R Thread 2

void produce(Object o) { Object consume() {
lock.lock(); lock.lock();
while (valueReady); while (!valueReady);
value = o; Object o = value;
valueReady = true; valueReady = false;
lock.unlock(); lock.unlock();
} )
V. .

@ AuTO To mpdypapua eivat AdBog

@ Deadlock: ta threads mepipévouy evw Kpatolv To lock,
dev mpoxwpd Kaveic
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MNapddetypa: BROKEN code (2)

Lock lock = new ReentrantLock();
boolean valueReady = false;
Object value;

Threadl R Thread 2

void produce(Object o) { Object consume() {
while (valueReady); while (!valueReady);
lock.lock(); lock.lock();
value = o; Object o = value;
valueReady = true; valueReady = false;
lock.unlock(); lock.unlock();
} )
V. .

@ Kt autd to npdypapa eivat Aabog

@ Data Race: n npdéoBaon otn valueReady yivetat xwpic To
thread va €xeL to lock
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Napddetypa: BROKEN code (3)

Lock lock = new ReentrantLock();
Condition ready = lock.newCondition();
boolean valueReady = false;

Object value;

Threadl Qi Thread 2

void produce(Object o) { Object consume() {
lock.lock(); lock.lock();
if (valueReady) ready.await(); if (!valueReady) ready.await();
value = o; Object o = value;
valueReady = true; valueReady = false;
ready.signalAll(); ready.signalAll();
lock.unlock(); lock.unlock();
} }
V. y

@ Kt auTtd to npdypapua sivat Adboc!
@ Correctness: T{ 8a yivel av mpokOYouv madvw amnd Eva

producer kKat consumer threads;
CS342, 2024 53/95
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Condition Interface

interface Condition {
void await();
boolean await(long time, TimeUnit unit);
void signal();
void signalAll();

@ await(t, u) MEPLUEVEL YL XpOvo t Kal HETA OTOPATA TNV
ovapovi
@ Boolean result: false av o xp6vog avapovig TeAslwoe mpwv
va eMoTPEYeL N néB0dOC, aAALWC true
@ signal() &uvmd poévo €va and ta thread mov mepLuévouy
@ AOOKOAO va ekTteAeoTEl oWOTA

@ Mpotwdtepo 6Aa ta threads va eival {(oa, kat va xelpiCovtatl
exceptions owotd

o MpoTwudTtepn n xprion Tov signalAll()
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Ofpata otn xprion await kat signalAll

@ Hawait() nmpénet va elval pEéoa oe emavdAnyn
@ Mnv vnoBéoete 6TL dTaV emoTPEYEL To condition elval
aAnBég
o Mnopel va vndpyouv MOAAA threads mouv “katavaAwvouv”
To condition
@ Ano@UyeTe va kpatdte dAAa locks 600 éva thread
TIEPLUEVEL
e Hawait() ameAevBepwvel pévo ta locks Tov avtikeluévou
TIOU TIEPLUEVEL

@ Aev vndpyxel Condition object yia 800 locks
@ Mnopoolpe va €xovue 60o Condition objects oto (dlo lock
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Blocking Queues

@ Interface tou Producer-Consumer pattern

interface Queue<E> extends Collection<E> {
boolean offer(E x); // produce
// waits for queue to have capacity

E remove(); // consume
// waits for queue to become non-empty

@ AUo xpriolpa implementations
o LinkedBlockingQueue (FIFO, may be bounded)
e ArrayBlockingQueue (FIFO, bounded)
@ Yndpyovv KL &AAa, delte oto documentation
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Wait kot NotifyAll (1)

@ MaAwdtepo synchronization (Java 1.4)
@ Xtnv Java 1.4, vnipxe Hévo n synchronized yla kKAE{Bwua
lock

o Kd&Be avtikeipevo €xel éva lock
o Kd&Be avtikei{pevo €xel éva wait set
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Wait kot NotifyAll (2)

@ 0o.wait()
o Mpémet va sival kAeldwpévo Tto lock Touv o (Héoa oe
synchronized block)
e AneAgvBepwivel To lock
o Kavéva dAAo
e MpoaBétel 1o thread oto wait set Tov lock
@ Kdvel block to thread
o Otav emotpéyel to lock Ba elval Eavd acquired

@ o.notifyAll()
o Mpénet To lock Tov 0 va elvat KAELOWPEVO
@ ZeKwad 6Aa ta threads oto wait set Tov o
e Autd Ba mpoomabrjoouv va EavakAeldwaouy To lock mpwv
ouveyioovv (mpw emotpéypel nwait())
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Producer - Consumer otn Java 1.4

public class ProducerConsumer {
private boolean valueReady = false;
private Object value;

synchronized void produce(Object o) {
while (valueReady) wait();
value = o;
valueReady = true;
notifyAll();

synchronized Object consume() {
while (!valueReady) wait();
valueReady = false;
Object o = value;
notifyAll();
return o;
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InterruptedException

@ Exception mou mpokOMTEL av KAMola concurrency
operations dlakomovv

e wait(), await(), sleep(), join(), and
lockInterruptibly ()

e Emiong mpokimTeL av kKANBoLY evw €xeL yivel set To
interrupt flag

@ To exception v npokOMTEL av TO thread neplpével o€
Java 1.4 lock i o 1/O
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InterruptedException

class Object {
void wait() throws InterruptedException;

interface Lock {
void lock();
void lockInterruptibly() throws InterruptedException;

interface Condition {
void await() throws InterruptedException;
void signalAll();
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Designing Objects for Concurrency

@ Isolation
@ Avoid interference by not sharing
@ Immutability
e Avoid inteference by avoiding change
@ Locking
@ Dynamically guarantee exclusive access
@ Splitting Objects
e Changing representation to facilitate concurrency control
@ Containment
o Guarantee exclusive control of internal components
e Manage ownership
@ Protect unhidden components
@ Alternatives to Synchronization
e volatile variables and the Java Memory Model
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Isolation

@ Objects that are not shared cannot suffer interference

o Heap objects accessible only from current thread
e Parameters and local variables

@ Applies to references, not the objects to which they refer
@ java.lang.ThreadLocal

@ Simplifies access from other objects running in the same
thread

@ No need for any synchronization
@ Objects can be accessed by multiple threads as long as
they are isolated to one thread at any given time
e Transfer of ownership protocols

@ Thread 1 uses the object, hands off to Thread 2 and then
never accesses the object again

e Transfer still requires synchronization
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Thread Local Data

@ Suppose you want to run multiple web servers, each on
one thread, each using a different document directory

@ Could define a documentRoot field in the WebServer class

@ Or, define the document root as a variable tied to each
Thread object

@ The easiest way: use java.lang.ThreadLocal
e Equivalent to adding instance variables to all Thread
objects
@ No need to define subclasses or control thread creation
@ All methods running can access thread local data when
needed

e Frequent use: package accessible statistics

@ No interference when all accesses happen within the
same thread
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Example: ThreadLocal

public class WebServer {
static final ThreadLocal documentRoot = new ThreadLocal();

public WebServer(int port, File root) throws IOException {

documentRoot.set(root);

}

private void processRequest(Socket sock) throws IOException {
File root = (File) documentRoot.get();
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When to use ThreadLocal

@ Variables that apply per activity, not per object
e E.g., timeout value, transaction ID, current dirctory, default
parameters
@ Replacement for static variables
e When different threads should use different values
@ Tools to eliminate the need for synchronization

e Used internally in JVM to optimize memory allocation, lock
implementations, etc.
e E.g., per-thread caches, slabs
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Stateless Objects

class StatelessAdder {
int addOne (inti) { returni + 1; }
int addTwo (inti) { returni + 2; }
}

@ There are no special concurrency concerns

e No per-instance state, therefore no storage conflicts

o No data representation, therefore no representation
invariants

@ Multiple concurrent executions, therefore no liveness
problems

e No interaction with other objects, therefore no requirement
for synchronization protocol

@ Example: java.lang.Math
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Immutable Objects

class ImmutableAdder {
private final int offset;
ImmutableAdder(int offset) { this.offset = offset; }
int add(int i) { return i + offset; }

}

@ Object state frozen upon initialization
o Still no safety or liveness concerns
e No interference as per-instance state never changes
e Java final fields enforce most senses of immutability
@ Immutability often suitable for closed Abstract Data Types
e E.g., String, Integer, etc.
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@ Strict containment creates islands of objects
e Applies recursively
@ Allows code of “inner” objects to run faster
e Works with legacy sequential code
@ Requires inner code to be communication closed
@ No unprotected calls into or out of island
@ Requires outer objects to never leak inner references
@ Or uses ownership transfer protocol

@ By convention, can be difficult to enforce and check
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Example: Containment (1)

class Statistics { // Mutable!
public long requests;
public double avgTime;
public Statistics(long requests, double avgTime) {
this.requests = requests;
this.avgTime = avgTime;
}
}

@ Fields are public and mutable
@ Therefore, instances cannot be shared

@ Can be safely contained within a WebServer instance
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Example: Containment (2)

class WebServer {

private final Statistics stats = new Statistics(0, 0.0);
public synchronized Statistics getStatistics() {
return new Statistics(stats.requests, stats.avgTime);
}
private void processRequest(Socket sock) throws IOException {
synchronized(this) {
double total = stats.avgTime * stats.requests + elapsed;
stats.avgTime = total / (++stats.requests);
}
}
}

@ Cannot expose mutable state
e Instead, make copies
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Hierarchical Containment Locking

@ Applies when logically contained parts are not hidden
from clients

@ Avoids deadlocks that could occur if parts were fully
synchronized

@ All parts use lock provided by the common owner
@ Can use either internal or external conventions
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Internal Containment Locking (1)

class Part {
protected Container owner_; // Never null
public Container owner() { return owner_; }
private void bareAction() { /* unsafe */ }
public void m() {

synchronized (owner()) { bareAction(); }

}

}

v

@ Visible components protect themselves using their
owner’s locks
e Parts do not deadlock when invoking each other’s methods
e Parts must be aware that they are contained
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Internal Containment Locking (2)

class Container {
class Part {

public void m() {
synchronized (Container.this) { bareAction(); }
}
}
}

@ Implemented using inner classes
@ Do not require synchronized blocks synchronization

e Shared Lock objects
@ Transaction locks
e etc.
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External Containment Locking

class Client {
void f(Part p) {
synchronized (p.owner()) { p.bareAction(); }
}
}

@ External: rely on clients to provide locking (client-side)
@ Used in AWT
@ java.awt.Component.getTreelLock()

@ Can sometimes avoid more locking overhead
@ ... at price of fragility
e Can manually minimize use of synchronized
o Requires all callers to obey convention
o Effectiveness depends on context
@ Breaks encapsulation

@ Does not work with fancy schemes that do not rely on
synchronized blocks or similar methods of locking
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Subclassing Unsafe Code (1)

@ Assume a method written in native code

class HandlerHelper {
native void mountFileSystem();
}

@ Suppose our method processRequest invokes
mountFileSystem();
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Subclassing Unsafe Code (2)

@ We do not trust this class to be thread-safe

@ Wrap calls in synchronized blocks (i.e., containment)
e Or, create a simple subclass that adds synchronization and
instantiate that class instead

class SafeHandlerHelper extends HandlerHelper {
synchronized void mountFileSystem() {
super.mountFileSystem();
}
}

o Localizes synchronization control where it is required
@ Subclassing is usually the most convenient way to do that

@ Can also use unrelated wrapper classes and delegate
@ Can generalize to “template method” schemes (later)
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State Dependent Actions

@ State Dependence
@ Balking

@ Guarded Suspension
@ Optimistic Retries

@ Specifying Policies
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Examples of State Dependent Actions

@ Operations on collections, streams, databases

@ Remove an element from an empty queue
e Add an element to a full buffer

@ Operations on objects maintaining constrained values
e Withdraw money from an empty bank account
@ Operations requiring resources
e Print a file
@ Operations requiring particular message orderings
@ Read an unopened file
@ Operations on external controllers
o Shift to reverse gear in a moving car

Pratikakis (CSD) IEVERGIEEG CS342, 2024 79/95



Policies for State Dependent Actions

@ Policy choices for dealing with preconditions and
postconditions

Blind action: Proceed anyway, no guarantee of outcome

Inaction: Ignore request if not in the right state

Balking: Fail via exception if not in the right state

Guarding: Suspend until in the right state

Trying: Proceed, check if successful, roll back if not

Retrying: Keep trying until successful

Timeout: Wait or retry for a while, then fail

Planning: First initiate activity that will achieve the right

state

@ How to convey policy in code?
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Interfaces and Policies

public interface Buffer {
int capacity();  // Inv: capacity() > 0
int size(); // Inv: 0 < size() < capacity()
// Init: size() ==
void put(Object x); // Pre: size() < capacity()
Object take(); // Pre: size() > 0
}

@ Interfaces alone cannot convey policy
@ Can suggest policy
e E.g., should take() throw exception? What kind?
e Different methods can support different policies for same
base actions
@ Can use manual annotations

@ Declarative constraints form the basis of the
implementation
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Balking

@ Check state upon method entry

e Must not change state in course of checking state
e Relevant state must be explicitly represented

@ So it can be checked on entry
@ Exit immediately if not in the right state
e Throw exception or return special value
@ In these examples, throw Failure
o Client is responsible for handling failure
@ The simplest policy for synchronized objects
e Useable in both sequential and concurrent contexts
@ Often used in Collection classes, e.g., Vector
@ In concurrent contexts the host must always take
responsibility for entire check-act/check-fail sequence
@ Clients cannot preclude state changes between check and
act, so host must control
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Example: Balking Bounded Buffer

public Class BalkingBoundedBuffer implements Buffer {
private List data;
private final int capacity;
public BalkingBoundedBuffer(int capacity) {
data = new ArrayList(capacity);
this.capacity = capacity;
}
public synchronized Object take() throws Failure {
if (data.size() == 0) throw new Failure(”Buffer Empty”);
Object temp = data.get(0);
data.remove(0);
return temp;

public synchronized void put(Object o) throws Failure {
if (data.size() == capacity) throw new Failure(”Buffer Full”);
data.add(o);

}

public synchronized int size() { return data.size(); }

public int capacity() { return capacity; }

}
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@ Generalization of locking for state dependent actions

o Locked: wait until ready (not engaged in other methods)
e Guarded: Wait until an arbitrary state predicate holds

@ Check state upon entry

o If not in right state, wait
@ Some other action in some other thread may eventually
cause a state change that enables resumption

@ Introduces liveness concerns

o Relies on actions of other threads to make progress
@ Useless in sequential programs

@ Client must ensure correct state before calling
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Guarding Mechanisms: Busy wait

@ Thread continually spins until a condition holds

while(!condition) ; / spin
// use condition

@ Requires multiple CPUs or timeslicing
@ No way to determine this until Java 1.4

int nCPUs = Runtime.availableProcessors(); J

e But busy waiting can sometimes be useful

@ When the conditions latch: once true, they never become
false
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Guarding Mechanisms: Suspension (1)

@ Thread stops execution until notified that the condition
may be true

@ Supported in Java via wait sets and locks

synchronized (obj) {
while (!condition) {
try { obj.wait(); }
catch (InterruptedExceptione) { ... }
)
// use condition

}
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Guarding Mechanisms: Suspension (2)

@ Changing a condition

synchronized (obj) {
condition = true;
obj.notifyAll(); // or obj.notify()

e Or after Java 1.5, using Lock and Condition
@ Golden rule: always test a condition in a loop

e Change of state may not be what you need
e Condition may have changed again
@ Break the rule only after proving it’s safe
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Wait sets and Notification (1)

@ Every Java Object has a wait set
@ Can only be manipulated while the object lock is held
o Otherwise, I1legalMonitorStateException

@ Threads enter the wait set by calling wait()

e wait () atomically releases the lock and suspends the
thread

@ Including re-entrant locks held multiple times
@ No other held locks are released

e Timed waiting via wait(long milliseconds)
@ No direct indication that a time-out occured
@ wait() and wait(0) mean wait forever
@ Nanosecond version too
@ Similar for explicit Lock objects after Java 1.5

o Differences in versatility: interruption, timeout notification,
separate acquire - release, etc.
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Wait sets and Notification (2)

@ Threads are released from the wait set when
e notifyAll() invoked on the object (signalAll() invoked
on the condition)
@ Releases all threads
e notify() invoked on the object (signal() invoked on the
condition)
@ Releases one thread selected at “random”
@ The specified timeout has elapsed
e interrupt() method called for current thread, causes
InterruptedException
@ Spurious wakeup occurs when:
@ Inherited property of underlying synchronization
mechanisms: POSIX threads, Windows threads, Hardware
threads, etc.

@ Lock is always reacquired before wait () returns

@ Restored lock count for re-entrant locks
@ Cannot be acquired until notifying thread releases it
o All released threads contend for the lock
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Wait sets and Notification (3)

@ Avoid notify() (and signal()), only use for optimization
when all the following hold:
@ Only one thread can benefit from the change of state
o All threads are waiting for the same change of state
@ or else, another notify() is done by the released thread
@ And these conditions also hold for all subclasses!
@ Conditional notification is another optimization
e When you know for what state changes the other threads
wait
@ Warning: subclasses may invalidate your “knowledge”
@ Use of wait(), notifyAll(), notify() are similar to
e Condition queues of classic Monitors
e Condition variables of POSIX threads
e But, with only one queue per object
@ May complicate some designs and lead to nested monitor
lockouts
@ Any Java object can be used just for its wait set and lock
o After 1.5, use Lock objects
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Example: Guarded Bounded Buffer

public class GuardedBoundedBuffer implements Buffer {
private List data;
private final int capacity;

public GuardedBoundedBuffer(int capacity) {
data = new ArrayList(capacity);
this.capacity = capacity;

public synchronized Object take() throws Failure {
while (data.size() == 0)
try { wait(); }
catch (InterruptedException e) { throw new Failure(); }
Object temp = data.get(0);
data.remove(0);
notifyAll();
return temp;
}
public synchronized void put(Object obj) throws Failure {
while (data.size() == capacity)
try { wait(); }
catch (InterruptedException e) { throw new Failure(); }
data.add(obj);
notifyAll();
}
public synchronized int size() { return data.size(); }
public int capacity() { return capacity; }
}
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@ Intermediate points between Balking and Guarding
o Can vary timeout parameter from zero to infinity
@ Useful for heuristic detection of failures
o Deadlocks, crashes, /O problems, network disconnections
@ But cannot be used for high-precision timing or deadlines
e Time can elapse between wait and thread resumption
e Time can elapse after checking the time!
@ Java implementation constraints

e wait(ms) does not automatically tell you if it returs
because of notification or timeout

@ await(ms) does
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Optimistic Techniques

@ Variations for recording versions of mutable data

o Immutable helper classes

e Version numbers

e Transaction IDs

e Time stamps
@ May be more efficient than guarded waiting

@ When conflicts are rare and running on multiple CPUs
@ Retrying can livelock unless proven wait-free

@ Analogous to deadlock in guarded waiting

@ Should arrange to fail after a certain time or number of
attempts
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Example: Optimistic Bounded Counter

public class OptimisticBoundedCounter {
private final long MIN, MAX;
private Long count; // MIN <= count <= MAX

public OptimisticBoundedCounter(long min, long max) {
MIN = min; MAX = max;
count = new Long(MIN);

public long value() { return count().longValue(); }
public synchronized Long count() { return count; }

private synchronized boolean commit(Long oldc, Long newc) {
boolean success = (count == oldc);
if (success) count = newc;
return success;

public void inc() throws InterruptedException {
for (;;) { // retry-based
if (Thread.interrupted())
throw new InterruptedException();
Long ¢ = count();
long v = c.longValue();
if (v < MAX && commit(c, new Long(v+1)))
break;
Thread.yield(); // a good idea in spin loops
}
}
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Specifying Policies

@ Some policies are per-type
e Optimistic approaches require all methods to conform
@ Some policies can be specified per-call
e Balking vs. Guarding vs. Guarding with time-out
@ Options for specifying per-call policy
e Extra parameters
@ void put(Object x, long timeout)
@ void put(Object x, boolean balk)
o Different name for Balking or Guarding

@ Balking: void tryPut(Object x)
@ Guarding: void put(Object x)

e May need different exception signatures
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