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Fundamentals-definitions
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Network packet
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Packet: a formatted 
unit of data carried by a 
packet-switched 
network. A packet 
consists of both control 
information and user 
data.



Header
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Header: supplemental 
data placed at the 
beginning of a block of 
data being stored or 
transmitted
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Delay: It specifies the latency for a bit of data to travel across the network 
from one communication endpoint to another.

● Processing delay – time it takes a router to process the packet header
● Queuing delay – time the packet spends in routing queues
● Transmission delay – time required for the router to push out the packet
● Propagation delay – time it takes a bit to propagate from one router to 

the next



Network delay
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Wireshark
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Wireshark setup
Wireshark is a free and open-source packet analyzer. It is used for network 
troubleshooting, analysis, software and communications protocol 
development, and education. 

To install and setup wireshark follow the instructions on the hy335a website.
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https://en.wikipedia.org/wiki/Free_software
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/Packet_analyzer
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Communications_protocol
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Wireshark capturing
● In order to start seeing packets, choose an interface and click “Start 

capturing”
● The packets you see, are the packets that go through your network in real 

time
● To stop capturing click “stop”
● You can click on a packet to see its details, like source and destination 

addresses, ports, etc.
● After you stop capturing, you can filter the capture packets, and change 

the Capture options
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Wireshark filtering
On the top bar: 

You can apply filters to the captured packets. To see just TCP packets, just 
write “tcp”. You can also combine filters, using logical AND (&&), logical OR 
(||) and logical NOT (!).
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Wireshark encapsulation
● Encapsulation allows us to use different protocols in all levels of the 

TCP/IP stack.
● Wireshark shows us the headers of all these levels (e.g. an HTTP packet)
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Wireshark encapsulation
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Packet details
As mentioned, you can see the details of each package by clicking on it. You 
can double-click to open it in a new window. There you can see the packet’s 
details, as they’re shown on the previous slide. 
You can also see the hex format of the packet:
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Packet details
You can hover over the bytes and see what they represent (see bottom left 
corner):
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Traceroute & Ping
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Traceroute
In computing, traceroute (tracert) are computer network diagnostic 
commands for displaying possible routes (paths) and measuring transit delays 
of packets across an Internet Protocol (IP) network. 

To run traceroute on linux to see the path from your device to 
www.google.com, run traceroute www.google.com. 

To run traceroute on windows to see the path from your device to 
www.google.com, run tracert www.google.com.
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https://en.wikipedia.org/wiki/Computing
https://en.wikipedia.org/wiki/Computer_network
https://en.wikipedia.org/wiki/Command_(computing)
https://en.wikipedia.org/wiki/Network_packet
https://en.wikipedia.org/wiki/Internet_Protocol
http://www.google.com
http://www.google.com


Traceroute
From left to right, you can see a) the sequence number of the hop, b) the 
name/ip address and c), d), e) are the RTTs of the probes we sent to 
www.google.com
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The  ‘*’ means the request timed out.
The flag -T means I sent a TCP SYN package as a probe.



Ping
Ping is a computer network administration software utility used to test the 
reachability of a host on an Internet Protocol network. It is available for 
virtually all operating systems that have networking capability, including most 
embedded network administration software.

When you ping a domain from linux, you keep pinging until you stop it with 
Ctrl+C. When you ping a domain from windows, the default is that it pings for 
4 times. If you want to ping for, let’s say, 33 times, use ping -c 33 
www.google.com for linux, and ping -n 33 www.google.com 
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http://www.google.com
http://www.google.com


Ping
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You can find additional info on the hy335a webpage

If you have any questions, contact hy335a-list@csd.uoc.gr
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mailto:hy335a-list@csd.uoc.gr
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