TCP
Mapia TTamadomoUAn

Tuhpa EmioThune YmoAoyioTwy
TTavemoTnpio KpATng

TCP 1



TCP

2.TOXO0C Hag €ival n katavonon Twv:

OcpeAlwdwy apxwyv Tou TCP:
AC10moTh peTapopd dedopévwy
EAeyxog pong
EAeyxog ouppdpnong
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A1adIKTUAKA TPWTOKOAAD ETIITTEOOU LETAPOPAC

Avali10mioTn, Xwpic¢ eyyunon oTn osipd

Tapadoong Twv TTakéTwyv: UDP
At peATiwver Tov "best-effort” xapakThpa
Tou IP.

AC10mIoTN, YE eyyunon oTn ocipd Ttapd

TWV TTaKETWYV: TCP ,
EAeyxog ouppépnong —E
‘EAeyxog pong N prysical
EvkaBidpuon ouvdeong

Mn 81aBéoipec utthpeaieg
Eyyunoeic kaBuaTépnong
Evyuhoeic bandwidth

DD
transport

data link
physical

S




TCP

& To TCP socket xapaktnpiletar amoé 4 media:
- source IP address
- source port number
- dest IP address
- dest port number

& O TapadAnTTTNC XphoipoTrolei Kal Ta 4 wedia yia va
npowOnoel To segment oTto kataAAnAo socket

‘Evac server host pmopei va umooTtnpif el moAAamAd Tautoxpova
("mapdAAnAa atov xpovo") TCP sockets:
® kdOe socket xapakTnpileTar amd Tn dikA Tou 4-dda
= O1 Web servers éxouv diapopeTika sockets yia kaOe client mou
ouvoEEeTal

non-persistent HTTP éxouv diapopeTikd sockets yia kdBe aitnua
TCP 4



2.Ullpopnon (congestion)
ttleneck link
1.5 Mbps .

100 Mbps

Ta sources avraywvi{ovTai yid Tou¢ TOpou¢ Tou O1KTUOU, aAAd
dev €xouv yvwon Twv TTopwv Tou dIKTUoU (state of resource)
dev E€pouv Tnv UTtapén n pia Tng dAAng
Me amoTéAeopa:
TTakéta va xdvovrai (Aoyw buffer overflow otouc dpopoAoynTég)

MeydAec kaBuaTepnoeic (avapovh oTi¢ oupéc Twy buffers oTtoug
dpopoAoynTEC)

throughput pikpéTepo améd To bottleneck link (1.5Mbps yia Tnv
TTapdmdvw ToTroAoyia) = Katdppeuon AOYyw cup@opnong
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Katdappeuon Adyw ouppopnonc
(Congestion Collapse)

Opiopoc: AUEnon oto popTo SIKTUOU odnyei o€ peiwaon TG XPAOIHNG
doUA&1d¢ Trov yiveTal

< TToAAéc mIOavécg aiTieg

"TTepitréc” (Araipec) emavapeTadooeiC TAKETWY PpiokovTal
akopa ae e€EAIEN

+ KAaoikn katdppeuon Adyw oupgopnong

* TTwc pmopei va ouppei autd pe Th didTAPNON TWV TTAKETWY
AUon: kaAUTepol timers kai TCP éAeyxoc ouppopnong
Mn TtapadoBOévTa TakéTa

- Ta makéTta katavaAvouv Ttépoug Kai yivovrar drop kdmou
aAAou oTo dikTUO

AUon: éAeyxoc ouppodpnong yia OAH tnv kivnon

TCP



TCP:. E'lTIOK()TN’\G_F\ RFCs: 793, 1122, 1323, 2018, 2581

2. nueio-ttpog-onueio:
- Bvag amoatoAéag, évag mapaAimTng  TTARpwC apeidpopa dedopéva:
(oe avtiBeon pe To multicasting) " Pof 3eBopévwy Kal TIpoc TIC 300

AC16mioTOo, 08 OEIpd pohi Twv byfte: KATeUBUVOEIC oTnV id1a oUvdeon

’ ’ 3 " ’ n
- H epapuoyn amé emdvw Oa "mapakdper” - mss: maximum segment size
Td TTAKETA GT OWOTH O€Ipd

(HéyioTo péyeBog Tou segment)

TTipelined: ,
- O TCP éAeyxoc ouppoépnone & pong 2 UVOEDIOTPEPEG:
Oétouv To péyeBog apabupou o xelpayia (avTaAAayR pnvupdTwy
7 TToAAd takéTa pmopoUuv va €xouv eAEYXOU) apXIKOTToIoUV ThV
oTaAO¢ei TapdAAnAa kai va pnv £xouv KATAOTAON TOU ATTooToAéd Kdl TOU
viver ACKed TAPAAATITN TIPIV TNV dvTaAAayn
Buffers amooroAric & mapalapric dedopévwy

EAcyxopevn pon:

et 1 O amooToAéacg dev Oa «katakAUoeI»

“or Tov TAPAAATITN
receive buffer

socket
door —

TCP
send buffer

() Segment] —» ()
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Aoun TCP segment

URG: emeiyovTa

32 bits

dcdopéva
(yevikd dev

source port #

dest port #

xpnouuonoueiml)\
ACK: ACK #

~

sequence humber

£YKLPO

PSH: ompwe data Twpa

(yevikd dev™

B C owledgemen‘r nhumber
head ur;"ez A[’JI}SF Receive window

Urg data pnter

XpnhoigoToiciTal)
RST, SYN, FIN:
EvkardoTtaon oUvdeong

/

Em

¢¢(variable length)

(evToAég eykatdoTaong,
TepHariopoU)

Internet /

checksum
(6mmw¢ oTto UDP)

/ Acdopéva epappoyng

(HeTaPANTO pAKOG)

MéTpnon pe pdon
Ta bytes Twv
0edopéEVwY

(6x1 Ta segments!)

# bytes

IOV 0 TTAPAAATITNG
d1aTiOeTal va
TtapaAdapel
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Sequence Number Space

To TCP pAémer Ta dedopéva oav Hia pon dedopévwy, oelpd amé bytes
O amooToAéag oTéAvEl Ta TAKETA oUUPWVA UE Th O€Ipd AUTH
O mapaAATTng Ba tpoomtaBnhaoel va Tnv ' cavadnpioupyhoet”

& KdB¢ byte otn por Twv bytes eivar apiBunuévo

32 bit Tipyn
Kaver wrap around
H apxikn TIgA eTIAEYETAI Th OTIYHA EKKivNoNng
To TCP diaomdel Tn pon dcdopévwy oe TTAKETA
o To péyeBog makéTou mepiopiCeTal amod 1o HEYIoTo HEyeBog segment
(MSS)
KdBe makéTo éxel éva sequence number (apiBuo oeipac)
TTpoodiopilel mou PpiokeTal oTn pon dedoHEVWY
13450 14950 16050 17550

! ¥ ! !

N 0\
U

—> 0\
"o " "o

packet 8 packet 9 packet 10
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TCP ouvdeon: xelpayia og 3 PAuaATa

Bnua 1: o client host atéAvel ToTCP SYN segment oTov server
TTpoodiopiCel Tov apxi1k6 apiBud oeipdc (seq #)
KaBdAou dedopéva

Brua 2: o server host Aaupaver to SYN, amavrder pe SYNACK segment

O server deopcvel buffers
TTpoadiopilel Tov apx1k6 ap1Buo6 oeipdc

Brua 3: o client Aaupaver SYNACK, amavtdel pe ACK segment, mou pmopei
va mePIEXEl Kal OedoHEvVa

TCP 10



EvkaBidpuon ouvdeonc: xeipayia os 3 PAuATa

KaBe mAeupa e1domolei Tnv AAAn yia
ToVv dpXIKO ap1Oud oeipdg (seq #) mou SYN: SeqC
©a XpnoIHOTIOINCE! YIA TNV ATTOOTOAN '
MaTi va gnv emAé€oupe amAd To O;
- TIpémel va amopuyel Ty emkAAuyn
HE TTPONYOUHEVO TIAKETO ACK: SeqC+1
- O¢éuara acpdAesiag SYN: SeqS
KaBe mAeupa smipepaiwvel Tov apiOuo
ocIpd¢ TRG AAANG
S&l’N—ACK: ap1Bpuoc oeipdac smpepaiwong
+
Mmopei va ouvdudoel 1o 0eUTepo SYN
pe 1o MpwToACK

Client Server

TCP 11



Niaxeipion TCP ouvdeonc

YTI'SVGL')LIIOT\: BAua 1: o client hos‘r} oTéAvel TOTC!D SYN Isegmeln‘r aTov server
0 TTpoadiopilel Tov apx1k6 apiBuo6 oeipdg (seq #)
0 kaBoAou dedopéva

BAua 2: o server host Aaupdvel To SYN, amavrder pe SYNACK

O1 TCP sender & receiver sykaBi1dpUouv
ouvdeon mpiv avtaAAdfouv segments

OcdopEVWY segment
0 O server deopéuel buffers
apxikotoinon geTaPpAnTwy TouTCP : 0 TTIpoadiopiler Tov apxikod apiOud oeipdg
: seq #S Brua 3: o client Aaupdver SYNACK, amavrdel pe ACK segment,

, , 7oV pmopei va mepIEXEl Kal dedopéva
1 buffers, wAnpogopicg eAéyxou
ponc (e.g. ReviWindow)

client: Eekivdel Tn aUvdeaon
Socket clientSocket = new
Socket ("hostname", "port number") ;

Sler'ver: amodEXETAl ETMIKOIVWYiA ATIO TOV
client

Socket connectionSocket =
welcomeSocket.accept() ;

TCP 12



Niaxeipion TCP ouvdeaonc(ouvéxeia)

KAgioigo pyiac ouvdeonc:

O client kAcivel To socket: EiN
clientSocket.close() ;

BAua 1: To Teppartiké ouoTtnpa Tou client SO
oréAver TCP FIN segment gAéyxou oTov
server

close

T |

BAua 2: o server Aappdvel To FIN, amavrdel
e ACK. KAgivel Tnv ouvdeon, otéAver FIN -

d wai

Q time

close

TCP 13



Niaxeipion TCP ouvdeaonc(ouvéxeia)

BAua 3: o client Aapupdver o FIN,

amavTdel pe ACK ,
closing
Mrai , , FIN
TTaivel o€ Xpoviopévn avapgovy -
©a amavtioel e ACK ota FINs
TToU Aappavel Ko _
closing
BAua 4: o server, Aaupdvel o ACK. H PN
ouvdeon £KAgl0E. _
> nueiwon: He HIKPEC HETATPOTIEC, § ACk
unop'el va vivel dlaxeipion - closed
TauToxpovwy FINSs. =
£
closed ™
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KAgigiuo ouvdeong

OTmoiadnmoTe TTAcUPd UTTOPEI Vda
¢ eKIVAOEI TO KAEiOIHO TNC ouvdeong

2 T7éAvel FIN onpa
"Ae ©a oTeihw dAAa dedopéva”
= H dAAn TAeupd pmopei va ouvexioel va
oTéAvel 0edopéva
«Hpi-avoixTh» ouvdeon
TTpémel va ouvexioel va emipepaiivel

= Empepaiwon Tou FIN

Empepaiwon pe sequence number + 1

A B

FIN, SegA

\

ACK, SegA+1

ACK

\

FIN, SegB
ACK, SegB+1

TCP
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YmoAoyiouog Tou Round-trip time & Tou timeout

Mnxaviopocg ou kaBopilel TOOo va TTePIUEVEI 0 ATTOOTOAEAC HEXP! va
¢avaoTeiAel To TTAKETO

O timer (edv #on dev "Tpéxer” yia kdmolo dAAo segment) Eekiva dTav
To segment "mapadideTal” oto IP emimedo

Orav o timer AAlel, To segment {avaoTéAveTal kar To TCP Eekivd
¢avd Tov timer

& To TCP Tou sender diaTnpei TAnpowopia yia To TaAioTePo
unacknowledged byte

TCP 16



EAeyxoc ponc Tou TCP

& To TCP eivar éva mpwTokoAAo kUAIGHEVOU TtapaBupou (sliding
window )

Ma péyeBog mapaBupou 7, pmopei va ateilel Ewg kar n bytes xwpic va
Adpel emipepaiwon

Ortav 1a dedopéva emipepaiwOolyv TOTE TO TAPABUPO HETAKIVEITAI TTPOC
Td UTTPOC

- KdaBe makéTo dnpooievel éva péyeBo¢ mapaBupou
TTpoodiopiCel Tov apiOué Twv bytes yia Ta owoia éxel xwpo
= To original TCP oTéAvel mdvta oAdkAnpo To Tapddupo
O éAeyxoc ouppopnongc Twpda 1o meplopilel auTo

TCP 17



EAeyxoc¢ pon¢ ue apdBupo: amooTéAAouoa TTAsupd

window

2TAABNnKav Kai
emiefaiwOnkav

T

ETTOUEVA VIa ATTOGTOAR

TCP 18



EAegyxoc ponc pe mapddbupo:
amooTEéAovooa TTAsupd

Packet Sent Packet Received

_ Acknowledgment |
Window HL/Flags Window
Urgent Pointer D. Chegksum

Options... Options...

App write
! ! ! }

- >

emiRefaiwpéva TTPOKEITAI

va oTaAouv TP 19



EAeyxoc ponc pe mapdBupo: Aaupdvouoa TTAsupd

Ti TTPETTEl VA KAVEI O TTAPAANTITNG;

New

Buffer TTapaAqTTn

window

TCP 20



EpwTnoeIC Yid Tov €AeyX0 PONC

What happens if window is 0?

®~Receiver updates window when application reads data
7 What if this update is lost?

TCP Persist state

& Sender periodically sends 1 byte packets

- Receiver responds with ACK even if it can't store the
packet

- 2 & Kdmola oTiyun 1o Receive Window Tou Receiver Oa
givalr 20, ©a gavei oto ACK kai o Sender Ba ¢épel 0TI
uttopei va oteiAel dedopéva

TCP
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Performance Considerations

The window size can be controlled by receiving application

Can change the socket buffer size from a default (e.q.
8Kbytes) to a maximum value (e.g. 64 Kbytes)

The window size field in the TCP header limits the window that
the receiver can advertise

TCP 22



TCP seq. #'s and ACKs

Seq. #'s:

" byte stream "number” of first byte in segment’s data

ACKs:
seq # of next byte expected from other side

- cumulative ACK

" TCP only acknowledges bytes up to the first missing
byte in the stream

& Q: how receiver handles out-of-order segments

A: TCP spec doesn't say - up to implementor
O TapaAATITNG £XEI TIC TTAPAKATW OUO YEVIKEG ETTIAOYEG
1 agéowg "meTd" Ta segments mou épTacav pe AdBog oeipd, h

0 "kpard” Ta segments mou APOa pe AdOo¢g ocipd Kal Ttepipével Ta AdPel TakéTa Pe Ta
bytes mou "xdOnkav/dev épTacav’ va kahlyouv Ta kevd TCP 23



TCP seq. #'s and ACKs

Seq. #'s:

© byte stream "number” of first Host A
byte in segment’s data
ACks: types 229242 ACK=7
0 seq # of next byte expected ' W
from other side host ACKs
1 cumulative ACK c .'"CZ,CZLTOZ’;
Q: how receiver handles out-of- back 'C
order segments
A: TCP spec doesn't say host ACKs
- up to implementor receipt Se

=43
O TapaAATITNG: of e‘ccl"\oed ACk=gp
7 apéowg "meTd" Td segments mou

g¢pTaocav pe AdBog ocipd, n

o “kpard” Ta segments mou NpBa pe Time
AdBog¢ oeipd kai TTepipéver Ta Adpel simple telnet scenario
TlakéTa pe Td bytes mou v
"xd0nkav/dev épTacav” va kaAuyouv TP o4

Ta Kevd



TCP Round Trip Time and Timeout

Q: how to set TCP timeout value?
- longer than RTT
 but RTT varies
- too short = premature timeout
® unnecessary retransmissions
- too long: slow reaction to segment loss

Q how to estimate RTT?
SampleRTT: measured time from segment transmission until ACK receipt

“"Ayvoei segments mou £€xouv pTdoel He retransmissions
SampleRTT will vary, want estimated RTT “"smoother”
average several recent measurements, not just current SampleRTT

TCP 25



TCP Round Trip Time and Timeout

EstimatedRTT = (1- o) *EstimatedRTT + oa*SampleRTT
Exponential weighted moving average

influence of past sample decreases exponentially fast
typical value: a = 0.125

TCP
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Example RTT estimation:

350 +

300

N
al
o

RTT (milliseconds)

N
o
o

150

100

RTT: gaia.cs.umass.edu to fantasia.eurecom.fr

1 . f ﬂ
Al
an .-uh._ A pviy .‘l Au Ah‘“‘ﬂ"hﬂuﬁl

time (seconnds)

—o— SampleRTT —&— Estimated RTT

TCP
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TCP Round Trip Time and Timeout

Setting the timeout

EstimtedRTT plus "safety margin”
large variation in EstimatedRTT -> larger safety margin

first estimate of how much SampleRTT deviates from EstimatedRTT:

DevRTT = (1-PB)*DevRTT +
B*| SampleRTT-EstimatedRTT |

(typically, B = 0.25)

Then set timeout interval:

TimeoutInterval = EstimatedRTT + 4*DevRTT

TCP 28



TCP reliable data transfer

TCP creates rdt service on O Retransmissions are triggered

top of IP's unreliable by:
Service . timeout events
Pipelined segmenTS . duplica're acks
Cumulative acks Q Initially consider simplified TCP
TCP uses single sender:
retransmission timer - ignore duplicate acks
- ignore flow control, congestion
control

TCP 29



TCP sender events:

Data received from application:
Anuioupyei segment pe seq #
seq # is byte-stream apiBu6¢ Tou mpwtou data byte oto segment
ApxiCel Tov timer, edv dev "Tpéxel” ndn
O timer kdBe popd avTioToIXEi 0TO maAioTepo unacked segment

V) yropxe: povdxa évac timer yia To ke TCP flow oo host

N r'a'l‘lon l Jeclyal TimeOutInterval
Tlme expired: Timeout event:

- =avaoTtéAvel To segment not-yet-acked-with-the-smallest-
sequence-number

- =ava-dapxivda To timer

Ack received:

Edv acknowledges maAi6Tepa unacked segments

7 Evnuépwoe Toug buffers/mapapéTpoug yia To TI €ival yvwoTd va éxel yivel acked
~ Apxloe To timer edv umtdpxouv outstanding segments

TCP 30



NextSeqNum = InitialSeqNum (sequence # Tou emdpevou byte mou Ba mpémel va oTaAei)
SendBase = InitialSeqNum (segment # pe Tov HiIkpOTEPO APIBUO TToU £X €I aTEiAEl AAA

dev £xel viver ACKed akopn)
loop (forever) { TCP

switch(event)
sender

event: data received from

create TCP segment with sequence number NextSeqNum : MY
if (timer currently not running) (Slmpl |f|€d)
start timer
pass segmentto IP
NextSegNum = NextSeqNum + length(data) Comment:
event: timer timeout - SendBase-1: /ast
retransmit not-yet-acknowledged segment with cumulatively
smallest sequence number ack'ed by‘l‘e
start timer
event: ACK received, with ACK field value y Example:
if (y > SendBase){ ¢ SendBase‘l = 71,
SendBase = y y= 73, so the rcvr
if (there are currently not-yet-acknowledged segments) wants 73+ ;
start timer y > SendBase, so
} that new data is
acked

} /* end of loop forever */

TrD
rer
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TCP: retransmission scenharios

SendBase
= 100

«— timeout ——

v

time

lost ACK scenario

<

!
o
£
~
(0)
lg)lr
(Vp]
Sendbase %_
= 100 5
SendBase 3
-120 £
NI
(0)
%_
dBas "
SendBase
=120 'L"
time

premature timeout scggpar'i:g



TCP retransmission scenarios (more)

timeout ——

?<
SendBase ,P\C“/

- 120 Host A does not resend
either of the two segments

time
Cumulative ACK scenario

TCP 33



TCP ACK generation [RFc 1122, RFC 2581]

Event at Receiver TCP Receiver action

Arrival of in-order segment with Delayed ACK. Wait up to 500ms
expected seq #. All data up to for next segment. If no next segment,
expected seq # already ACKed send ACK

Arrival of in-order segment with Immediately send single cumulative
expected seq #. One other ACK, ACKing both in-order segments
segment has ACK pending

Arrival of out-of-order segment Immediately send duplicate ACK,
higher-than-expect seq. # . indicating seq. # of next expected byte
Arrival of segment that Immediately send ACK, provided that
partially or completely fills gap segment startsat lower end of gap

TCP 34



Na OQuuaoTre

- TCP acks eivai cumulative!

¥~ Eva segment Trou éxel An@Oei owoTa adAd oe AdBo¢ ocipd dev
vivetai ACKed amé Tov TapaAnTTn
- TCP sender diatnpei povdxa Thv TtAnpogopia:
segment # pe Tov HIKPOTEPO ApIBUO mou Exel oTeiAel aAAd dev EXEl
viver ACKed akopn (sendBase), kaBuw¢ Kai

= Sequence # Tou emdpevou byte mou Ba mpéTel va oTaAci
(NextSegNum)

TCP 35



TTapathpnon oxeTika pe 1a Timeout AiaoTAuara

71 Ta timer expiration cuppaivouv ouvABw¢ €¢aiTiag TnG
ouppopnong Tou OIKTUOU

7 TToAAd makéTa mou gpTdvouv oe (eI 0TO HOVOTIATI HETACU
Tou sender & receiver xdavovradi i £€Xouv HEYAAEC
KaBuaoTepNOoeIC OTIC oUPEC Twy dpopoAoynTwy Adyw
OUH@POPhONG

L\ Edv o1 senders ouvexioouv va avaoTéAvouv Ta TTAKETA
"o1aBepd”, n cuppopnon PTopei va XelpoTePEUOE!
7 Me Tnv ekBeTikN alénon pe kKABe retransmission Tou

sender, o TCP sender mpoomaBci "cuyevikd”" va mepipével
OAo Kal LEeyaAUTEpo OidoTnua

TCP 36
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AitAaoialovrac 1o Timeout AidoThua

T~ KaBe popd Tou To TCP retransmits SITTAACIALE] To eTOpEVO

timeout di1doTnpa avri va B€Tel TNV TIUA ATTO ToV UTTOAOYIOHO TWwV
lastEstimatedRTT & DevRTT

- Exoue ONAaON exBetikn avénon Tou timer PeTA ATO KADE
retransmission

AN
OTav éva amnd 1a TapdkdTw yeyovoTav ocuppouv:

- Nea ocdopéva mpowBoUvrar amo TNV €PAPHOYR Yid ToV
oxnuaTiopé segment
IMapaAapPr evog ACK

O timer maipve! Tigh pdoet Twy lastEstimatedRTT kai DevRTT

v O1 tepioodTepec TCP uhomoifoeic To uttooTnpilouv
TCP 37



Fast Retransmit

@ Time-out period often relatively long:
- long delay before resending lost packet

Detect lost segments via duplicate ACKs

v' Sender often sends many segments back-to-back
- If segment is lost, there will likely be many duplicate ACKs

“F” If sender receives 3 ACKs for the same data, it supposes that
segment after ACKed data was lost:

fast retfransmit. resend segment before timer expires

TCP 38



Fast retransmit algorithm:

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged segments)
start timer
}
else {
increment count of dup ACKSs received for y
if (count of dup ACKs received fory = 3) {
resend segment with sequence number y

}
i \

a duplicate ACK for fast retransmit
already ACKed segment

TCP



Chapter 3 outline

3.1 Transport-layer
services

3.2 Multiplexing and
demultiplexing

1 3.3 Connectionless
transport: UDP

1 3.4 Principles of
reliable data transfer

3.5 Connection-oriented
transport: TCP
- Segment structure
- reliable data transfer
- flow control
- connection management

' 3.6 Principles of
congestion control

1 3.7 TCP congestion
control

TCP
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TCP Flow control (1/3)

- Receiver advertises spare room (ReceiveWindow in segments)

- Sender limits unACKed data to Receive Window

" guarantees receive buffer doesn't overflow

@ Receiver

#— RevWindow —

////
/ //

////

ffffffffffffffff

data from
IP

b RevBulter

Receiver TCP has a receive buffer

application
Process

TCP 41



TCP Flow Control (2/3)

—  flow control

sender won't overflow

Receiver TCP has a receive e
receiver's buffer by

buffer: transmitting too much, too fast
k— RevWindow —f
7 -+ speed-matching service:
data rom / i z B matching the send rate to
the receiving application’s
Z / 2% drain rate
'|l— RevBuffer —I‘*
o

application process may be slow at reading from buffer

TCP 42



TCP Flow control (3/3)

1 Receiver advertises spare room
by including value of Receive
Window in segments

f— RevWindow — 1 Sender limits unACKed data to

7% / 77 Receive Window

application
/ /Z—" process | guarantees receive buffer

//// doesn't overflow
‘I'— BevBuffer —h}

data from

(Suppose TCP receiver discards out-of-order segments)
| spare room in buffer
= RcvWindow

= RcvBuffer-[LastByteRcvd - LastByteRead]

TCP 43



Buffer @ Receiver becomes full

The sender will be notified with the RevWindow value (=0) in the
ACK messages

The receiver will keep processing the received segments and
forward them to the application ...

Eventually there will be space at its buffer ...

<& How the sender will be informed when there is empty
space at the receiver buffer?

TCP requires the sender to keep sending messages of 1Byte when
the receiver's RevWindow=0

These segments will be ACKed and eventually they will contain

honzero RcvWindow value! TP as



Baoikd yia Tov EAcyxo Zuppopnonc

2. UHpophon:
informally: " oo many sources sending foo much data foo
fast for network to handle"

F AlapopeTikd amod Tov éAeyxo ponc (flow control) Il
ExkdnAwveTai pe:

. lost packets (buffer overflow at routers)
. long delays (gueuing in router buffers)

@ a top-10 problem! TCP 45



Causes/costs of congestion: scenario 1

Ain - original data

- 2 senders, 2 receivers

- 1 router pe buffer ameipou
HeyEBoug

no retransmission

Per-connection throughput:
Number of bytes/second @ receiver

unlimited shared
output link buffers

& AMG auTo civar TpopAnual

ciod | ‘</ - _large queuing delays
 —— 3 / when congested!!l!
3 . ©TMoAd wpdial O - —i—__ - maximum achievable
< i uévioTo throughput = ‘rhr‘oughpuﬂ!!
|
C/2 C/2
7\‘iﬂ 7\‘in

: : TCP 46
Connection sending rate



Causes/costs of congestion: scenario 2

~ 1 router, pye mepiopiopévou peyéBouc buffer
1 sender retransmission of lost packet

Host A Ain - Original Mo

data
A’y - original data, plus A
retransmitted data

finite shared output
link buffers

TCP
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Causes/costs of congestion: scenario 2

JEI Ivai ] A oXI , .
MavTeUer av o buffer eival yepgdrog h ox Tpwipa timeouts
RI2 -=mmmmmmmmmmmmm o RI2 |-"Rrziooc "oooo- ¢ 3o RI2
! Retrx otav {£pe1idTI To TAKETO
Oa xabei KaBe makéTo aTéAveTal
R/3[=======rmrmmmmmme s ! (katd péao 6po) 2 Yopéc
S S S RIAfr .
, R/2 ’ R/2 , R/2
7\‘"’] 7\‘in )\‘in
Original data + retransmissions .
a. . C.

\

& "costs" of congestion:
® more work (retransmissions) for given "goodput”

® unneeded refransmissions: link carries multiple copies of packet
TCP 48



Causes/costs of congestion: scenario 3

4 senders Q: what happens as .
and A increase ?

"~ multihop paths
' timeout/retransmit

Host A

Ai, - original data

A', » original data, plus
retransmitted data

B—

N

finite shared output

link bufre

Host B

7

TCP
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Causes/costs of congestion: scenario 3

C/2

3 o
<

7L!

N
Another "cost” of congestion:
g

® when packet dropped, any "transmission capacity used for
that packet at each of the upstream routers to forward
that packet to the point at which it is dropped was wasted!

TCP 50



[ eVIKOI TPOTIOI AVTILUETWTTIONC oupdpdpnong

Two broad approaches towards congestion control:

%" Network-assisted congestion control:

routers provide feedback to end systems
- single bit indicating congestion (SNA, DECbit, TCP/IP ECN, ATM)
- explicit rate sender should send at

I end-to-end: Ta 2 hosts mou ouppeTéxouv rapakoAouBoUv Kai puBpilouv To PUBUO Kivnong Toug I

¥~ End-to-end congestion control:

' no explicit feedback from network

I congestion inferred from end-system observed loss, delay
1 approach taken by TCP

IP does not provide explicit feedback to the end systems TP 51



Chapter 3 outline

1 3.1 Transport-layer services = 3.5 Connection-oriented

3.2 Multiplexing and transport: TCP
demultiplexing " segment structure
3.3 Connectionless transport: ~ relible data fransfer

UDP © flow control
7 cohnection management

1 3.6 Principles of congestion
control

1 3.7 TCP congestion control

~ 3.4 Principles of reliable data
transfer

TCP 52



TCP congestion control:éAeyxog aTo sending rate

N0 amooToAéac:
- Mewiver To sending rate pe To va eAATTWVEI TO congestion

timeout W 3 opora ACKs

<& But how much should a sender reduce its congestion window ?

LastByteSent- LastByteAcked < min [ Congestion Window,
Receive Window

ouppopnoN
Observation: Large Congestion Windows — Large Number of flow co,{)g‘,fo/ 53
non-ACKed packets trx — Large Sending Rate



3 KeVTpIKd gnueia Tou TCP congestion control

1. Additive increase, multiplicative decrease:

Increase transmission rate (window size), probing for usable
bandwidth, until loss occurs

additive increase: increase Congestion Window by 7 MSS
every RTT until loss detected

multiplicative decrease. cut Congestion Window in half
after loss

1. Slow start
2. Reaction to tfimeout events

time

TCP 54



TCP congestion control:
additive increase, multiplicative decrease (AIMD)

Approach.increase transmission rate (window size),
probing for usable bandwidth until loss occurs

_— & additive increase: increase Congestion Window
by 1 MSS every RTT until loss detected

- multiplicative decrease:. cut Congestion Window in
half after loss

£yeTal kal congestion avoidance

< .
Me Tnv ypappiki auénon _
"010TAKTIKA" eAEyX el KaTa TTOCO
n ouppopnon €xel eAaTTwOEI

congestion
window

Slze

24 Kbytes —

16 Kbytes —

time

Saw tooth
behavior: probing for
bandwidth P55

8 Kbytes —

congestion window




TTpoadBeTikh autnon tng ATIMD

TTwe akpipwce AsiToupyei N TpooBeTikA avénon:

KaBe popd mou o TCP sender oTéAvel Ue emruxia makéra
(dnAadn 60Aa Ta takéTa Tou oTéAvovTal KATd Th dIdPKEId TOU
TeAeuTdiou RTT éxouv emPepaiwBei pe makéta ACK)

He ouvoAIkS HEyeBog igo pe To CongWin,

TPoaOETEl To 1008UvVALO TOU EVOC TAKETOU aTo CongWin

F TTpoaéeTe 6TI aTnv TPdEn To TCP aufdvel eAappwc To péyedoc
Tou CongWin pe tnv deién kaBs ACK.

TCP 56



Congestion Avoidance

- H ¢don Tn¢ ypapuikAg augnong Tou TCP congestion
control protocol AéyeTar kai pdon amopuyng
oUHPOpNONG

TCP 57



AIMD: maparnpnoeic

? Mari éxope ypappikin av€non kai ox1 eKBeTIKA av€non?

O sender cival Tp6Bupoc va peiwaoel To HéyeOocg Tou Tapadbupou
oupHPOPNONC HE ApKETA HeyaAUTepo pubuod am' 6T gival TpoOupog va
TO Aufnocl

Exel amodeixTei 0TI n pEBodo AIMD amoTteAei amapaiTnTn oUVORKN
£TOI WOTE Ol gnXaviopoi eAEyxXou cuppopnong va cival ataOepoi.

‘Evac d1a10OnTIKOC AGYOC via ThY emiBeTIKA [eiwon KAl Th
ouvTnenTikr avénon Tou Hey£EBouc Tou TTapaBupou civail 6TI ol
OUVETEIEC EVOC mapaBupou e peydAo HEYEBo¢ eivar moAU
XEIPOTEPEC ATIO TIC AVTIOTOIXEC £VOC TTApaBupou pe HIKpO HEyEDOC.
TX, OTaV TO HEYEOOC Tou TapaBupou eival TToAU peydAo, Ta TAkETA
IOV amoppimTovral Ba avaperadoBoUv mpokaAwvrac akoua
XEIPOTEPN oULIPOPNOTN.

Emopévwe n €é€o0doc amd auTh Thv kKatdoTaon £xel 181aiTepn an aoia.
58



TCP Congestion Control: mapatnphoeig

- sender limits transmission: How does sender perceive congestion?

LastByteSent-LastByteAcked °* l0ss event = timeout or 3 duplicate acks

TCP sender reduces rate (Congestion
Window) after loss event

< CongWin °
(ignoring flow control here)

Roughly:
CongWin
rate = .
RTT Bytes/sec three mechanisms:
- Congestion Window is dynamic, - AIMD
function of perceived network - slow start
congestion 1 conservative after timeout events

Observation: Large Congestion Windows — Large Sending Rates

in the slides, sometimes we talk about increase/decrease of the rate and
other times about increase/decrease of CongWindow TCP 59




TCP Slow Start (1/3)

- When connection begins: CongestionWindow =1 MSS

congestion window is very small (hence the name "slow start")
Example: MSS = 500 bytes & RTT = 200 msec
initial rate = 20 kbps

note: Aia@éoipo bandwidth propei va civar >> MSS/RTT

@ OméTe YPNYOPA BéAope va To aUEHOOLE WoTe va 9TAGOHE TO
bandwidth Tou pmopoUpe va TteTUxOoUE

When connection begins:
increase rate exponentially fast until first loss event

v'H avEnon (CongestionWindow++) yiverar KAOE POpPda mou Aappéaverar
1 ACK ..

TCP 60
@ why the rate increases exponentially fast?



Example of TCP Slow start (2/3)

—

TCP sends the first segment and waits for the ACK
2. If this segment is acked before a loss event,
« the TCP sender increases the congestion window by 1
MSS, and
« sends out two maximum-sized segments.
3. If these segments are acked before loss events,
* the sender increase the congestion window by 1 MSS for
each of the ACK segments,
(giving a congestion window of 4 M555), and
« sends out 4 maximum sized segments.

The value of CongWindow effectively doubles every RTT

during the slow-start phase.
TCP 61



TCP Slow Start (3/3)

When connection begins,
increase rate exponentially until
first loss event:

double CongWin every RTT

< done by incrementing CongWin
for every ACK received

Summary: initial rate is s/ow but
ramps up exponentially fast

time

TCP
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Refinement: inferring loss

= AlapoporolciTal n avridpaon £dv civar timeouth 3 ouora ACKs

Philosophy:

3 dup ACKs (duplicate acknowledgements) indicate network capable of
delivering some segments

7 timeout indicates a more alarming congestion scenario

TCP 63




AvTidpaon o€ YEyovoTd ouupopnonc

=8 AlagopoToiciTal n avridpaon €dv givar timeout R 3-6poia-ACKs

Edv civar 3-opoia- ACKs:
Congestion window O/aipeiTar dra 2 ka yera av€averar yoauuikd

Eav opwce ouppei timeout:

@ O sender uynaivel oc slow-start pdon/l!

Congestion window = IMSS

HeTA avaveTal exkOceTikd PEXPI va GTACEI TO HICO TNC TIUNG mOU EiXEl
wpIlv_To timeout,

Kdl HETA ATTO AUTO TO onpeio
av€averal ypayuika (6twe Ba yivoTav HeTd amo éva 3-opoia-ACKs
vgvovéc) TCP 64




TCP Congestion Control

Determines the window size at which the
slow start will end and ‘rh/e congestion avoidance will begin

When CongWin <= Threshold:

sender in slow-start phase, window grows exponentially
When CongWin > Threshold:
sender is in congestion-avoidance phase, window grows /inearly
When triple duplicate ACK occurs:
Threshold=CongWin/2
CongWin=Threshold

When timeout occurs:
1 Threshold=CongWin/2

© CongWin=1MSS
TCP 65



Quiz 8

TTeprypayere Tnv slow start gdon Tou TCP.

TToTe yumaivel oe auth ; TTwg aAAaler o Congestion
Window? TT600 civai To data rate Tou TCP sender?

TCP
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