Emimedo Epappoyng

Mapia TTamadomoUAn

Tuhpa EmioThune YmoAoyioTwy
TTavemoTnpio KpATng



AnuioupywvTac pia dIKTUAKA E@apLoyn

["pdgpoupe TtpoypdupaTa Ta otoid:

Tpéxouv o€ 01APOPETIKA TEPHATIKA CUCTAUATA

Kdl €TTIKOIVWVOUV HEow OIKTUOU

TT.x., To AoyioUIKO Tou web server eTmiKkoIVwyvei He To AoyIOHIKO Tou browser

H spappoyh oTa TeppaTikd ouoTHUATA
eTITPETEI TN paydaia avamTuén
kai diadoon epappHoywv

application
transport

Enimedo epappoyAc



[ EVIKEC APXITEKTOVIKEC EQAPLOYWYV

- TTeAdtn-e€umnpeTtntn (client-server)
- AiopéTipo aloThpa (peer-to-peer P2P)

- YPpi101k6 Tou TTEAATN-£EUTTNPETNTA KAl TOU OIOHOTIHOU
OUTAHHATOC
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Client-server apXITEKTOVIKA

server.
2uvexhc d1a@eaipoTnra (always-on host)
Moviun IP dieUBuvon
Ouada amo servers (server farms) yia
kAiyakwon (scaling)
clients:
Emikoivwvouv pe Tov server
TTiBavoTara xwpic ouvexn ouvdeon

TTiBavéTaTa pe duvapikéc IP addresses (mou
Aappdvouv amo évav DCHP server)

Aev emikoivwvoUv dpeoa o évag client pe Tov
aAAov
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KaBapn P2P apxiTeKTOVIKA

- Aev utdpxe!l server Tou va ival ouvexw¢ di1aBéaipoc
- TeppdTikd OUOTANATA ETTIKOIVWVOUV TO £va He To dAAo

- O1 peers £xouv diakomtTodevn ouvdeon ato IvrepveT kai o1 IP
01euBUvoeI¢ Toug pumopei va ahAalouv

- Tlapddeiypa: Gnutella

¥~ Eival kMpakwaoipa aAAd 0x1 eUkoAo va
Ta O1AXEIPIOTEIC
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YpPp1d1kd client-server kai P2P

Skype
- Egappoyn 81adIKTUAKAC ThAspwviac

EUpean 81eUBuUvonC amopakpUOHEVOU TIPOCWTIOU: KEVTPIKOTIOINHEVOC
server(s)

H ouvdeon amo client oe client eivai dueon (6x1 Héow server)

Apeon avtaAAayn puvnudtwy (instant messaging)
H ouvopiAia peTall dvo xpnotwyv eivar P2P
Evromopoc mapouaoiac/0éang KevTpikoToINHEVN:

« O xpnotng kataxwpei Thv IP 81eUOUVOn Tou He KEVTPIKO Server 0Tav Pmaivel
online

* O XpAOTNC EMIKOIVWVEI HE TOV KEVTPIKO Server vid va Pppel Ti¢ IP dieubuvoeig
TWV ETTAPWYV TOU
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NAlgpyaciec OV £MIKOIVWVOUV

Aiepyacia: mooypaupa mou Tpéxel ot éva host

2 Tov i010 host: —

, , , , Aiepyaoia client:
dUo digpyaadieg emikoIvwvoUv IJS.:TC1§U TOUG n 31epyacia TTou EEKIVAE!
pe d1adepyaaniaki emkoivwvia (/nter- TV £TTIKOIVWYVid

process communication) (opiCetar oto OS)| Aiepyacia server :
n dlepyacia TTou TTEPIUEVEI
yid €TIKoIVWVid

¥~ Aigpyacgiec oc SiapopeTikoug hosts

emIKOIVWVOUV HE TNV avraAAayn pnvupatwy

s 2ZNUeiwon: epappoyéEg pe P2P apxiTekTovIKEG Exouv drepyaoicc client
& server
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Aiepyaoia oTov d€KTN

O sender mpoadiopilel Th dlepyadadia oTh GUGKEUR TOU
0EKTN XPNOIHOTIOIWVTAC TA TtdpakdTw OUo aTolxeid:

6vopa fi 81eUBuvoNn TNG OUOKEUNG  — TP address

nipoodiopilel povadikd To network interface Tou déKTn
pgovadikoTnTta oto Internet

¢va identifier mou mpoadiopilel Thv diepyacia oTov

SEKTN /

Port number
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Yneveuwor\ Socke‘rs

ANiepyaoicc oréAvouv/Aaupavouv
punvopara mpoc/ano socket

’ 1) ’ n"
Socket poidler pe pia "Oupa host 1 host #

- H amooTéAouoaa diepyaoia server Server
oTéAvel To pRvupa €€w amo Tnv
“OUoq"” EAéyyeton and 1o

P ) ) & oYEOLOOTN TNG )

- H amooTéAAouca diepyaaia EQUPLOYHAC O1eRyaoid
uttoBéTel uTTodopUN HETAYOPAC socket socket
Tiow amo Tnv "OUpa” ¥ v

ow amé Tnv "Bupa” mou TCPYe TCP e
@EpVvel To pAvupa oto socket buffers buffers,
Tn¢ Aapupdvouaoac diepyaaciac uetafAnTéd ueTaBANTéC
APT - emiAéyer: EAéyyeton

- To MpwTOKOAAO HETAPOPAC om6 70 OS

«  TIMEC O TTAPANETPOUC Eninedo epappoyfic 9



AiguBuvaioddTnon dipyaciwy

Fa vd Adpei L{nvougm n.5|8pv.a.oia N O identifier mepiéxer IP
TIp&Tel va éxel évav identifier 51£06uvon & apiBuolc Bupiv (port

= O host éxer pia povadikh 32-bit  ,mbers) Tne Siepyasiac oo host

IP 61e0Buvon Tapadeiypara apiBuwv Bupuwv:

HTTP server: 80

& Apkei n IP dietBuvon Tou host . Mail server: 25

oTov oTroio TpEXEl W Olgpyaaia
yid ToVv TTpoadiopilad TG

dlepyaoiac; Ma va oteidovpe éva HTTP pAavupa otov
ATiavtnon: OXI, ToAAéC gaia.cs.umass.edu web server:
diepyaaoiec pmopei va . IP di1e0Buvon: 128.119.245.12
Tpéxouv atov idio host . Ap1Buoc BUpac: 80
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TTpwToKoAAG eTITTEDOU £QAPUOYAC

Tumor pnvupdrwy Tou avraAAdooovtal TTpwTokoAAa/standards:
T.X., diThon, amavrnon TTepiypdpovTal oe RFCs

Zuvraén pnvuuarog: . ATtaiTeiTal
T1 media ummdpxouv 0To HAVUHA Kal d1aAeIToUpyIKOTNTA
TTw¢ autd diaxwpilovrai . 1x. HTTP, SMTP

ZnuaoioAoyia punvouaroc
2.nuyacia Tn¢ Anpowopiac ota media

Kavovec yia o moTe Kai wwcg ol
oigpyaoie¢c oTéAvouv & amavtoUv o€
Hnvupara
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T1 uttnpeaia peTapopdc xpeldleTdl Hid epdpuoyh;

ATiwAeIa dedopEvwy EUpoc¢ (wvng

Kamoiec epappoyécg (1.x., Axou)  Kdmoieg epappoyég (T.x.,

UTTOpoUV va avexBoUv KATIoIEC TTOAUHECIKEC) aTtaIToUV KATT010
aATWAEIEC ehdx10To eUpog {uvng vid va

' ' ' gival dmoTeAeoUATIKEG

AAN\ec epappoyéc (T.x., peTapopd O1 “eAacTikéC epappoyéc”
apxeiwv, telnet) amaitouv 100% XPNOILOTIOI0UV

aci1omoTn peTagopd dcdopEVwy oTrol0dATOTE €Upoc Lwvng eivai
d1aBéaipo

XpovIoHOC
Kamoie¢ epappovyég (1r.X., 1adIKTUAKA ThAspwyvia, d1adpacTikd

Taixvidia) amaiTolv xaunAn kabuoTépnon yiad va givai
ATTOTEAEOUATIKEC
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ATIAITAOEIC UTtNpEdiag HETAPopdC Yid ouvhOEeIC epdploYEC

Quality of Service (QoS) metrics

ATTwAs1a EvaioBnoia o€

E@appoyn dedopévwy  EUpog lwvng KOBUOTEPAOTEIG
MeTagopd apxeiwv Kapia attwAsia  €AACTIKNA ox!
e-mail Kapia amwAsia  AAOTIKA oxI
‘Eyypaga Web Kayio ammwAeia  eAAOTIKH oI

owvn/video Avoxn ot
TTPAYUATIKOU XPOVOU aTTWAEIEC

NXxoq: 5kbps-1Mbps
video:10kbps-5Mbps

val, NG Tagng
Twv100 msec

Avoxn o€
ATrobnkeupevn ewvn/video ammwAeleg O1wg TTpIv val, JEPIKG secs
Avoxn o€ val, NG TAgNG Twv
A1adpaACTIKA TTAIXVIOIO aTTWAEIEC Aiya kbps mavw 100 msec
Aueon avraAlayn
MNVUPATWVY Kapia ammwAglo  EAAOTIKA Nai ka1 Oyl

()oTo00 TI emidpaacn £xouv ol QoS PETPIKEC TNV TTOIOTNTA TNC
uTthpeoiac onwe Tnv avtiAappavetar évac xpnotng (QoE)?
Emimedo epappoyng 13



YmevOuuion:
TTowTokoAAG peTAPopdc umhpeaiwy oto Internet

TCP umtnpeoia:
Zuvoeauikh: anaiteital eykadidpuon petalu diepyaciwy Twy client & server
Aéiomiorn perapopd petall diepyaociwy Twy sender & receiver
EAeyxoc potic: o sender dev KatakAU( el Tov receiver

EAcyxoc¢ ouLipdpnons: HEIWVEL TNV pOR TOU Sender oTnv TTepiTTwon
UTTEPPOPTWONG TOU OIKTUOU

Aev mapéxer xpovikéc i eANdxioTou bandwidth eyyuhoeic

UDP unmnpeoia:

AvaliomioTn geTagopd dedopévwy HeTall Tne amooTéAAoUoAC Kal TG
Adupavouoacg diepyaciag

Aev tapéxer: eykaBidpuon olvdeong, allomioTia, EAsyXoC pong, EAEyXoC
oUHPOPNONG, XPOVIOHAC, N eyyunon eVpouc (wvng (data rate)

Q: Tati umdpxel T6Te N UDP aUvdeon? Enimedo epdpuoyi 14



Eoappoyéc 31adIKTUOU: TIPWTOKOAAD £QAPUOYAC, HETAPOPAC

NMpwTtOKOoAAO NMpwTtoéKoAAO
E@appoyr]  €TITTESOU EQAPUOYAG METAPOPAS

e-mail SMTP [RFC 2821] TCP
ATTOJOKPUOMEVN
mpooTréAaon TepuaTikou  Telnet [RFC 854] TCP
Web HTTP [RFC 2616] TCP
Metagopd apxeiwv  FTP [RFC 959] TCP
|d10TAYEC
MoAupéoa ouvexoucg pong  (1r.X. RealNetworks) TCP n UDP
1I010TAYEC

Aladiktuakn TnAepwyvia  (11.X., Vonage,Dialpad) ouvribwc UDP
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Web kai HTTP

OpoAoyia
Mia i1oTooeAida anoTeAeiTal and avTikeipeva (objects)
Eva object pmopei va eivai: HTML file, JPEG image, Java applet,
audio file,...

- Mia 10T0o0eAida amoTeAciTal amdé base HTML-file Tou
mepiAaupdvouv pepika referenced objects

" KdBe object vivetar addressable ané éva URL
TTapadeiypa URL:

www .someschool.edu/someDept/pic.gif

— ———

host name /' path name
Path name: shows from where (in the RAM or disk) to retrieve

the ob J ect Emimedo epappoyng 16



HTTP overview

HTTP: hypertext transfer pro’rocolrm

PC running
TTowTéKoAAO Tou Web emimédou epapRNAE"
client/server model

client: browser mou {ntd, Aaupavel, n
“eppaviCel” Web objects

server: Web server otéAvel objects wg
amdvrtnon oc diITAATa ou Aaupavel

Server
running
Apache Web
server

HTTP 1.0: RFC 1945
HTTP 1.1: RFC 2068 Mac running

Navigator

Emimedo epappoyng 17



HTTP overview (ouvéxeia)

& Xpnon Tou TCP

O client:
Eekiva gia TCP ouvoeorn. dnuioupyei socket oto server, port 80

O server:
déxetal Tn TCP ouUvdeon amd Tov client

AvtaAayn HTTP pnvupdatwy (capplica‘rion-layer' protocol messages)
petalu browser (HTTP client) & Web server (HTTP server)

KAeiowo TCP ouvdeong

Emimedo epappoyng 18



HTTP overview (ouvéxeia)

Xphon Tou TCP:
-+ O client ekiva pia TCP oUvdeon (dnpioupyei socket) orto server, port 80
O server déxeTal Tn TCP ouvdeon awo Tov client

AvtaAAayh HTTP unvupatwv (application-layer protocol messages) perago
browser (HTTP client) & Web server (HTTP server)

KAciogo TCP connection

HTTP dev diaTnpei TAnpopopia axeTIKA He TV KATAGTAGN TOU GUOTAHATOC
(civai “stateless")

O server dcv diaThpei TTANpowopieC and waAloTepa artriuara Twy clients
(requests)

® TTpwToKoAAa TTOU di1aThpoUv KaTaoTacelc Tou ouoThuarog ("state") sivai

mepinAoka !
2.ThV TTEPITITWON TTOVU TO 1I0TOPIKO TWV TTAAAIOTEPWY KATAOTACEWY TPETIEI Vd
diatnpeiTai, edv o1 server/client katappeUoouv, TOTE N £1KOVA TTOU £XOUV

yid Thv KATAOTAON TOUC HTTOPEi va Orapépé&l KAl To TIPWTOKOAAO TTpéTrel va

eEaopalioer na " korvrf' e1kova , ,
Emimedo epappoync 19




HTTP ouvdéoeic

Nonpersistent HT TP

To moAU Eva avTikeipevo oTéAveTal Tavw amod pia TCP auvdeon
HTTP/1.0 xpnoigomoiei nonpersistent HT TP

Persistent HTTP

@ﬂoAAanAd avTiKkeigeva gmmopouv va otaholv Tdvw amoé wia TCP aluvdeon
peTalv client & server
HTTP/1.1 xpnoigomoiei persistent ouvdéoeig oe default katdoTaon

Emimedo epappoyng 20



Nonpersistent HTTP

YmoBéaTe o user pdler to URL  (Trepiexel keipevo, avagopeg o€ 10 jpeg eIKoveq)

1

www . someSchool .edu/someDepartment/home.index

n. HTTP client ekivder pia TCP oUvdeon
otov HTTP server (3iepyacia) \
@ www.someSchool.edu oto port 80 1b- HTTP server ato host
www.someSchool.edu trepipéver yia TCP

/ ouvdeon ato port 80,
"déxeTal” Tn oUvdeon, EVNHEPWVOVTAC TOV

2. HTTP client otéAver HTTP client
urvupa airfiuaroc
(Tepithappdavovrac To URL) OTC\‘3. HTTP server Aaupdver To phvupda
socket tn¢c TCP oUvdeonc. aITANATog, kataokeualel éva privuua

To pyAvupa uttodeikvUel 0TI O amdvrhon¢ epihaupdavovrag To
client {nTdel To avTikeigevo / {nToupevo avTikeipevo, & aTéAvel TI
someDepartment/home.index HAVUHa oTo socket

ime
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Nonpersistent HT TP (ouvéxeia)

/ 4 HTTP server kAciver TCP oUvdeon

5. HTTP client Aappdver To pAvupa
aTTdvTnonc Tov TEPIEXEI TO
html apxeio, kai To deixvel.
AvaAUovTac 1o html apxeio,
bpioker 10 avapepopevar jpeg

: avTIKeipeva

Time 6. Ta papara 1-5

! emavaAhaupdvovrai yia kdBe éva

amé Ta 10 jpeg avrikeipeva

7" In this example, 11 TCP connections will be created!

Emimedo epappoyng 22



Non-Persistent HT TP Connection

e Abrand-new TCP connection must be established & maintained for each
requested object

For each of these connections: TCP buffers must be allocated & TCP variables
must be kept in both the client and server

® This can place a serious burden on the Web server
Furthermore, each object suffers a delivery delay of 2RTTs:
« one RTT to establish the TCP connection, and

« one RTT to request and receive the object

Emimedo epappoyng 23



Non-Persistent HTTP: Xpovog andkpiong

Opwopog tov RRT: /]
2UVOAIKOG ¥pOVOG TOL GMOLTELTOL Y10 TNV

QTOGTOAN EVOC UKPOV TOKETOV OO TOV

client otov server kot ouEGmC HET amd oY

- exwvael TCP
server otov client. soveeon [ \
RTT<

\

XpOvog amoKpIong: et L |
«  ¢&va RTT yu va Eextvhoer v TCP apxeto f \ YpbVOC
Gl’)VBSGT] RTTY } netddoonc
« éva RTT yiwo.to HTTP aitnua kot yio ta M - /
npota bytes Mg HTTP andvinong va apyeiov
EMIGTPEYEL |
«  Xpovog yia va petadobel to apyeio time time

ovvoro = 2RTT + ypOvog LeETAOOGTC

Note: RTT includes packet propagation delays, packet queuing delays in intermediate routes and

switches, and packet processing delays Erimedo codotovic 24



HTTP: Non-persistent vs. Persistent with vs.

without Pipelining

Nonpersistent HTTP :

F amartel 2 RTTS ava avriksipevo
- OS overhead yio kafe TCP 6Ovoeon

- browsers cuyva avoiyovv
naparinies TCP ovvdéoelc yia va
PEPOLY AVOPEPOLEVA OVTIKEILEVQ,

Persistent HTTP

* 0 SErver a@nvel T 6VVOEST avVory T
LETE TNV QITOGTOAT TNG QITAVTNONG
« 1o enakoOrovBa HTTP punvouatao,

uetaéo idtov client/server
GTEAVOVTUL TTAV® OTO TNV AVOLYTN

oLVOEGT)

 Persistent ywpic pipelining:

- o client exdidet véo aitnuo govo 6tav

1 TpoNyovuEV] advinon Aneost

& 1 RTT ywo KaBg avapepopevo
OVTIKELLEVO

Persistent ue pipelining:

- defaultoto HTTP/1.1

- o client otélvel ocutnuoTa polic oet
EVO AVOQPEPOLLEVO UVTIKELNEVO

1 RTT yio. 040 t0. 0vopePOLEVOL
avTIKEILEVOL

Emimedo epappoyng 25



Persistent HTTP

An entire web page (in the previous example, the base HTML file and
ten Images) can be sent over a single persistent TCP connection

Moreover multiple web pages residing on the same server can be
sent from the server to the same client over a single persistent TCP
connection

Typically the HTTP server close a connection when it has not been
used for a certain time ( a configurable timeout interval)

With persistent HTTP with pipelining, it is possible for only one
RTT to be expended for all the referenced objects, rather than one
RTT per referenced object when pipelining 1sn’t used

Emimedo epappoyng 26



HTTP pAvuua aithuaTog

.« QU0 TUTOI HTTP pnvupdTtwy: a/rnua, atdvrnon

- HTTP pAvupa aiThparoc:
ASCITI (format mou diapdalovral amd Tov dvBpwTo)

YPauun alThuaTe\
(GET, POST, GET /somedir/page.html HTTP/1.1
HEAD evtoAéc) Host: www.someschool.edu
~ |User-agent: Mozilla/4.0
rpayueg Connection: close
EMKEQAAIOWY | pccept-language: fr

Carriage return . .
ling feed /'/v(extra carriage return, line feed)

indicates end

of message
Emimedo epappoyng 27



HTTP pAavupa punvuuarocg: yeviko format

F | request
line

header
lines

Entity Body

Emimedo epappoyng 28



HTTP request message

- two types of HTTP messages: reguest, response

- HTTP request message:
ASCII (human-readable format)

request line
(GET, POST,\‘ GET /somedir/page.html HTTP/1.1
HEAD commands) Host: www.someschool.edu
User-agent: Mozilla/4.0
hef{de'" Connection: close
lines Accept-language: fr
Carriage return,—— (extra carriage return, line feed)
line feed
indicates end In this example, no persistent connection
of message

2: Application Layer 29



Movtelomoinon Koabvestépnong

2vuforopol, TopaooyEs:

Q: ITdéoog ypOVOC amarteiton Yo TN

ANYM EVOC OVTIKELLEVOL OTTO
evav Web server petd g
OTOGTOAY uiac aitnong;

Oewpeiote pia Cevén peta&d tov client
Kol Tov server pvlpov R

S: MSS (bits)

O: uéyeboc object (bits)

Agv vopiotoavtol eEravarooTtoreés(dev

vrtapyovv anmAeleg (10ss) 1 oAlotdoELC
(corruption))

Ext0¢ ano v cvpeopnon, MéyeBog mapabvpov:
Kabvotépnon ennpedletol and: .

v gyka0iopvon g TCP ovvoeong
TV KOOvoTEPN 6N 0TOGTOANS .
OEOOUEVOIV

apy"n EKKivon

Katapynv, Oswpeiote otabepod
mopabvpo cupueopnong, W segments
211 GLVEYELN, OLVOULKO TtapdBvpo,
LLOVTEAOTIOLMVTOG TNV OPYT| EKKIvNOT).
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MovTeAomroinon HTTP KaBuaTtépnonc

Assume Web page consists of:
1 base HTML page (of size Obits)
M images (each of size O bits)

Non-persistent HTTP:
M+1 TCP connections in series
Response time = (M+1)O/R + (M+I)ZRTT + sum of idle times

Persistent HTTP with pipeling:
2 RTTto request and receive base HTML file
1 RTTto request and receive M images
Response time = (M+1)O/R + SRTT + sum of idle times

Emimedo epappoyng 31



Method types

HTTP/1.0 HTTP/1.1
- GET - GET,POST, HEAD
- POST - PUT
HEAD uploads file in entity body to
- asks server to leave requested path specified in URL field
object out of response - DELETE
- Used for debugging de:‘eillej file specified in the URL

2: Application Layer 32



Uploading form input

Post method:

Still the user requests a URL method:

Web page - Uses GET method

- Used when the user fills - Input is uploaded in URL
out a form (e.g., user field of request line:
provides search words to a /
search engine)

Wwww.somesite.com/animalsearch?monkeysé&banana

- Web page often includes
form input

- Input is uploaded to

server in entity bod
y y 2: Application Layer 33



HTTP POST & GET - TTapddeiyua

» ‘BEvac meAdtng HTTP
xpnoigotolei Thv HéBodo
POST, 6Tav oupmAnpwvel pia
poOppa, Ttx Tapéxel AéCeic
avalAThong o€ pid pnxavi
avalAThong:

= /ZnTd mdAI pia 1otooeAida amo
ToVv £€UTTNPETN, aAAd Ta
OUYKEKPIUEVA TTEPIEXOUEVA TNC
IoTooeAidac e€apTwvTal amo
TO TI €1I0AYyaye o XpRoTng ota
edia ThC Opud.

Mia aiTnon Tou mapdyeTai ge pia
POpHa OEV XPNOILOTIOIEI
avaykaoTikd Thv HéBodo POST

2.uxvd xpnhoipoTolei Tn HéBodo
GET kai oupmeptAappdvouv Ta
glgayopeva osdopéva péoa oTd
edid TG POpUAC OTO AIThOEV
URL

Emimedo epappoyng 34



HTTP response message

status line
(protocol
status code HTTP/1.1 200 OK
status phrase) B Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT
header Serje?: Apache/1.3.0 (Unix)
__ﬁazg Last-Modified: Mon, 22 Jun 1998 .....
ontent-Length: 6821
ntent-Type: text/html
QQELﬁigw’////»' data data data data data
requested
HTML file

Indicates when the object was created or last updated
Critical in caching (proxies)

Number of bytes in the object being sent
2: Application Layer 35



HTTP response status codes

In first line in server->client response message.
A few sample codes:

200 OK
request succeeded, requested object later in this message
301 Moved Permanently

requested object moved, new location specified later in this
message (Location:)

400 Bad Request

request message not understood by server
404 Not Found

requested document not found on this server
505 HTTP Version Not Supported

401 Authorization Required

the user needs to provide a user namez/:agﬁigggignr&yer

36



HTTP & statefullness

Simplified HTTP servers are stateless

Often desirable for a web site to identify users because
the server wishes to restrict user access or to serve
content as a function of user identity

Mechanisms to achieve that:

- Authorization
- Cookies

Emimedo epappoyng 37



User-server state: cookies

Many major Web sites use cookies
Four components:

1) cookie header line of HTTP response message
2) cookie header line in HTTP reguest message

3) cookie file kept on user’'s host, managed by user’'s browser
4) back-end database @ Web site

Example:
Susan access Internet always from same PC
She visits a specific e-commerce site for first time

When initial HTTP requests arrives at site, site creates a unique
ID and creates an entry in backend database for ID

2: Application Layer 38



Cookies: keeping "state” (cont.)

There is an identification number for a web site
the browser consults this identification number

ebay: 8734

Cookie file
amazon: 1678
ebay: 8734

one week later:

—1 usual http request msg

Cookie file

amazon: 1678
ebay: 8734

client

Cookie file —
usual http request msg
—creates ID

usual http response +
1678

+< Set-cookie:

cookie: 1678

— specific

server
Q
server %,
%, 24
1678 for user e Ly

usual http response msg

action

— usual http request msg
cookie: 1678

cookie-
—— spectific

—~——

usual http response msg

action

2: Application Layer 39



Cookies (continued)

aside

What cookies can bring:
- authorization

Cookies and privacy:

« cookies permit sites to learn a lot

- shopping carts about you |
. « you may supply name and e-mail o
- recommendations sites
. » search engines use redirection &
e User session STGTZ (Web e- cookies to learn yet more
ma”) « advertising companies obtain info

across sites
* Price discrimination (ethical and
economical issues)

- .  Value of user profile
/ | : .
@ Cookies are controversiall +  Data privacy vs. gains from

Privacy & Economical issues revealing/providing user profile
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HTTP Content

- Data carried in HTTP response messages are objects from
web pages, that is, HTML files, GIFs, JPEGs, java applets,
XML files

- XML files are structured data often used in electronic

commerce applications (and not only)

- HTTP is also used as the file transfer protocol for peer-to-
peer applications, streaming stored audio and video content
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Caching

Caches can reduce object-retrieval delays
Caches can decrease the amount of Web traffic sent over the Internet
Caches introduces a problem: a cache may be stale!

To ensure that all objects passed to the web browser are up-to-date:
Conditional GET

Request message uses GET method
Request message includes an If-Modified-Since header line
Check with the Last-modified & If-Modified-Since fields

The web server sends the object only if the object has been modified
since the specified date
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Web caches - proxy server

Goal: satisfy client request without involving origin server

user sets browser: Web origin
accesses via cache server

browser sends all HTTP & 2NN N
requests to cache T7p ey, SETVEr o o ¥ ~ 1
- object in cache: cache returns C"Z”WN W @svo“s
object “Spo ~Z\N
J nS'e
else cache requests object

from origin server, then
returns object to client

origin
server
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More about Web caching

Cache acts as both client and server
Typically cache is installed by ISP (university, company, residential ISP)

Why Web caching?

Reduce response time for client request
Reduce traffic on an institution's access link

Internet dense with caches enables "poor” content providers to
effectively deliver content (but so does P2P file sharing)
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Caching example

origin

i
Assumptions servers

- average object size = 100,000 bits

- avg. request rate from institution's

browsers to origin servers =
15/sec

- delay from institutional router to
any origin server and back to
router =2 sec

Consequences
utilization on LAN = 15%
utilization on access link = 100%

total delay = Internet delay + access
delay + LAN delay institutional

= 2 sec + minutes + milliseconds cache

1.5 Mbps
access link
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Caching example (cont)

origin

Possible solution servers

- increase bandwidth of access link to,
10 Mbps

Consequences
utilization on LAN = 15%
utilization on access link = 15%

Total delay = Internet delay + access delay +
LAN delay

= 2 sec + msecs + msecs
often a costly upgrade

10 Mbps
access link

insti

institutional
cache



Caching example (cont)

origin

& Tnstall cache servers

suppose hit rate is .4

Consequence

40% requests will be satisfied
almost immediately

60% requests satisfied by origin
server

utilization of access link reduced
to 60%, resulting in negligible
delays (say 10 msec)

total avg delay = Internet delay
+ access delay + LAN delay =

6*(2.01) secs + .4*milliseconds <«
1.4 secs

1.5 Mbps
access link

institutional
cache
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1.

Caching: conditional GET

Ek pépouc evog
dITouvTou
PUAAOUETPNTH, EvaC
mAnpefoUaiog server
(proxy/cache server),
oTEAvEl €va pnvupua
aitnong oc éva web
server.

O web server amavtd pe
T0 {NTOUNEVO
avTikeigevo atnv cache

H cache mpowOsi 10
AVTIKEIUEVO OTOV
QUAAOUETPNTA TTOVU TO
(AThoe, aAAd emiong
amooOnkKevel To
AVTIKEIHEVO TOTTIKA

[

r

H cache amoBnkelel Tnv nuepopnvia
TeAeuTaiag TpomoTmoinong padi pe 1o
AVTIKEIUEVO

ApYOTEpaA KATTOI0C AAAOG
eUAAopeTpNTAC ¢NTd To idIo
avTiKkeigevo améd Tnv cache kai 1o
avTikelgevo auvexilel va ppiokeTtai
oThv cache

Epooov autd To avTIKEIPHEVO HTTOPE!
va Xl TPOTIOTIOINOEI oTOV web
server, 0To HecodidoThnua, h cache
KAvel €vav eAeyxo evhuepOTNTAC
ekdidovrac éva GET umé ouvOnkn

O web server Ba amavTnoe! He TO
avTIKEIHEVO av exel aAAdel, aAAiwg
ue «304 Not modified" diapopeTiKd.
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DNS:The Internet's Directory Service

Hostnames are identifiers of hosts
eg,www.yahoo.com,calliope.ics.forth.gr
However
- they do not provide information about the network location of the hos
Difficult to be processed by routers
= Hosts can be also identified by IP addresses
1.  AmoteAeital anéd 4 bytes
2. 'Exel auotnpn 1epapxikn dopn
3.  AmokaAUTITEl TTAnpowopia yia Th Béon Tou host oto Internet

To DNS perappaler (avriotoixei) To hostname oe IP address

Application-layer protocol émou o1 DNS name servers emikoivwvouv \

va eKTeAETouv Th «peTappaon> Tou hostname otc IP address
49



DNS: problems w/ centralized architecture

A single point of failure
MeyaAUtepog @wopTo¢c and DNS queries

Oa mpémel va e¢umnpeTei 0Aa Ta DNS queries mou dnuioupyouvTal amé
EKATOVTAOEC XIAIAOEC OUOKEUEC

- MeyaAUuTtepec kaBuoTepnoeic
ATéoTaon amo pia KevTpikoToinpévn database mou ouvelopépel oc
pHeyaAUTepec kaBuoTepnoeiC AOYwW ThC HeEYdAng amooTaong ThE amo Td
hosts

-  Au€npévo kKO6OTOC ouvTRPNONG

Oa éxope pia TepdoTia database yia oAdkAnpo 1o Internet

Ymdpxouv kai authentication & authorization 6épara 6Tav emirpémoupe
oTtoI0ONTOTE XPNOTN va «eyypdper» £va host e TNV KEVTPIKOTIOINHEVN
database
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ApXITEKTOVIKA Tou DNS

- Karaveunuévn database amé name servers oc rspapxikri ooun

- Application-layer protocol émou o1 name servers emikoivwvouUv yia
va ekTeAEooUV Th «peTappaon» Tou hostname oe IP address

- To mpwTtokoAAo poadiopilel TOV TPOTIO ETTIKOIVWVIAC

.+ MeTagL Twv hosts mou oTéAvouv queries Kal Twv hame servers Tou
anavrouv

& Xpnoiwgomoiei kupiwc UDP
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ApXITEKTOVIKA Tou DNS

Local name servers

Each ISP (e.g., university, company, residential ISP) has a local name
server (default name server)

When a host issues a DNS query message, the message is first sent
to the host's local name server

The IP address of the local server is typically configured by hand in
a host

e.g., Run in the same LAN as the client host
Root name servers

When a local name server cannot immediately satisfy a query, the local
name server behaves as a DNS client and queries one of the root
name servers

Authoritative name servers
A name server in the host's local ISP

- (def.) a name server is authoritative if it always has a DNS record

that translates the host's hosthame to that host's IP address
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Distributed, Hierarchical Database

Root DNS Servers

/\

com DNS servers org DNS servers edu DNS servers
yahog_(ém akzon.com pbs.org poly.edu  umass.edu

DNS servers DNS servers DNS servers DNS serversDNS servers

Client wants IP for www.amazon.com; 15" approx:

7 Client queries a root server to find com DNS
server

7 Client queries com DNS server to get amazon.com
DNS server

7 Client queries amazon.com DNS server to get IP
address for www.amazon.com



DNS: Root hame servers

3 contacted by local name server that can not resolve name

[ root name server:

+ contacts authoritative name server if name mapping not know

+» gets mapping
+ returns mapping to local name server

a Verisign, Dulles, VA
¢ Cogent, Herndon, VA (also Los Angeles)

d U Maryland College Park, MD k RIPE London (also Amsterdam,
g US DoD Vienna, VA Frankfurt)
h ARL Aberdeen, MD | Autonomica, Stockholm (plus 3
j Verisign, ( 11 locations) other locations)
m WIDE Tokyo
e NASA Mt View, CA

f Internet Software C. Palo Alt
CA (and 17 other locat

b USC-ISI Marina del Rey, CA
| ICANN Los Angeles, CA

13 root name
servers worldwic



TLD and Authoritative Servers

3 Top-level domain (TLD) servers: responsible
for com, org, net, edu, etc, and all top-level
country domains uk, fr, ca, jp.

+» Network solutions maintains servers for com TLD
% Educause for edu TLD

J Authoritative DNS servers: organization's
DNS servers, providing authoritative
hostname to IP mappings for organization's
servers (e.g., Web and mail).

+ Can be maintained by organization or service
provider



Local Name Server

0 Does not strictly belong to hierarchy

J Each ISP (residential ISP, company,
university) has one.
+ Also called "default name server”

3 When a host makes a DNS query, query is
sent to its local DNS server

+» Acts as a proxy, forwards query into hierarchy.

Emimedo epappoyng 56



EXGmE l e r‘oo‘rnDNS server

| 2
7 Host at cis.poly.edu / TLD DNS
wants IP address for 4 Server
gaia.cs.umass.edu 0| - - =
t1

local DNS serve
dns.poly.edu

2 TN
-

authoritative DNS ser
dns.cs.umass . edu

requesting host
cis.poly.edu

gala.cs.umass.ec



Recursive queries ..., ous cemer

recursive guery:

7 puts burden of name 2 3
resolution on 7 6
contacted name n n TLD DNS se

server
7 heavy load?

local DNS server 4
iferated guery: dns.poly.edu 2

7 contacted server n

replies with name of
server to contact authoritative DNS server
dns.cs.umass.edu

A "I don't know this
name, but ask this
server”

requesting host
cis.poly.edu

gala.cs.umass.edu



Another Example on DNS

< Domain name resolvers determine the appropriate domain name servers
responsible for the domain name in question by a sequence of queries
starting with the right-most (top-level) domain label.

.DNS recursor consults three name servers to resolve the address
www.wikipedia.org.

ﬁ:‘ﬂh_ere's wnw.wikipedia._l:z rﬁZﬂ' root

o - — | _nameserver
/ e --Il'-.-':r::- Ify 204041 -ﬂ__._'.l_ lgadlﬂn'l

7 _fL m
DNS Recursen === —— Ty 207 1421 NAMESENVET | 204741121
o S )N
e Lmklpel:ha arg.

l: Ui al 2xx.xx.25.02

— [ MAMESBIVEN | 550 147 137 734
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http://en.wikipedia.org/wiki/File:An_example_of_theoretical_DNS_recursion.svg
http://en.wikipedia.org/wiki/File:An_example_of_theoretical_DNS_recursion.svg
http://en.wikipedia.org/wiki/File:An_example_of_theoretical_DNS_recursion.svg

Another Example on DNS (cont'd)

The process entails:

1 > A network host is configured with an initial cache of the known addresses
of the root names servers.

Such a file is updated periodically by an administrator from a reliable source.

2 > A query to one of the root servers to find the server authoritative
for the top-level domain

3 > A query to the obtained TLD server for the address of a
DNS server authoritative for the second-level domain.

4 > Repetition of the previous step to process each domain name label
In sequence,

until the final step which returns the IP address of the host sought.


http://en.wikipedia.org/wiki/File:An_example_of_theoretical_DNS_recursion.svg
http://en.wikipedia.org/wiki/Root_nameserver

DNS: AsiTtoupyia (1/5)

XpnoigotoieiTal amd moAAd TpwTokoAAa oTo application layer

O browser "ppiokel” To hosthame (e.g., www.someschool.edu) oTo
URL kai «mmpowBcei» To hosthame ato DNS client mou Tpéxel oTo
TOTTIKO HNXAvnua.

O DNS client otéAvel éva DNS query mou mepiéxel To hosthame
oe éva DNS server

O DNS client ©6a Adpei TeAika pia amdvrnon mou tmepiéxel To IP
address via To hosthame

O browser 6a avoiel peta pia TCP oUvdeon otn diepyacia Tov HT TP
server mou PpiokeTal og auth Thv IP d1eUBuvon

To DNS ouvelopéper pe pia kaBuatépnon ...

H IP address pmopei va ppioketal cached oe yeitovikd DNS name
server, To otoio Ba eAaTTWOoel TV oUVOAIKA Héan kaBuaTépnon Adyw
Tou DNS
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DNS: caching and updating records (2/5)

Once (any) name server learns mapping, it caches mapping
1. cache entries timeout (disappear) after some fime

2. TLD servers typically cached in local name servers
* Thus root name servers not often visited

update/notify mechanisms under design by TETF

RFC 2136
http://www.ietf.org/html.charters/dnsind-charter.html
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DNS records (3/5)

DNS: distributed db storing resource records (RR)

RR format: (name, value, type, ttl)

n Type:A m TYPQZCNAME
< name is hosthame + name is alias name for some "“canonical”
+ value is IP address (the real) name

Wwww.ibm.com IS r'eally
servereast.backup2.ibm.com

< value is canonical name

Type=NS
name is domain (e.g. foo.com) . Type=MX
value is hosthame of %+ value is hame of mailserver
authoritative name server for associated with name
this domain
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DNS protocol, messages (4/5)

DNS protocol : guery & reply messages, both with same
message format

identification flags T
msg header
. iden’rifica‘rion: 16 bit # fOf‘ number of questions number of answer RRs 12 bytes
query' reply to query uses number of authority RRs | number of additional RRs
same # i

* flags:
% query or reply
< recursion desired
< recursion available
+ reply is authoritative

2: Application Layer
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DNS protocol, messages (5/5)

identification flags T

Name: TYPe flelds number of questions number of answer RRs 12 bytes
for a query

number of authority RRs | number of additional RRs |

RRs in response
to query

records for
authoritative servers

additional “helpful”
info that may be used
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DNS: load distribution

To DNS ponBad otnv katavoun @opTou Ot «avrtiypawa» Twv
servers (replicated servers)

‘Eva dnpoygiAéc site pmopei va diatnpei pia «pdppa» amod servers, To
kaBéva pe diapopeTikn IP address

DNS yvwpilel To oUvoAo autwyv Twv IP addresses

Otav o DNS client oTéAvel pia query via éva 6voua Tou avTioTOIXEi
oc éva oUvoAo O1euBUvaswy, o DNS server amavtd oréAvovrac oAsC
ri¢ IP addresses, aA\G aAAdlovrac 1n ocipd ToUC

O client ouvhBwc¢ oTéAvel To TCP connection oTtnv mpwTtn IP
address Kai e auTto Tov TPOTIO KATAVEUETAI TO POPTio 0€ OAOUC TOUC
replicated servers
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DNS: recursive & iterative queries

When a host or nhame server A makes a recursive query to a name
server B, then name server B obtains the requested mapping on
behalf of A and then forwards the mapping to A

DNS also allows for iterative gueries at any step in the chain
between requesting host and authoritative name server

When a name server A makes an iterative query o name server B,
if name server B does not have the requested mapping, it
immediately sends a DNS reply to A that contains the IP
address of the next name server in the chain, say name server C

DNS caching is used to improve delay performance
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Electronic Mail T 1o

[0  user mailbox

Three major components: =
° user agents el
- mail servers server |\
- simpl il I S TP =
ple mail transfer protocol: 00000 B
SMTP 1 \ server
SMTP

User Agent /' o000
a.k.a. "mail reader” l - SMTP

user

" mail
agent

ing, editi eadi il
composing, editing, reading ma server

e.g., Eudora, Outlook, elm, Netscape 00000

Messenger

outgoing, incoming messages stored
on server
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Electronic Mail: mail servers

Mail Servers

: C . [ ]
- mailbox contains incoming messages mail
for user server |,
- message queue of outgoing (to be SMTP
sent) mail messages NN N\ mail
. SMTP + | bet il server
profocol between mail servers gyip
to send email messages /’ 00000
- client: sending mail server l - SMTP
- “server": receiving mail server “mail / user:r
server agen
UOooo| | user

agent
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Electronic Mail: SMTP [RFC 2821]

uses TCP to reliably transfer email message from client to server port 25
direct transfer: sending server to receiving server
three phases of transfer
o handshaking (greeting)
o transfer of messages
o closure
command/response interaction
commands: ASCIT text
response: status code and phrase
messages must be in 7-bit ASCIT
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Scenario: Alice sends message to Bob

1) Alice uses UA to compose 4) SMTP client sends Alice's message
message and "to" over the TCP connection
boblsomeschool.edu 5) Bob's mail server places the messag

2) Alice's UA sends message to in Bob's mailbox
he'“ mail server; message placed  6) Bob invokes his user agent to read
INn message queue message

3) Client side of SMTP opens TCP
connection with Bob's mail

server
B B
g% mail mail B }‘-il-_h.'
g user server server a,.ﬁe‘f,
8% |agent|  @—{m3Mm g |[mmmm ot
O[] O 5 )0
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Sample SMTP interaction

S: 220 hamburger.edu
C: HELO crepes.fr
S: 250 Hello crepes.fr, pleased to meet you
C: MAIL FROM: <alice@crepes.fr>

S: 250 alice@crepes.fr... Sender ok
C: RCPT TO: <bob@hamburger.edu>
S: 250 bob@hamburger.edu ... Recipient ok
C: DATA
S: 354 Enter mail, end with "." on a line by itself

C: Do you like ketchup?
C: How about pickles?
C: .
S: 250 Message accepted for delivery
C: QUIT
S: 221 hamburger.edu closing connection
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Try SMTP interaction for yourself:

telnet servername 25

- see 220 reply from server

- enter HELO, MAIL FROM, RCPT TO, DATA, QUIT
commands

above lets you send email without using email client (reader)
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SMTP: final words

SMTP uses persistent Comparison with HTTP:

cohnections HTTP: oull
SMTP requires message +PU

(header & body) to be in 7-bit * SMTP: push

ASCII - both have ASCII
SMTP server uses CRLF.CRLFE command/response interaction,
to determine end of message status codes

HTTP: each object encapsulated in
ItS own response msg

SMTP: multiple objects sent in
multipart msg
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QUIZ

TTepiypdyeTe To TpWTOKOAAO TOU hon-persistent HT TP
Xwpig pipelining.

OcwphoeTte évav http client & server kai mepiypdyeTe
Ta pnvopaTta mou Ba avraAAaxBouv petall Toug, T
ocipd Toug, uttodeikvUovTac TIC kKaBuaoTepRaoei¢ TTou Ba
uTtdp&ouv.
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QUIZ 7

TTepiypdyeTte Thv ouvoAiki kaBuaTépnon The HeTddoong
tiac ocAidacg mou mepiéxel N reference avTikeipeva
ueyéBoug O bits, pe persistent HT TP mou xpnoigomoiei
pipelining.

YmoBéoeTe 611 To bandwidth Tou end-to-end path eivai
b, To péyeBoc Tn¢ 1oTooeAidac I bits, To ouvoAiko round
trip time d.

MTopeiTe va kaveTe omoiadnmoTe umdOeaon xpeialeoTe
yid eTIpEPOUC KABUOTEPNDEIC, ATTAWC vad TIC OPIiOgETE
kaBapd.
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