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I'eviki nepiypadmn

Zto owkoouotpa tou Internet of Thinks (IoT) untapxet pa eupeia yrapa amnod d1-
KTUAKEG OUOKEUEG. [TOAAEG amo autég €X0ouv eAdy10To PEyeB0g Katl Ae1toupyouy e
priatapieg. 'a autov tov Adyo, o1 UTTIoAOY10TIKOT TOUG TTOPOL €ivatl apKeTd meplopt-
OPEVOL. ZTIG TIEPIOO0OTEPES TIEPUTIOOELG, 1] UAoTtoinon oAoxkAnpou tou TCP mpwto-
KOAAOU eivat aduvarn kat 1 petadopd tng rinpogopiag yiverar pe UDP. Yridpyxouv
OU®G EPAPHOYEG TTIOU ATTAITOUV aglOroT EMKOVOVIiA Kal petapopd Sedopévav.

O okortog tou project givat np vdornoinon piag B18A100nkng n oroia Ba mapéxet
pa ardr) ékboon tou TCP. TMapoda autd, Ba eival kavr) va mapéxel adlomotn
ETKOVOVIA PETASU CUOKEUGOV HE TEPIOPIOREVOUS UTTOAOY10TIKOUG TTOPOUG XP1Ot1-
porowdviag 1o Hiabeopo UDP npwtokoAdo petapopdg.

1. Aopun tou project - IIpoOsopicg

To project aroteAeital and 2 paoceg.

Ztnv npotn ¢paon teital va vAororjoete v Sopr) twv microTCP naxkétwv, to 3-
way handshake (xeipawia) kat to finalize (teppatiopo) ing microTCP ouvbeong.
Ermiong, 6a vlomou)oete eva epyaleio petapopdg apyeiov pe TCP 1o omoio Ba
XPNOTHOIOUOETE OTO TEAOG yla TV OUYKP10n TG arodoong tng vdornoinon oag,
1000 0€ OX€orn He Vv nAnpn vdornoinon tou TCP, 600 Kat pie UAOTO)0E1S AAAGDV
opdadav.

Zinv deutepn paon Oa npérnetl va vdomnorjoete v Baoikn Asttoupyia tou TCP 1)
ortoia meptAapBavet toug pnxaviopoug yia acknowledgements, retransmissions,
error checking, TCP windowing, Congestion control kat Slow start.

Anayopeuetatl va adddiete ta oupBoAala 1oV oUvVapTHoE®V IToU oag £€xouv ot
Kat 1o structure twv headers rou oag divovtat. H aAAayn toug Ba onpaivetl kat
Tov pndeviopo tou project. ITapoda autd eivat eruBupntég ot aAAayeg/mpoodnKreg
ota unodouta structs.

2. Zntoupeva B’ Paong

2.1 IZuvaptioeilg petadopag Sedopivav

Ze auty) tnv ¢don, Ba mpémnet va UAOTIONOETE TI§ ouvaptnoelg microtcp_send() xat
microtcp_recv() o1 ortoieg TIApEXOUV TTAPOPI01A ASITOUPYIKOTNTA PE TIG AVIIoTO1XES
send() ka1 recv() tou TCP.



® ssize_t
microtcp_send(microtcp_sock_t *socket,
const void x*buffer,
size_t length, int flags);

H ouvdptnon auty eivat uvrietbuvn yua v adlormotn arnootodn dedopévav.
Ot mapdapetpot eivat ot €A g:

socket: O pointer tou socket rou Siaxeipidetatl v microTCP ouvdeon.
Eivai pointer kabwg 6a xpelaotei va avavewoete didpopa nedia rmou
EPLYPAPOUV TNV KATAOTAOH TG OUVOEDTS.

buffer: Ta dedopéva ou B€Ael o xpriotng va otetdet.

length: O ap1Bpog twv bytes rou B¢Aet va oteidel o Xprjong.

flags: Flags mou tuxov erubupet o xprjotng va nepaoet oto socket.

H ouvdptnon Oa mpéret va ermotpedel Tov aplOpo twv bytes nmou enttu-
Xnpéva xat emmBeBatwpéva £otelle OTOV IAPAATITL. ZE MEPITIOOT) OT010U-
dérmote AdBoug Ba mpénet va ermotpédet -1.

® ssize_t
microtcp_recv(microtcp_sock_t *socket,
void x*xbuffer,
size_t length, int flags);

H ouvdptnon auty) eivat vrievbuvn yua tyv aglorotn Afyn dedopévav. Ot
APAPETPOL €ivat ot €§ng:

socket: O pointer tou socket rou diaxeipidetatl v microTCP ouvdeon.
Eivat pointer kabwg 6a xpelaotei va avavewoete didpopa nedia rmou
EPLYPAPOUV TNV KATAOTAON TG OUVOEDTS.

buffer: ®¢on pvrung ouv ornoia ta dedopéva amnod to dikruo Oa arodn-
Keutouv. Etvat eubuvn tou xprjotn, va mapéXel apKetd XmpPo.

length: O ap1Bpog twv bytes rou BéAet va AdBetl o xprotng.

flags: Flags rou tuxov embupel o xpnjotng va niepdoet oto socket.

H ouvdptnon Ba mpérnet va ermotpédel tTov apltOpo tov bytes nmou enitu-
Xnpéva Angonkav. Le nepinwon onoloudnriote AdOoug Ba mpénet va eru-
otpépet -1. Erunmdéov, kabng n microtcp_recv() eivat pia KAfon mou Propet
va prAokdpet, urndpyet n rmbavotnta va AdBet éva prjvupa teppatiopou tmg
ouvdeong (FIN, ACK). Ze autr) v nepimworn, Ba mpénet va ermotpédet -1
Kat va B¢tel v kataotaon g microTCP ouvbéeong wg CLOSING_BY_PEER.
Tnv mAnpogopia auvt v ekpetaddevstat n microtcp_shutdown() ywa va
ouvexioel KatdAAnAa Tov TEpPATIONO TG oUuvdeong.



3. TCP Asttoupyieg

To microTCP 6a nipénet va rapéxet tv Asttoupykotnta tou TCP xpnotponowwviag
KATTO10UG Ao toug Baoikoug ToU PNXaviopous.

3.1 Error checking

ASlorowwviag 1o nedio checksum tou microtcp_header_t header 6a mpémnet va
yivetatl o €éAeyxog av 1o MakEwo AneOnke ocwotd. Xe nepintwon rou to checksum
bev elval 0moTo, T0 TMAKETO TPETEL va Bempeital KATECTPAPIEVO KAl UTOPEITE va
Bewpriocte 011 Hev ANPONKE MOTE, EVEPYOITOIDVIAG TOUG KATAAANAOUG PN XAVIOHOUG.

3.2 Anyn MakEétwv pE TNV 00T OE1pd

Ztoxog tou microTCP eival n owotr) kat acpaing petadopd dedopévav. T'a auto
1oV Aoyo Ba mpérnet va e§aopadiletal n ANYn 1oV MAKEI®V P owotr ospd. Kdbe
MAKETO TEPIEXEL €va sequence number. Xpnolponowwviag avtd tov apldpo ka-
TaAAnAa, pmopeite va anopacioste av éva MAKETo ANPOnKe 1) OX1 PE TNV OROTI)
oc1pd.

H owotr) og1pd akétwv Ba mpénet va eAgyyetat kab’ 0An v diaprela g ouvde-
ong, 6nAadr) anod to 3-way handshake £¢mg kat tov teppatiopod g ouvdeong Kat
yla 6Aa ta naxkéra nouv aviadAdoooviat.

3.3 Retransmissions

Ia kaBe axéro ou arnootédAetat Ba npenet va AngOet to avriotorxo ACK. Ze me-
pirtworn 1ou 10 ACK dev AngpBet oe MICROTCP_ACK_TIMEOUT._US microsecons
(us) (opiletat oto microtcp.h), o arnootodéag rmpérnet va ava-oteidel 10 MAKETO.

To mpdBANpa Opwg eival Mg n recvfrom() IOU XPNOOIOIETTAl E0MTEPIKA eivatl
H1la ouvAaptnon mou PIMAOKAPEL PEXPL va AdBel KATO10 TTAKET0. Mropeite apoda
autd va g Béoete £va timeout xpnowponowdviag v setsockopt() kat to oplopa
SO_RCVTIMEO. Me auto tov 1po1to, av 1 recufrom() 6ev AaBel KATO10 TAKETO pEoa
OTOV XPOVO TIOU opioate, €ImMOTPEPEL Evav apvntiko apiBpo. Tov timeout yxpovo
Hropeite va tov 0opioete Pe ToV MAPAKAT® TPOTIO :

struct timeval timeout;

timeout.tv_sec = 0;

timeout.tv_usec = MICROTCP_ACK_TIMEQUT_US;

if (setsockopt(receive_socket, SOL_SOCKET,
SO_RCVTIMEQO, &timeout,



sizeof (struct timeval)) < 0) {
perror ("setsockopt");

}

Retransmission Oa mpémet va yivel emiong otnv nepintoorn rmou o arnootoAéag Ad-
Be1 3 ouvexopeva duplicate ACK. Tt akpiB8ag eivat to duplicate ACK neprypagetat
MAPAKAT®.

3.4 Duplicate Acknowledgements kat Fast Retransmit

Ta duplicate ACKs eivat évag 16laitepa onpaviikog pnxaviopog tou TCP pe v
Bor)Bela tou oroiou o arootoAéag pabaivel dpeoa v KATAOTACH TOU ITAKETOU
TTOU £0TE1AE.

Av 10 takéto AneOnke pe AdOn, o mapaldnrming otéAdvel miow €va ACK mou eivat
10 1610 pe 1o ACK tou tedeutaiou makeTtou mou ANPOnKe owotd. O arootoAéag
etvat oe B¢on eUkoAa va kataddabet ot 1o ouyrekpipévo ACK agpopd rponyoupevo
TIAKETO, OTOTE AvVAYVOPILEl TG TO MTAKETO OeV EPTACE OMOTA KAl EVEPYOITOLEL TOV
retransmission pnyaviopo. Emiong duplicate ACK otéAvetat otnyv nepintoorn mou
o mapaAnrng AdBet éva nmakEro pe AdBog sequence number.

Xwpig 1o duplicate ACK, o artootodéag Oa €mpere va MePIPEVEL PEXPL VA KAVEL
timeout 1mpotou Kavel retransmission. Katt t€to10 opwg Ba peiove dSpapatika
mv anodoon, eneldr) to timeout ocupbBaivel oxetka peta amnod €va peydalo did-
otua. AapBavoviag Aowudv o receiver 3 duplicate ACKs, §exkivdel apéowng 1o
retransmission. o pnxaviopog auvtog eival yveootdg og Fast Retransmit, ka6og
avtidpdel apeoa os pia rmbavn anwdela dedopévav.

'Eva epdtpa 1mou mpokUITtel ivat moto rmaketo Ha mpernet va §avaoteidet o aro-
otoAéag. To duplicate ACK mepiéyet 6png tov apibpod tev bytes rou €xouv AngOeti
0®OTd ano tov napalAnrr. Enopévag eivat eukodo va Bpebel rowa dedopéva Ba
MPETEL va SavaotaAbouv.

3.5 Flow Control

To TCP epappodet end-to-end €AeyX0 por|g yia va artopuyel anwAela naketv. a
napdadetypa av évag host otédvetl oe éva Kivnto makEta moAu ypr)yopd, 0 Kivnto e
T1G MEPIOPIOPEVEG UTTOAOY10TIKEG Huvatotnteg Ta enegepyadetat rmo apyd. TeAdkd ot
buffers tou kivntou Oa yepiocouv katl makéta propet va xabouv. Zkorodg tou flow
control eivat va meplopiotel n taxvtIa AnootoAng avaloya pe g duvatotnteg
TOU TIAPAAT)ITL).

To TCP 1o ermutuyxdvet xprnopornowwviag tov adyopidpo tou sliding window. Ap-
X1KA katda 1o 3-way handshake aviaAdAdooetatl 1o apxiko window size. I'a tv
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nepimeon tou microTCP, autd opidetat pe tv otabepda MICROTCP_WIN_SIZE.
MoAg eykaB18pubel n ouvdeon kat ot dUo mAeupég deopevouv PvhPn yld Tov
receive buffer toug. To péyebog tou buffer 6a mpénet va eivat peyadutepo 1y i0o tou
window. I'ia v vdormoinor) pag to péyebog eivat ico pe MICROTCP_RECVBUF_LEN.

To window ava@dépetat otov aptdpo tev bytes mou eivat oe B¢on va 6exOel o mapa-
Afmng. ‘Oco AapBavetl maketa o 61a0€o110g XHPog pikpaivel, dpa kat to window.
‘Otav ta 6edopéva, mpowdnbouv mpog tov Xprjotn o d1abéo110g XHpog auddvetat
gavda, apa 1o window peyalovet. H katdotaon tou window arofnkevetat oto
microtcp_sock_t. To cuwrr_win_size ava@épetal otnv TpEXouca Ty tou window,
EV® TO init_win_size otv apxikr Tixr) rov oupdpuvhdnke katd to handshake.

O alyop1Bpog doulevel wg €ENg:

* Katd tnv arnootoAr] T0U MP®OTOU IAKETIOU O ATOOTOAEAS OTEAVEL £va TTAKETO
peyeboug X bytes. To X dev prnopei va erepdoet oe péyebog 1o Maximum
Segment Size (MSS). Av kat UntdpxXoUV PUNXaviopoi yia tov autopato eViortt-
opo tou MSS, to microTCP xpnowpornotei otaBepd MSS tou oroiou 10 péye-
00og opidetat ano v otabepa MICROTCP_MSS.

* O napaAnmng §€xetatl 1o MAKETo Kat 1o anobnkevet otov receive buffer. Ka-
Bwg otéAvel iow 1o ACK, evnpuepavel KatdAAnAa tov arootoAéa yia 1o rmooca
bytes eivat mpoBupog va dexBel pe 10 endpevo makéro, tornobet®viag v
T window — X oto avtiotoiyo miedio tou header.

* O arootoAéag propet va oteidel 10 OAU 6oa bytes avagépovtat oto medio
window tou ACK header.

* TIpowbwvtag bytes otov xpriotn, o mapalrnrng auvidavetl to window tou kKatd
Y.

* Yridpyxet rmmbavotnta to window kdrota ouypn va yivetr 0. Ze pua térowa re-
pirmt@on o artootodéag Oa mPEmMel va otéAvel emavelAnppéva €va MAKET0 X6-
pig payload ¢wg otou napst ACK pe pn-pndevikd window. Ilpwv tnv aro-
OTOAI] AUTOU TOU £181KOU OKOITOU MAKETOU, Tepipiével random Xpovo petadu
0 kat MICROTCP_ACK_TIMEOUT_US microsecons. MoAig AdaBet ACK pe pn-
pndeviko window size ouvexidel v ArootoAr.

3.6 Congestion Control

Zto flow control propei 0 arootoAéag va CUPHETEXEL EVEPYA AUSOHEIDVOVIAG TOV
OYKO TRV 8edopévav ou OtéAvel, OP®G 0 TIApaAnIng eivat autdg mou kabopidet
TeEAKA Tov ap1Opo v bytes rmou Ba oteidel 0 anootoAéag Baon v MAnPONTA TRV
receive buffer tou. I'ia auto ocuvnBwg Bswpeital mwg to flow control vdoroieitat
OTOV TTAaPAAnTIIn.



Avtibeta 10 congestion control vAoroteitatl otov anootoAéa, avid@wviag MAnpodo-
pla yla v Katdotaon tou §1ktuou Kuping ard ta ACKs. Ztoxog tou eivatl va
aropuyel tv ouPPopnon oto diktuo epurnodioviag Suvapikda tnv ave§EAEYKn Aro-
otoAn dedopévav, Kpatm®viag Opwg v arodoon oe VPnAd emineda. To congestion
control meptAapBavel toug adyopiOpoug slow start, congestion avoidance, fast
retransmit kat fast recovery. 1o microTCP Oa ulormotu)ogte toug pnxaviopoug
slow start, congestion avoidance kat tov ripoavagpepBév fast retransmit.

[TapoAo mou 1o congestion avoidance kat to slow start €xouv eviedwg dradope-
TIKO 016)0, evioutolg otav pia TCP ouvdeon avupetoniost ouppopnon oto diktuo,
Ba mpénet va neplopiotel n taxvtnta arnootodng dedopévav Kat apyodtepa va aro-
kataotadel. 'a autd tov Adyo ouvrBwg ot adyopiBpotl congestion avoidance kat
slow start vlorolouvtat padi.

I'a v vdornoinon toug xpetadoviat o petabAntég yia kabe ouvdeorn) :

¢ cwnd: Congestion window. O ap1Bpog tewv bytes rmou propei va oteidet o
AarootoAéag, X®pig va neppévet ya ta avriototya ACKs.

¢ ssthresh: Slow start threshold. To 0p1o auto opiet av Ba xpnopornownOet o
alyop1Bpog slow start 11 congestion avoidance. Av cuwnd < ssthresh tote Xpn-
owpornoteitat o slow start aAyopiBpog. Atagopetikd o congestion avoidance.

Apyka to ewnd ti0etat ioo pe 3x M S'S xpnoponowwvtag v otabepd MICROTCP_INIT_CWND.
Avtiototxa 1o apXko ssthresh eivat ico pe to window tou flow control kat opidetat
e ) otaBepa MICROTCP_INIT_SSTHRESH.

3.6.1 Slow start

Kata v diapketa tou slow start, yia kabe owotd ACK nou AapBavetat, to congestion
window audavetatr katd MSS bytes. Autd onpaivetl o6t yua kabe RTT (x makéta
otaAdnkav - x ACKs An¢Onkav) to congestion window Sutdaoctddetat.

3.6.2 Congestion avoidance

Katd myv 8idpkela tou congestion avoidance, yia kdBe RTT (x makéta otaAOn-
kav - x ACKs An¢6nkav) to congestion window au&davetat katd MSS bytes. To
congestion window 6a augdavetat péxpt va apyxicouv naxketa va yavovrat. Av An-
¢0Oouv 3 duplicate ACKs tdte Ba mpémnetl va yivouv ot mapakAato aAAayeg:

ssthresh = cwnd/2;
cwnd = cwnd/2 + 1;

Zinv niepintoon mou nieppévoviag yia ACK oupBet timeout, tote:



ssthresh = cwnd/2;
cwnd = min(MICROTCP_MSS, ssthresh);

Kat evepyoroteitat o slow start aAyopiOpog.

4.

Asnttopépeleg vdomnoinong

Apyird Ba rpénet va kateBAaoete Tov avaveévo Koadika arno to Github repository
https://github.com/surligas/microTCP. Zuotnvetal dwaitepa va deite 1ig adda-
Y€g oto microtcp_sock_t kaBng Kat oe dAAa onpeia tou KOOKA.

[MTapakdat® akodoubet éva roadmap yia tnv rmo €UK0AnN Kat otadlakr] UAOIoinon
mg paong avtrg.

Roadmap:

1.

Kdvte 1ig anapaitnteg addayég oto 3-way handshake. Ot §Uo host 8a ripémet
va aviaAddacoouv 10 apXiko flow control window péow tou mediou window
tou header.

. Tporomoteiote tnv microtcp_shutdown() kataAAnAa, Oote va maipvel uTIOWPv

av 1o FIN An¢bnke 1161 anod pia ponyoupevn KANon tg microtcp_recv().

. Berwnote va vdornoteite t1g microtcp_recv() kat microtcp_send(). e auto 1o

onpeio o1 ouvaptoelg auteg anid Ba otéAdvouv kat Ba AapBavouv debopéva,
MIPAYHATOITOIMVTIAG POVO TUTTIKOUG EAEYXOUG.

[TpooBéote otig microtcp_recv() kat microtcp_send() to error checking kat
Tov €AeyX0 TV sequence kat ack numbers yla v dtaodpdAion g ANYyng
MMAKEI®V PE OMOTH OElpd. L& onoladnrote nepinmmon Aaboug Ba mpémnet va
otéAvetat éva duplicate ACK.

[TpooBéote otnv microtcp_send() twv éAeyyxo yia to duplicate ACK. Av to ACK
rou AN¢eOnke frav duplicate ACK, n microtcp_send() 6a mipénet va otéAvet
gava 1o tedeutaio makero. Av kabwg reppévet yia ACK yivetl karoto timeout,
EavaotéAvel 1o tedeutaio akero.

YAorow)ote ouig microtcp_recv() kat microtcp_send() tov flow control pnya-
VIOHO0.

7. YAoroote otnv microtcp_send() tov congestion control pnxaviopo.

[Tpooapnoote 1o bandwidth_test epyaleio ot avaykeg tou microTCP. ITA¢ov
0 Kwd1kag yla v TCP vdomnoinon oag divetat €topog Kat petadepet 1o ap-
X€10 owotd otnv AAAn mieupd. IPOZOXH: Ta peyédn towv buffers mou eru-
Bupel va otetdetl o client Ba mpénet va apapeivouy idia. Emiong Oa mpémet
VA EKTUTIOVETE TO ArotéAeopa pe akplBag tov 1610 1poro oty 00ovn.
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https://github.com/surligas/microTCP

9. KAAEY AIAKOIIEXZ !

4.1 Awadikaocia anootoAng MAKETOV

Kabe UDP nakéto mou arootéAAetal pe v microtcp_send() Oa mpéret va €xet 11é-
yeBog nikpdtepo 1) ioo pe to MSS. Auto yivetatl yia va anodpeuybet to IP fragmentation.
Enopévag o buffer tou xprjotn, Ba npénet va katakeppatiotet oe moAAanAd chunks
1oV MSS bytes. Ermunpoofeta, riptv tnv arootodn oV MAaket®v 0a mpénet va eA&y-
XETA1 KA1 0 EMITPEITTOG ap1Opog bytes rou propouv va otaAbouv Baoet 1oV flow kat
congestion control pnxaviopov. 'evikd o arnootoAéag propel va oteidet 1o oAU
min(window, cwnd) bytes kdBe ¢popd.

ssize_t

microtcp_send(microtcp_sock_t *socket,
const void x*xbuffer,
size_t length, int flags)

remaining = length;
while (data_sent < length){
bytes_to_send = min(flow_ctrl_win, cwnd, remaining);
chunks = bytes_to_send / MICROTCP_MSS;
for(i = 0; i < chunks; i++){
sendto(....);
}
if (bytes_to_send % MICROTCP_MSS){
chunks++;
sendto (....);
}
for(i = 0; i < chunks; i++){
recvfrom(...);
}
remaining -= bytes_to_send;



data_sent += bytes_to_send;

5. Tpomnog 8aOpoAoyiag

5.1 IIpo¢gopikog BaOpog

[Tapd to yeyovog ot 1o project eivatl opadikd, kabe pédog g opdadag Ba mpéret
va eivat oe B€on va anaviroel o€ BAoIKES EPWINOELS TTIOU aPOopoUV KOPBIKA onpeia
¢ vdoroinong. Ot antavirjoelg Tou Kabe péloug Oa ouvelopepouv kata 30% erti
g BaBpoloyiag tou project. Enmopévag kabe pédog propel va rdpet d1adopetiko
B6aBno6 avaloya Tig Amaviroeig.

5.2 BaOpog cuotpatog
To microTCP 6a a§ioloynbei xpnowonowwviag to bandwidth_test epyaleio. H
Babpoloyia Ba e§aptnBei anod toug eEhg apdayovieg:

1. Zwotr] popdr] makeou.

2. Opbn xpnon g minpogopiag mou eprnepiexetat otov header.

3. AZoruotn erukovevia oe €va §1KTUo TO OIoio XP1OHOII010UV TPITol £viovda.

4. Ywotr) vdornoinon v pnyxaviopwev flow kat congestion control.

6. ITapadotéa

Katd v napadoon tou project Oa mpénet va ouprieptddaBete tov pakedo microtep.
Av dev ypnowornowoete 1o CMake build system Oa rpéniet va napadooete Kat
éva Makefile rou kavet build tov kod1ka oag. Projects xwpig Makefile AEN 6a
6l0pOdvovtat.

Eniong Ba npénet va napadwoete kat pia avadopd. Zinv avapopd £KTOG aro pia
ouvtopn neptypadn g vdornoinor oag Ba npénet va cuprneptAdBete KAt v aro-
doon tou ouotrpatog oag. Auto propei va yivel xpnowponowwvrag to bandwidth._test
epyaleio 1o oroio Ba 1o 1pédete oe 2 Srapopetkd pnyavipata g oxoAns. I'a v
HETPNON CUCTIVETAL VA XPNOTHOIIO0ETE €va OXETIKA peyddo apyeio (> 500 MB).



Zav pérpo anodoong PUIopeite va XPNOHOIOU)OETE TOV AOY0 g anodoong tou
TCP kat tng d1kng oag vdornoinong. AnAadn:

Throughput microTCP
Throughput TCP

per formance =
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