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SummarySummary

 At this lab we will cover:At this lab we will cover:

– Basics of Transport Layer (TCP, UDP)Basics of Transport Layer (TCP, UDP)

– BroadcastBroadcast

– ARPARP

– DNSDNS

– More Wireshark filtersMore Wireshark filters

– Several very useful network toolsSeveral very useful network tools
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Transport LayerTransport Layer

 Two major protocolsTwo major protocols

– TCP providing reliable communicationTCP providing reliable communication

– UDP providing fast but unreliable communicationUDP providing fast but unreliable communication

 Other protocols:Other protocols:

– DCCPDCCP

– SCTPSCTP

– RSVPRSVP
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Transport LayerTransport Layer

 Link layer has as source and destination identifier, Link layer has as source and destination identifier, 
the MAC addresses of the source and destination the MAC addresses of the source and destination 
nodenode

 Network layer respectively, uses the IP addressNetwork layer respectively, uses the IP address

 Transport layer uses port numbersTransport layer uses port numbers

 Two port numbers in every packetTwo port numbers in every packet
– Source portSource port
– Destination portDestination port
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Transport Layer: TCPTransport Layer: TCP

 TCP provides reliable communication avoiding data TCP provides reliable communication avoiding data 
corruption due to packet lossescorruption due to packet losses
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Transport Layer: UDPTransport Layer: UDP

 UDP is a simple protocol providing unreliable but UDP is a simple protocol providing unreliable but 
fast data transferfast data transfer

 Used in realtime applicationsUsed in realtime applications
– VoIPVoIP
– Online gamesOnline games
– StreamingStreaming
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Transport Layer Transport Layer 

 From TCP and UDP headers we see that each port is From TCP and UDP headers we see that each port is 
16-bits long16-bits long

 2^16 different ports2^16 different ports

 Again not all of them are availableAgain not all of them are available

 IANA keeps track for the reserved ports and the IANA keeps track for the reserved ports and the 
services that use them services that use them 
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xmlhttp://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

 Some well known ports:Some well known ports:
– 22: ssh22: ssh
– 80, 8080: http80, 8080: http
– 443 https443 https

http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml
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BroadcastBroadcast

 The last IP of a subnet is used for broadcastingThe last IP of a subnet is used for broadcasting

 A broadcast message is received by all hosts in the A broadcast message is received by all hosts in the 
same subnetsame subnet

 Only UDP can be used in broadcast messagesOnly UDP can be used in broadcast messages

 Eg:Eg:
– Broadcast message to 192.168.1.255, will be Broadcast message to 192.168.1.255, will be 

received by all hosts in the 192.168.1.0/24 received by all hosts in the 192.168.1.0/24 
networknetwork

– Another broadcast to 192.168.255.255, will be Another broadcast to 192.168.255.255, will be 
received by all hosts in the 192.168.0.0/16 received by all hosts in the 192.168.0.0/16 
network  network  
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BroadcastBroadcast

 Theoretically a broadcast to the 255.255.255.255, Theoretically a broadcast to the 255.255.255.255, 
will be received by all hosts in the internetwill be received by all hosts in the internet

 At most cases, routers do not allow broadcasting At most cases, routers do not allow broadcasting 
outside our subnet, in order to prevent outside our subnet, in order to prevent floodingflooding

 Broadcast is used:Broadcast is used:
– By many protocols like ARP, DHCP, etcBy many protocols like ARP, DHCP, etc
– For automatic server discoveryFor automatic server discovery
– For easily delivering messages to all hosts in the For easily delivering messages to all hosts in the 

subnetsubnet

 IPv6 does not implement broadcast. It uses IPv6 does not implement broadcast. It uses 
multicast insteadmulticast instead
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Address Resolution Protocol (ARP)Address Resolution Protocol (ARP)

 Host A wants to sent a packet to B. A knows the IP Host A wants to sent a packet to B. A knows the IP 
of B. of B. ButBut  A needs also the MAC of B!A needs also the MAC of B! (Or the MAC of  (Or the MAC of 
the next node if A and B are not direct connected)the next node if A and B are not direct connected)

 ARP helps to retrieve the MAC of a host with a ARP helps to retrieve the MAC of a host with a 
known IPknown IP
– It checks the It checks the arp cachearp cache table if the MAC of a  table if the MAC of a 

given IP existsgiven IP exists
– If yes, it uses it immediatelyIf yes, it uses it immediately
– If know, host A broadcasts a message says “Who If know, host A broadcasts a message says “Who 

has the IP x”has the IP x”
– The node with the IP x replies back his MACThe node with the IP x replies back his MAC

 ARP cache table can be viewed with the ARP cache table can be viewed with the arp arp 
command. Its values are periodically clearedcommand. Its values are periodically cleared
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Address Resolution Protocol (ARP)Address Resolution Protocol (ARP)
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Domain Name System (DNS)Domain Name System (DNS)

 Translate human friendly host names into IP Translate human friendly host names into IP 
addressesaddresses

 It is easier to remember It is easier to remember www.csd.uoc.grwww.csd.uoc.gr rather than  rather than 
147.52.78.3147.52.78.3

 The server of CSD can change (due to a fault, or for The server of CSD can change (due to a fault, or for 
maintenance) to another backup machine, without maintenance) to another backup machine, without 
changing the URL of the websitechanging the URL of the website

 Works like the phone book, but for URLsWorks like the phone book, but for URLs

 Many DNS servers across the internet, structured in Many DNS servers across the internet, structured in 
hierarchical formhierarchical form

http://www.csd.uoc.gr/


13

Domain Name System (DNS)Domain Name System (DNS)

 The file containing your DNS server is the The file containing your DNS server is the 
/etc/resolv.conf/etc/resolv.conf
– Contains one or more DNS servers in priority Contains one or more DNS servers in priority 

order, or the IP of the gateway that is responsible order, or the IP of the gateway that is responsible 
to provide a DNS serverto provide a DNS server

 Host A wants to get the IP of wikipediaHost A wants to get the IP of wikipedia
– Host A queries his DNS serverHost A queries his DNS server
– If the DNS server do not have an entry for If the DNS server do not have an entry for 

wikipedia, returns a server that may have itwikipedia, returns a server that may have it
– The procedure is repeated until a DNS server The procedure is repeated until a DNS server 

return the IP of the website return the IP of the website 

 We will see more about the DNS system, later, using We will see more about the DNS system, later, using 
the the digdig tool tool
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Domain Name System (DNS)Domain Name System (DNS)
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More Wireshark!More Wireshark!

 Now that we know some protocols and we are Now that we know some protocols and we are 
familiar with Transport layer lets perform some familiar with Transport layer lets perform some 
interesting filters!!!interesting filters!!!
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ARP packetsARP packets
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UDP with specific destination IPUDP with specific destination IP
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TCP with specific source portTCP with specific source port
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DNS responsesDNS responses
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Useful Network toolsUseful Network tools

 For debugging, testing, experimenting etc, there are For debugging, testing, experimenting etc, there are 
many useful network toolsmany useful network tools
– netstatnetstat
– iftopiftop
– ping ping 
– traceroutetraceroute
– digdig
– GeoIPGeoIP
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NetstatNetstat

 Netstat can show several info about the open Netstat can show several info about the open 
network connections: network connections: 
– Which programs have network connectionsWhich programs have network connections
– What transfer protocol they are useWhat transfer protocol they are use
– What ports they useWhat ports they use
–   Statistics per transfer protocolStatistics per transfer protocol

 It is a very useful tool when we are writing our own It is a very useful tool when we are writing our own 
programsprograms

 Frequently used parametersFrequently used parameters
– netstat -pt: Show programs that have open TCP netstat -pt: Show programs that have open TCP 

connectionsconnections
– netstat -pu: Same with the above, for UDPnetstat -pu: Same with the above, for UDP

 For more info: For more info: man netstatman netstat    
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NetstatNetstat
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iftopiftop

 iftop is a console tool that shows realtime iftop is a console tool that shows realtime 
information about the bandwith that is spent for information about the bandwith that is spent for 
each network connectioneach network connection

 Useful to identify which is the current Useful to identify which is the current 
incoming/outgoing data rate, orincoming/outgoing data rate, or

 In combination with netstat, someone can identify In combination with netstat, someone can identify 
which program has the highest/lowest data ratewhich program has the highest/lowest data rate



24

PingPing

 One of the first network toolsOne of the first network tools

 Used today to identify if a host is up or notUsed today to identify if a host is up or not
– But this not always work. There are hosts that do But this not always work. There are hosts that do 

not respond to ping requestsnot respond to ping requests

 Used also to get the RTT (round trip time) from a Used also to get the RTT (round trip time) from a 
specific hostspecific host

 Uses the ICMP protocolUses the ICMP protocol

 Easy to use: Easy to use: ping ip_addressping ip_address

 For more infoFor more info: man ping: man ping
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PingPing
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TracerouteTraceroute

 Another very usefull tool that shows the path that Another very usefull tool that shows the path that 
packets follow until they reach the destinationpackets follow until they reach the destination

 Like ping, it uses also ICMP packets (can be changed Like ping, it uses also ICMP packets (can be changed 
with options)with options)

 How it works:How it works:
– Sends first packet with TTL 1Sends first packet with TTL 1
– Send the next packet with TTL 2,3,etcSend the next packet with TTL 2,3,etc
– A node that sees a TTL 0, reports back its IP A node that sees a TTL 0, reports back its IP 

addressaddress
– The procedure is repeated until the final The procedure is repeated until the final 

destination is reacheddestination is reached
 With the above simple way we can find all(?) the With the above simple way we can find all(?) the 

intermediate nodesintermediate nodes
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TracerouteTraceroute

 Host A to Host A to www.ics.forth.grwww.ics.forth.gr











 Host B to Host B to www.ics.forth.grwww.ics.forth.gr

http://www.ics.forth.gr/
http://www.ics.forth.gr/
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DigDig

 Dig is a tool for debugging the DNSDig is a tool for debugging the DNS

 It can provide several info like:It can provide several info like:
– Which DNS server we usedWhich DNS server we used
– How much time took in order to get the IP from a How much time took in order to get the IP from a 

URLURL
– Which is the IP of a URLWhich is the IP of a URL
– Which DNS servers were queriedWhich DNS servers were queried

 Very useful for selecting appropriate DNS servers for Very useful for selecting appropriate DNS servers for 
our networkour network
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DigDig
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GeoIPGeoIP

 Geoip is a set of tools that reports back to the user, Geoip is a set of tools that reports back to the user, 
in which county an IP belongsin which county an IP belongs

 Two tools used in combinationTwo tools used in combination
– geoipupdate: Updates the database with geoipupdate: Updates the database with 

countries and IP rangescountries and IP ranges

– geoiplookup: Performs the seach. Instead of IP geoiplookup: Performs the seach. Instead of IP 
you can use also and a domain nameyou can use also and a domain name
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QuestionsQuestions
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