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AnuioupywvTac pia dIKTUAKA E@apLoyn

"pdyoupe TtpoypdupaTa Ta oToia:
Tpéxouv o€ 01APOPETIKA TEPHATIKA CUCTHUATA

Kdl €TTIKOIVWYOUV HEOow OIKTUOU
TT.x., To Aoyiopikd Tou web server smikoIVwvei He To AOYIOHIKO Tou browser

Aiyo AOYIOHIKO €XEI YPAPTEI YIA CUOKEUEC GTOV TTUPHAVA TOU

application

OIKTUOUV
O1 OUOKEVEC aTOV TTUPAVA ToU OIKTUOU
0ev TpEXOUV KWOAIKA epApHOYAC XPAOTN
H epappoyn oTa TeppuATIKA CUOTANATA
EMITPETE! TN paydaia avdmTuén kai diddoon
ePApHoOywv

transport

)

“2)
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[ EVIKEC APXITEKTOVIKEC EQAPLOYWYV

« TTeAatn-e€umtnpeTnTn (client-server)
- AiopéTigo oloThua (peer-to-peer P2P)

« YPp101k6 Tou TEAATN-£EUTTNPETNTH KAl TOU OI1O0UOTIHOU
OUTAHATOC

Emimedo spappoync 3



Client-server dpXITEKTOVIKA

server.

[0 Zuvexng d1aBeoipdTnta (always-on host)

] Moviun IP é1e0Buvon

1 Ouada awod servers (server farms) yia
kAipakwon (scaling)

clients:

1 EmkoivwvoUv pe Tov server

1 TTi®avoTara xwpic ouvexn ouvdeon

1 TTiBavoTarta pe duvapikéc IP addresses (tmou
Aappavouv amé évav DCHP server)

0 Aev emkoivwvouUv dueoa o évag client pe Tov
dAAov

Enimedo epappoyhic 4



KaBapn P2P apxiTeKkTOVIKA

- Aev umtdpxel server Tou va cival ouvexw¢ 81aBéaipog
« TepudTIKA OCUOTANATA ETTIKOIVWVYOUV TO £vd HE TO dAAo

- O peers £xouv diakomtTopevn ouvdeon ato IvrepveT kai ol IP
d1euBUvaoeic Toug ptropei va aAAdlouv

« Tlapddeiypa: Gnutella

F~ Eival kAlpakwoipga aAAd ox1 eUKoAo va
Tda O1AXEIPIOTEIC

Enimedo epappoyhic 5



YpPp1dikd client-server kai P2P

Skype
- Egpappoyn 81adIKTUAKAC ThAEpwViag

EUpeon d1eUBuvong ammopakpuopUEVOU TTPOOWTIOU: KEVTPIKOTIOINKEVOC
server(s)

H aUvdeon amé client oc client civar dueon (0x1 péow server)

Audeon avtaAAayn puvnudtwy (instant messaging)
H ouvopiAia peTall dvo xpnoTtwy eivair P2P
Evromopog mapouaoiac/Oéong KevTpikomoInpévn:

« O xphotn¢ kataxwpei Thv IP 81eUOUVOn Tou He KEVTPIKO Server o0Tav Pmaivel
online

« O XpROTNC ETIKOIVWVEI HE TOV KEVTPIKO Server yid va Pppel Ti¢ IP dicuBuvaoeig
TWV €TTAPWY TOU

Emimedo spappoync 6



N\gpyaoiec TTOU ETTIKOIVWVOUV

Aiepyaacia: mpdypauua mou Tpéxel oc éva host

2Tov i010 host: —

, , , , Aiepyaaia client:
dUo diepyaadieg emiKoIvWVoOUV IJS.:T(I§U TOUG n 31epyaoia TTou EEKIVAe!
pe d1adepyaaniakni emkoivwvia (/nter- TV ETTIKOIVWVid

process communication) (opiCetar oto OS)| Aiepyadia server :
n d1Epyacia TTovU TTEPIPEVEI
Yid €TTIKOIVWVid

¥~ Alepyaociec oe diapopeTikoUc hosts

ETIKOIVWVOUV HE TRV avraAAayn pnvupaTwy

a- ZnUeiwon: epappoyéc pe P2P apxITeKToVIKEG EXouv drspyaoisc client
& server

Emimedo spappoync 7



Aiepyaoia aTov d€KTN

O sender mpoadiopilel Th dlepyaadia oTh GUGKEURN TOU
0EKTN XPNOILOTIOIWVTAC Td TtdpdkdTw OUO oTolXEida:

6vopa fi 81eUBuUvoN TNG OUOKEUNG  — TP address

Tpoadiopiel povadikd To network interface Tou d€kTn
HovadikoTnTta oto Internet

¢va identifier mou mpoadiopilel Thv digpyacia oTov

SEKTN /

Port number

Emimedo spappoync 8



Ynsveuplon Socke’rs

Niepyaoicc oréAvouv/AaupBdvouy
unvouara mpoc/amo socket

’ 1) ’ n
Socket poidler pe pia "mopTa host host 1

- H amooTéAouooa diepyacia server server
oTéAvel To pAvupa é€w amé Thv A &)
TopTd Ekéyxsra} and o —

, , o(EOLOOTI) TNG )

- H amootéAAouoa diepyaaia —_ @@
UTtoBETel uTTOOOUA HETAYOPAC socket socket
Tiow amoé Thv ¢ T v v

'0 dmo Tf:l opTd TIoU TCP pe TCP pe
pEpVvel To HAVUpa oTo socket buffers buffers.
TnG Aappdvouaag Siepyaaciag HETOBMTES HeTaBANTéC
API - emiAéyer: \Exéyxam

- To TPpWTOKOAAO HETAPOPAC omd T0 05

«  TIUEC OE TTAPAHETPOUC Emimedo egappoyic 9



NAiguBuvai0d6Tnon 81Epyaciwy

Fa va Adpei "',nvou,aTa n Oiepyasia V) O identifier nepiéxel IP
TIPETIEI va €XEI Evav /dentifier 51£06uvon & apiBuolc Bupiv (port

= O host éxer pia povadikn 32-bit i mbers) Tne Siepyaciac oto host

IP 81e08uvon TTapadeiypara ap1Bpwyv Bupwyv:

HTTP server: 80

& Apkei n IP d1e0Buvon Tou host . Mail server: 25

oTov oTroio TpéXel h Olepyaaia
yid ToV Tipoa0IopIHad TG

diepyaoiac; Ma va oteihovpe éva HTTP pAvupa otov
ATidvtnon: ‘OXI, ToAAEC gaia.cs.umass.edu web server:
diepyaoieg pmopei va . IP 3ibuBvon: 128.119.245.12
Tpéxouv oTov idio host . ApiBuéc Bupac: 80

Emimedo epappoyng 10



TTpwToKoAAG eTTITTEDOU £QAPUOYAC

Tumor punvuudrwy Tou avtaAAdogovtar TTpwToOKoAAa dnpoaiou

.X., diThon, amdvrnon TopéQ:
Zuvraén unvouarog: « OpiCovrail oe RFCs
T1 media umtdpxouv 0To HAVUHA Kal - EmiTpémouv
Tw¢ autd diaxwpilovTal diaAeIToupyIKOTNTA

2nuaoiodoyia unvouaroc
2.nuyacia Tn¢ tAnpoyopiac¢ ota media

Kavoves yia to moTe Kal mwg ol
oigpyaoie¢ otéAvouv & amavrouv oe
unvupara

« m.X., HTTP, SMTP
IdioTayn TpwTOKOAAQ:
1.X., KaZaA

Emtitedo epappoyAc
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T1 uttnpeoia peTapopdc xpeldleTdl Hid epdpuoyh;

ATtwAei1a 0edopEVWY EUpoc {wvnc

Kamoiec epappoyécg (m.x., Axou) Kdmoieg epappoyég (T.x.,

UTTOpoUV va avexOoUv KATIOIEC TIOAUHEDIKEG) aTraIToUV KAT010
ATIWAEIEC eAdxi0To eUpog Twvng via va

, , ' gival aTOoTEAEOUATIKEG

AMEG epappovEg (T.X., HETAPOPA 0, “caaorikéc cpappoyéc
apxeiwv, telnet) amaitouv 100% XPNOIHOTI0I0UV

ag16moTn HeTagopd dcdopévwy omol0dATOTE eUpo¢ JWvng giva
d1aBéaipo

XpovIoHOC
Kamoiec epappoyécg (.., 01adikTuakn ThAspwvia, d1adpaocTikd

maixvidia) amaiTolv XapynAh kabuoTépnon yid va ivai
ATTOTEAEOUATIKEG

Emimedo epappoyng 12



ATIAITAOEIC UTThpEdidC UETAYOPAC Yid oUVAOEIC epaploYEc

ATTwAs1a EvaioOnoia o€
E@apuoyn dedopévwv  EUpog wvng KaOUOTEPNOEIG
MeTagopa apxeiwv Kayia amwAela  EAAOTIKA oyl
e-mail Kapia ammwAsia  €AaoTIKA oxI
‘Eyypaga Web Kayia amwAsia  eAAOTIKA ox1
pwvn/video Avoxn oe Axog¢: 5kbps-1Mbps  vai, TG TAENG
TTPAYUATIKOU XPOVOU aTTWAEIEC video:10kbps-5Mbps  Twv100 msec
Avoxn o€
ATroBnkeupevn ewvn/video amwAeleg OT1wg pIv Val, JEPIKA Secs
Avoxn o€ val, TNG Ta¢nG Twv
AladpaoTIKA TTAIXVIOIO aTTWAEIEC Aiya kbps mmavw 100 msec
Aueon avraAiayn
MNVUPATWYV Kapia oTTwAEI0  EAAOTIKN Nai ka1 Oyi

Emimedo epappoyng 13



Ymevluuion:
TTowTokoAAQ peTaPopdc umhpeaiwy oto Internet

TCP umtnpeaia:

ZUvoeoIoTpEPHC: anmaiTeiTal eykaBidpuon petalu diepyaoiwy Twy client &
server

Aéiomiorn perapopd petall diepyaociwy Twy sender & receiver
EAeyxoc potic: o sender dev katakAU( el Tov receiver

EAcyxo¢ ouLpdpnons: HEIWVEL ThV PON ToU sender oTnv TepiTTTwon
UTTEPPOPTWONG TOU OIKTUOU

Aev mapéxer xpoviké¢ R eAdxioTou bandwidth eyyunhoeic
UDP umnpeaia:

Avai1omoTn peTapopd dedopévwy PeTall TG amooTEAAovaacg Kai TNG
Adupavouaoac diepyaciag

Aev tapéxer: eykaBidpuon ouvdeong, aliomioTia, EAeyXoC pong, EAEYXOC
oUHPOPNONG, XPOVIOUOG, fi eyyUnon eUpoug Cwvng

Q: MiaTi umdpxel T6Te N UDP oUvdeon? Enimedo epappiovic 14



Eoappoyéc d1adIKTUOU: TpWTOKOAAD £QAPUOYAC, LETAPOPALC

MpwTtOKOoAAO MpwTtoKOAAO
E@appoynp  ETTITTESOU EQOAPHUOYNG METAPOPAG

e-mail SMTP [RFC 2821] TCP
ATTOJOKPUOMEVN
TpooTréAaon TepuaTtikou  Telnet [RFC 854] TCP
Web HTTP [RFC 2616] TCP
Metagopd apxeiwv  FTP [RFC 959] TCP
|d10TAYEC
[MoAupéoa ouvexoucg pong  (11.X. RealNetworks) TCP h UDP
1I010TAYEC

Aladiktuakn TnAepwvia  (11.X., Vonage,Dialpad) ocuvi@wc¢ UDP

Emimedo epappoyng 15



Web kai HTTP

OpoAoyia

- Mia 1oTooeAida amoTeAcital améd avTikeipyeva (objects)

- Eva object pmopei va eivai: HTML file, JPEG image, Java applet,
audio file,...

- Mia ioTooeAida ammoTeAciTal até base HTML -file Trou
mepiAauPpdvouv pepikd referenced objects

“¥"KdBe object vivetar addressable ané éva URL
TTapadeiypa URL:

www . someschool .edu/someDept/pic.gif

—— ———

host name / path name
Path name: shows from where (in the RAM or disk) to retrieve

the ob J ect Emimedo epappoyng 16




HTTP overview

HTTP: hypertext transfer protocol

PC running

. TTpwTokoAo Tou Web emimédou e@apiAE"
- client/server model

client: browser mou {ntd, Aaupdvel, n
“eppaviel” Web objects

server: Web server oTéAvel objects wg
amdvrhon o€ adIThpaTa mou Aappavel

Server
running
Apache Web
server

HTTP 1.0: RFC 1945
HTTP 1.1: RFC 2068 Mac running

Navigator

Emimedo epappoyng 17



HTTP overview (ouvéxeia)

& Xpnon Tou TCP

O client:
Eekiva pia TEP ouvdeon. dnuioupyei socket oto server, port 80

O server:
déxetal Tn TCP oUvdeon amod Tov client

AvtaAayn HTTP punvuparwyv (cg(pplica‘rion-layer protocol messages)
petall browser (HTTP client) & Web server (HTTP server)

KAciopo TCP ouUvdeonc

Emimedo epappoyng 18



HTTP overview (ouvéxeia)

Xphon Tou TCP:
O client §ekiva pia TCP ouvdeon (dnuioupyei socket) oto server, port 80
O server déxetal Tn TCP ouvdeon ano Tov client

AvtaAAayh HTTP unvupatwy (application-layer protocol messages) perafv
browser (HTTP client) & Web server (HTTP server)

KAcioipo TCP connection

HTTP dev diaTnpei TAnpowopia oxeTIKA He ThV KATAOTAGN TOU CUCTAHATOC
(cival “stateless'")

O server dev diaThpei TAnpowopicC amo maAlidTepa airruara Twy clients
(requests)

® TTpwToékoAAa TToU diaThpoUv KaTaoTaoelg Tou ouothuarog (“state")

gival epimAoka |
TTaAioTepn 10Topia (state) mpémer va diatnpeitar &

Edv o1 server/client katappeUoouv = N €iIkdva ToU £XOUV yid ThV

KATAOTAON TOUC UTTOPEI va Jragépsl = To TIPWTOKOAAO TTPETTEI va
8{00{/’0/!/0’8/ Hia “KO/V/i“ g1koOvd Emimedo epappoyic 1




HTTP ouvdéoeic

Nonpersistent HTTP

- To moAU éva avTikeipgevo aTéAveTal Tavw amo wia TCP auvdeon
- HTTP/1.0 xpnoigomoiei nonpersistent HT TP

Persistent HTTP

@aﬂoAAauAé avTIkeigeva gmmopoUv va oTaAouv tavw amo ia TCP ouvdeon
petalu client & server
HTTP/1.1 xpnoigomoiei persistent ouvdéoeig oe default katdoTaon

Emimedo epappoyic 20



Nonpersistent HTTP

YTmoBéoTe o user pdler To URL  (Tepiexel keipevo, avagopeg o€ 10 jpeg €IKOVEG)

1

www . someSchool . edu/someDepartment/home. index

n. HTTP client ekivder pia TCP oUvdeon

otov HTTP server (diepyacia) \
@ www.someSchool.edu oTo port 80 1b. HTTP server oo host

www.someSchool.edu trepipével yia TCP

/ ouvdeon aTo port 80,
"déxeTal” Tn oUvdeon, EVNHEPWVOVTAC TOV

2. HTTP client otéAver HTTP client
unvupa airriuaroc
(mepitAapupdvovrac To URL) o*ro\‘3. HTTP server Aaupdver To phvupa
socket Tn¢ TCP oUvdeonc. aITAPaToc, kataokevdlel €va prAvuua

To puvupa uttodeikvuel 0TI 0 amavrnon¢ epiAaupdvovrag To
client {nTdeI To avTikeipevo / {nToupevo avTikeipevo, & aTEAvE! TI
someDepartment/nome.index HAVUHa oTo socket

ime

Emimedo epappoynic 21



Nonpersistent HT TP (ouvéxeia)

/ 4 HTTP server kAciver TCP oUvdeon

B. HTTP client Aappdver To pAupa
aTTavtnong ToU TTEPIEXEI TO
html apxeio, kai To deixvel.
AvaAUovTac 1o html apxeio,
ppioker 10 avapepopevar jpeg

. avTIkeipeva
T'Te 6. Ta pApara 1-5
emavaAappdvovrail yia kdBe éva

amé Ta 10 jpeg avTikeipeva

7" In this example, 11 TCP connections will be created!

Emimedo epappoync 22



Non-Persistent HT TP Connection

A brand-new TCP connection must be
established & maintained for each requested object

O For each of these TCP connections:
TCP buffers must be allocated and

TCP variables must be
kept in both the client and server

& This can place a serious burden on the Web server

Furthermore, each object suffers a delivery delay of 2RTTs:
one RTT to establish the TCP connection, and

one RTT to request and receive the object
Emimedo epappoynic 23



Non-Persistent HTTP: Xpovoc amdkpionc

Opiopég Tou RRT: /]

2. UVOAIKOG XpOVOC TIOU ATTAITEITAI YId ThY @ n
AaTto0TOAR €VOC HIKPOU TTAKETOU ATIO TOV
client oTov server kai apéowc petd

Eekivaet TCP

amoé Tov server aTov client. sovscon [
RTT< g
Xpdvoc améKpIonC: graer L
- éva RTT via va £ekivioer Thv TCP apxeto ey
oUvdeon RTT ;}ﬁii’éé’im
« évaRTT via To HTTP aitnua kai via Ta Ay -
npwra bytes tA¢ HT TP anavrnong va apygiov
ETIOTPEYEI ; .
- Xpovoc via va petadoBei To apxeio time time

oUvoAo = 2RTT + xpovog petddoong
Note: RTT includes packet propagation delays, packet queuing delays in
infermediate routes and switches, and packet processing delays

ETmiTtedo so0dpuovAc 24



Persistent HTTP

Nonpersistent HTTP :

® anaiTei 2 RTTs ava avrikeipeva

« OS overhead yia kdB@s TCP
ouvdeon

- browsers ouxvd avoiyouv
mapaAnAec TCP ouvdéaoeic yia va
PEPOUV avapepOeEva avTIKEideEva

Persistent HTTP

- 0 Server agnvel Tn ouvdeon
avoiXTN HETA TNV ATTOOTOAR TNC
amavrnong

« Ta emakoAouBa HT TP pnvuuara
petalv idiov client/server
oTéAvovTdl mdvw amo TV
avoiXTn ouvdeon

—

> -

Persistent xwoic pipelining:

o client ekdidel véo aiThua Kévo otav
n mponyoUpHevn arndavrnon AngOci

& 1 RTT yia KdO€ avagepopevo

AVTIKEIHEVO

Persistent e pipelining.

default oto HTTP/1.1

o client oTéAvel aiITAuaTa yoAIC
AvTIHETWTIOEI €va avaepopeEvo
AVTIKEIHEVO

&1 RTT yia 6Aa@ Ta avapepdpeva

avTIKEideEVa

Emimedo epappoync 25



Persistent HT TP

An entire web page (in the previous example, the base
HTML file and ten images) can be sent over a single
persistent TCP connection

Moreover multiple web pages residing on the same server
can be sent from the server to the same client over a single
persistent TCP connection

Typically the HTTP server close a connection when it isn't
used for a certain time ( a configurable tfimeout interval)

With persistent HTTP with pipelining, it is possible for only
one RTT to be expended for all the referenced objects,
rather than one RTT per referenced object when pipelining
isn't used

Emimedo epappoync 26



HTTP pAvuua aiThuarog

« OUo TUTOI HTTP pnvupdTwy: airnua, atdvrnon

« HTTP pAvupa arthparoc:
ASCIT (format mou diapdlovtal amé Tov dvOpwo)

Ypappn alTr'\uaTec\
(GET, POST, GET /somedir/page.html HTTP/1.1
HEAD evtoAéc) Host: www.someschool .edu

~ |User-agent: Mozillas4.0

PALMES | connection: close

EMKEPAAIOWY | Accept-language - Fr

Carriage return . .
Iing feed /'/Eextra carriage return, line feed)

indicates end

of message
Emimedo epappoync 27



HTTP pAavupa pynvoparocg: yevikoé format

F | reguest
line

header
lines

Entity Body

Emimedo epappoync 28



HTTP request message

- two types of HTTP messages: reguest, response

- HTTP request message:
ASCITI (human-readable format)

request line
(GET, POST,\‘_GET /somedir/page.html HTTP/1.1
HEAD commands) Host: www.someschool .edu
User-agent: Mozillaz4.0
header Connection: close
lines Accept-language: fr
Carriage refurn,—— (extra carriage return, line feed)
line feed
indicates end In this example, no persistent connection
of message

2: Application Layer 29



Q: TTéoog xpovoc amaiteital yid Tn

kaBuaTtépnon emnpedleTal amo:

MovTeAoToinon
KaBuoTépnonce .

AAYN £VOC AVTIKEINEVOU ATTO
évav Web server petd tng
AdTooTOAR Hiac aiThong:

AyvowvTtac Th ouppopnon, h

Tnv eykaBidpuon tng TCP olUvdeong.

Thv KaBuoTépnon amwooToANG
dcdopévwy

apyn ekkivnon .

2.upupoAiopoi, tapadox£c:

OcwpceioTe pia {evEn peTallu Tou
client ka1 Tou server puBuol R

S: MSS (bits)

O: péyveBog object (bits)

Aev vgioTavral emavamooToAéc(dev

umtdpxouv amtwAeie¢ (loss)
aMhoiwaeig (corruption))

MéyeOoc tapaBupou:

Katapxnv, Oswpeiote oTaBepd
Tapadupo ocuppopnong, W
segments

2.Th ouvéxelda, Ouvapiko apdBupo,
HOVTEAOTTOIWVTACG TNV dpYhH
EKKivhon.

Emimedo epappoyic 30



MovTeAhomroinon HTTP KaBuaoTépnonc

Assume Web page consists of:
1 base HTML page (of size Obits)
M images (each of size Obits)
Non-persistent HTTP:
M+1 TCP connections in series
Response time = (M+1)O/R + (M+1)ZRTT + sum of idle times

Persistent HTTP with pipeling:
2 RTTto request and receive base HTML file
1 RTTto request and receive M images
Response time = (M+1)O/R + 3RTT + sum of idle times

Emimedo epappoyic 31



Uploading form input

Post method:

Still the user requests a URL method:

Web page - Uses GET method

- Used when the user fills - Input is uploaded in URL
out a form (e.g., user field of request line:
provides search words to a /
search engine)

www . somesite.com/animalsearch?monkeysé&banana

- Web page often includes
form input

- Input is uploaded to

server in entity bod
4 4 2: Application Layer 32



Method types

HTTP/1.0 HTTP/1.1
- GET - GET,POST, HEAD
. POST - PUT
. HEAD uploads file in entity body to
- asks server to leave requested path specified in URL field
object out of response - DELETE
- Used for debugging de:ceilleds file specified in the URL

2: Application Layer 33



HTTP response message

status line
(protocol
status code HTTP/1.1 200 OK
status phrase) B Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT
Server: Apache/1.3.0 (Unix)
bgﬁ%gg Last-Modified: Mon, 22 Jun 1998 ....
ontent-Length: 6821
ntent-Type: text/html
data, eg, — data data data data data ...
requested
HTML file

Indicatesvhen the object was created or last updated
Critical in caching (proxies)

Number of bytes in the object being sent
2. Application Layer 34



HTTP response status codes

In first line in server->client response message.
A few sample codes:

200 OK
request succeeded, requested object later in this message
301 Moved Permanently

requested object moved, new location specified later in this
message (Location:)

400 Bad Request

request message not understood by server
404 Not Found

requested document not found on this server
505 HTTP Version Not Supported

401 Authorization Required

the user needs to provide a user nameé%lﬁigyyignr&iyer 35



HTTP & statefullness

- Simplified HTTP servers are stateless

- Often desirable for a web site to identify users because
the server wishes to restrict user access or to serve
content as a function of user identity

Mechanisms to achieve that:

. Authorization
. Cookies

Emimedo epappoync 36



Trying out HTTP (client side) for yourself

1. Telnet to your favorite Web server:

telnet cis.poly.edu 80 Opens TCP connection to port 80

Anything typed in sent
to port 80 at cis.poly.edu

2. Type ina GET HTTP request:

GET /~ross/ HTTP/1.1 By typing this in (hit carriage
Host: cis.poly.edu return twice), you send

this minimal (but complete)
 GET request to HTTP server

3. Look at response message sent by HT TP server!

2: Application Layer

(default HTTP server port) at cis.poly.edu.

37



User-server state: cookies

Many major Web sites use cookies
Four components:

1) cookie header line of HTTP response message
2) cookie header line in HTTP reguest message

3) cookie file kept on user’s host, managed by user's browser
4) back-end database @ Web site

Example:
Susan access Internet always from same PC
She visits a specific e-commerce site for first time

When initial HTTP requests arrives at site, site creates a unique
ID and creates an entry in backend database for ID

2: Application Layer 38



Cookies: keeping "state” (cont.)

There is an identification number for a web site
the browser consults this identification number

client

Cookie file —
ebay: 8734

server
usual http request msg server %‘}}l.
usual http response + reafes ID “ 06‘9%
o) %
_ 1 U
Set-cookie: 167g| 078 foruser o

<4
Cookie file
amazon: 1678
ebay: 8734

usual http request msg
cookie: 1678

— specific

usual http response msg

usual http request msg
cookie: 1678

—~——

—

one week later: «
Cookie file .
amazon: 1678
ebay: 8734
<

usual http response msg

action

cookie-
spectific
action

2: Application Layer 39



Cookies (continued)

What cookies can bring:

authorization
shopping carts
recommendations

user session state (Web e-
mail)

®  Cookies are controversiall
Privacy issues

aside

Cookies and privucy.

[] cookies permit sites to learn a lot

about you

[1 you may supply name and e-mail to

sites
[] search engines use redirection &
cookies to learn yet more

[1 advertising companies obtain info

across sites

2: Application Layer
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HTTP Content

- Data carried in HTTP response messages are objects from
web pages, that is, HTML files, GIFs, JPEGs, java applets,
XML files

- XML files are structured data often used in electronic

commerce applications (and not only)

« HTTP is also used as the file transfer protocol for peer-to-
peer applications, streaming stored audio and video content
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Caching

- Caches can reduce object-retrieval delays

« Caches can decrease the amount of Web traffic sent over

the Internet
« Caches intfroduces a problem -> a cache may be stale!

- To ensure that all objects passed to the web browser are
up-to-date: Conditional GET

- Request message uses GET method
 Request message includes an If-Modified-Since header line

- Check with the Last-modified & If-Modified-Since fields

- The web server sends the object only if the object has
been modified since the specified date
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Web caches - proxy server

Goal: satisfy client request without involving origin server

user sets browser: Web origin
accesses via cache server

browser sends all HTTP

requests to cache TTP server o o ¥ - i
- object in cache: cache returns C""'V”HTTP Leesy 5 oo™
. es'poh LA ? ¢
S

object E:f 1Y
else cache requests object (\o@f
. . Q ¢ A2
from origin server, then \(\4 ¢
returns object to client <R
< u
client origin
server
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More about Web caching

Cache acts as both client and server
Typically cache is installed by ISP (university, company, residential ISP)

Why Web caching?

Reduce response time for client request
Reduce traffic on an institution's access link

Internet dense with caches enables "poor” content providers to
effectively deliver content (but so does P2P file sharing)
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Caching example

origin

Assumptions servers

- average object size = 100,000 bits

- avg. request rate from institution’s
browsers to origin servers =

15/sec

- delay from institutional router to
any origin server and back to
router =2 sec

1.5 Mbps
access link

Consequences &=
 utilization on LAN = 15%
« utilization on access link = 100% iCUMICY il ity
- total delay = Internet delay + access -~
delay + LAN delay institutional
= 2 sec + minutes + milliseconds cache
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Caching example (cont)

origin

Possible solution servers

- increase bandwidth of access link to, [y
10 Mbps /

Consequences

« utilization on LAN = 15%

« utilization on access link = 15%

- Total delay =TInternet delay + access delay +
LAN delay

- = 2 sec+msecs + msecs
- often a costly upgrade

10 Mbps
access link

insti

& @ W

~< = = g

institutional
cache



Caching example (cont)

origin

& Tnstall cache Servers

suppose hit rate is .4
Consequence

40% requests will be satisfied
almost immediately

60% requests satisfied by origin
server

utilization of access link reduced
to 60%, resulting in negligible
delays (say 10 msec)

total avg delay = Internet delay
+ access delay + LAN delay =

6*(2.01) secs + .4*milliseconds <«
1.4 secs

1.5 Mbps
access link

institutional
cache
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DNS:The Internet's Directory Service

Hostnames are identifiers of hosts
eg,www.yahoo.com,calliope.ics.forth.gr
However
- they do not provide information about the network location of the hos
Difficult fo be processed by routers
= Hosts can be also identified by IP addresses
1. AmoTteAeital amd 4 bytes
2. 'Exel auoTnph 1epapxikfi doHn
3.  AmokaAUTtTEl TTAnpowopia yia Tn 8éon Tou host oto Internet

To DNS perappaler (avriotoixei) To hostname oe IP address

Application-layer protocol 6mou o DNS name servers emikoivwvoUv \

va eKTeAéoouv Tn «peTappaon>» Tou hostname oe IP address
48



DNS: problems w/ centralized architecture

. A single point of failure
«  MeyaANiTepog @wopTtog and DNS queries

Oa mpémel va e¢umnpeTei 0Aa Ta DNS queries mou dnuioupyouvTal amé
EKATOVTAdEC XIAIAOEC OUOKEVEC

« MeyaANUtepec KaBuoTepNoeic
ATéoTaon amo pia KevTpikotoinpévn database mou ouvelopépel oc
pHeyaAUTepec kaBuoTephoeic Adyw TnC HeydAng améoraong The amo Td
hosts

« Au€npévo KO6OTOC ouvTRPNONG
Oa éxope pia TepdoTia database yia oAdkAnpo 1o Internet

YTndpxouv kai authentication & authorization ©¢para 6Tav emiTpémoupe
OTIOI0OATIOTE XPNOTN va «eyypd@el» éva host pe Tnv KevTpikoToINUEVN
database
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ApXITEKTOVIKA Tou DNS

- Karaveunuévn database amé name servers oc /spapxikri ool

- Application-layer protocol 6mou o1 name servers emikoivwvouv yid
va eKTeAETOUV Th «peTappaon> Tou hostname oc IP address

- To mpwTOoKoAAo Tpoadiopilel TOV TPOTIO ETTIKOIVWVIAC

- HETACU Twv hosts mou aTéAvouv queries kal TWV hame servers Tou
amnavrouv

& XpnoipoToiei kupiwg UDP
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ApXITEKTOVIKA Tou DNS

Local name servers

Each ISP (e.g., university, company, residential ISP) has a local name
server (default name server)

When a host issues a DNS query message, the message is first sent
to the host's local name server

The IP address of the local server is typically configured by hand in
a host

e.g., Run in the same LAN as the client host
Root hame servers

When a local hame server cannot immediately satisfy a query, the local
name server behaves as a DNS client and queries one of the root
name servers

Authoritative name servers
A hame server in the host's local ISP

- (def.) a name server is authoritative if it always has a DNS record

that translates the host's hosthame to that host's IP address
Emimedo epappoyic 51




Distributed, Hierarchical Database

Root DNS Servers

/\

com DNS servers org DNS servers edu DNS servers
yahog_(ém akzon.com pbs.org poly.edu  umass.edu

DNS servers DNS servers DNS servers DNS serversDNS servers

Client wants IP for www.amazon.com; 15" approx:

7 Client queries a root server to find com DNS
server

7 Client queries com DNS server to get amazon.com
DNS server

7 Client queries amazon.com DNS server to get IP
address for www.amazon.com



DNS: Root name servers

3 contacted by local name server that can not resolve name

[ root name server:

+ contacts authoritative name server if name mapping not know

+» gets mapping
+ returns mapping to local name server

a Verisign, Dulles, VA
¢ Cogent, Herndon, VA (also Los Angeles)

d U Maryland College Park, MD k RIPE London (also Amsterdam,
g US DoD Vienna, VA Frankfurt)
h ARL Aberdeen, MD | Autonomica, Stockholm (plus 3
j Verisign, ( 11 locations) other locations)
m WIDE Tokyo
e NASA Mt View, CA

f Internet Software C. Palo Alt
CA (and 17 other locat

b USC-ISI Marina del Rey, CA
| ICANN Los Angeles, CA

13 root name
servers worldwic



TLD and Authoritative Servers

3 Top-level domain (TLD) servers: responsible
for com, org, net, edu, etc, and all top-level
country domains uk, fr, ca, jp.

+» Network solutions maintains servers for com TLD
% Educause for edu TLD

J Authoritative DNS servers: organization's
DNS servers, providing authoritative
hostname to IP mappings for organization's
servers (e.g., Web and mail).

+ Can be maintained by organization or service
provider



Local Name Server

0 Does not strictly belong to hierarchy

J Each ISP (residential ISP, company,
university) has one.
+ Also called "default name server”

3 When a host makes a DNS query, query is
sent to its local DNS server

+» Acts as a proxy, forwards query into hierarchy.
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EXGmE l e r‘oo‘rnDNS server

| 2
7 Host at cis.poly.edu / TLD DNS
wants IP address for 4 Server
gaia.cs.umass.edu 0| - - =
t1

local DNS serve
dns.poly.edu

2 TN
-

authoritative DNS ser
dns.cs.umass . edu

requesting host
cis.poly.edu

gala.cs.umass.ec



Recursive queries ..., ons cemer

recursive guery:

7 puts burden of name 2 3
resolution on 7 6
contacted name n n TLD DNS se

server
7 heavy load?

local DNS server 4
iferated guery: dns.poly.edu 2

7 contacted server n

replies with name of
server to contact authoritative DNS server
dns.cs.umass.edu

A "I don't know this
name, but ask this
server”

requesting host
cis.poly.edu

gala.cs.umass.edu



Another Example on DNS

< Domain name resolvers determine the appropriate domain name servers
responsible for the domain name in question by a sequence of queries
starting with the right-most (top-level) domain label.

.DNS recursor consults three name servers to resolve the address
www.wikipedia.org.

'i:':'#Eh_ere's wnw.wikipedia_l:u_ rﬁﬁ' root
__/' T (e TAMRSERT | 198.41.0.4
- _.==:' Ty 20474000072

7 _fL m
DNS Recursen === Ty 207 1421 NAMESENVET | 204741121
o S )N
e Lmklpel:ha arg.

l: Ui al 2xx.xx.25.52

— [ MAMESBIVEN | 50 147 131 734
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http://en.wikipedia.org/wiki/File:An_example_of_theoretical_DNS_recursion.svg�
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Another Example on DNS (cont'd)

The process entails:

1 > A network host is configured with an initial cache of the known addresses
of the root names servers.

Such a file is updated periodically by an administrator from a reliable source.

2 > A query to one of the root servers to find the server authoritative
for the top-level domain

3 > Aquery to the obtained TLD server for the address of a
DNS server authoritative for the second-level domain.

4 > Repetition of the previous step to process each domain name label
In sequence,

until the final step which returns the IP address of the host sought.


http://en.wikipedia.org/wiki/File:An_example_of_theoretical_DNS_recursion.svg�
http://en.wikipedia.org/wiki/Root_nameserver�

DNS: AsiToupyia (1/5)

[1 Xpnoipomoigital amé moAAd mpwTokoAAa oto application layer

[1 O browser "ppiokel” To hostname (e.g., www.someschool.edu) oto
URL ka1 «mtpowBcei» To hosthame oto DNS client mou Tpéxer ato
TOTTIKO ynxdvnua.

[1 O DNS client otéAvel éva DNS query mou mepiéxel To hostname
oe éva DNS server

] O DNS client 6a Aapei TeAikd pia amavrnon mou mepiéxel 1o IP
address via To hosthame

1 O browser Oa avoitel pera pia TCP oUvdeon otn diepyaaia Tou HTTP
server Tou PpiokeTal o auth Thv IP d1e0Buvon

] To DNS ouveiopépel pe pia kabuartépnon ...

[1 H IP address pmopci va ppioketal cached oe yeitovikdé DNS name
server, To otoio Ba eAaTTWOElI TV OUVOAIKA péan kaBuoTépnon Aoyw
Tou DNS

Emimedo epappoynic 60



DNS: caching and updating records (2/5)

Once (any) name server learns mapping, it caches mapping
1. cache entries timeout (disappear) affer some time

2. TLD servers typically cached in local name servers
* Thus root name servers not often visited

update/notify mechanisms under design by TETF

RFC 2136
http://www.ietf.org/html.charters/dnsind-charter.html
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DNS records (3/5)

DNS: distributed db storing resource records (RR)

RR format: (name, value, type, ttl)

[1 Type=A
< name is hostname
< value is IP address

Type=NS
(1 name is domain (e.g. foo.com)

1 value is hosthame of
authoritative name server for
this domain

(1 Type=CNAME
<« name is alias name for some
“canonical” (the real) name

www - ibm.com is really
servereast.backup2. 1tbm.com

< value is canonical name

[1 Type=MX
<+ value is name of mailserver
associated with name
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DNS protocol, messages (4/5)

DNS protocol : guery and rep/y messages, both with

same message format

msg header
[] identification: 16 bit #
for query, reply to query
uses same #
[] flags:
< query or reply
<+ recursion desired
% recursion available
+ reply is authoritative

identification flags T
number of questions number of answer RS 12 ytes
number of authority ERs | number of additional RRs l
questions

(variable number of guestions)

Ansivers
(wariable number of resource records)

authority
(variable number of resource records)

additional information
(variable number of resource records)

2: Application Layer



DNS protocol, messages (5/5)

identification

flags T

Name, type fields

number of questions number of answer RRs 12 bytes
for a query
numbrer of authority REs | number of additional RRs
. ' guestions
RRS N r‘eSponse (variable number of questions)

to query\‘

(variable number of resource records)

ganswers

records for

GUThoriTGTive Ser'ver's > (variable number of resource records)

authority

Ll

additional information

Gdlelonal “helprI" / {wvariable number of resource recards)

info that may be used

2: Application Layer
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DNS: load distribution

To DNS ponBd otnv karavoun @opTou o€ «avriypawa» Twv
servers (replicated servers)

‘BEva dnpoywiAéc site pmopei va diatnpei pia «pdppa» amod servers, To
kaBéva pe diapopeTikn IP address

DNS yvwpilel To oUvoAo autwv Twv IP addresses

Otav o DNS client oTéAver pia query yia éva 6voud Tou avTiOTOIXEi
oe €éva aUvoAo O01euBUvoewy, o DNS server amavtd oréAvovrac AEC
ri¢ IP addresses, aN\d aAAdlovrac 1t ocipd TOUC

O client ouvhBwc¢ oTéAvel To TCP connection otnv mpwTtn IP
address kai ye autd Tov TPOTTIO KATAVEUETAI TO YOPTio o€ GAOUC TOUG
replicated servers
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DNS: recursive & iterative queries

When a host or name server A makes a recursive query to a hame
server B, then name server B obtains the requested mapping on
behalf of A and then forwards the mapping to A

The DNS protocol also allows for iterative queries at any step in
the chain between requesting host and authoritative hame server

When a name server A makes an iterative query to name server B,
if name server B does not have the requested mapping, it
immediately sends a DNS reply to A that contains the IP address
of the next name server in the chain, say name server C

DNS caching is used to improve delay performance
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Electronic Mail T 1o

[0 user mailbox

alr [

: . user
Three major components: o lagent
. - ailr |
use.;" agents ) 2(\1/2 r user
* mMmall servers N agent
. simple mail f k smte B
ple mail transter protocol: 00000 mail :
alr 1\
SMTP 1 \ server user
SMTP agent
User Agent /|oonog
a.k.a. "mail reader" = SMTP AT,
: . : : " mail user
composing, editing, reading mail comver agent
messages
J A
e.g., Eudora, Outlook, elm, Netscape 00000] [ user
Messenger Ak, |agent
. . . user
outgoing, incoming messages stored agent
onh server
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Mail Servers

mailbox contains incoming
messages for user

message queue of outgoing (to be
sent) mail messages

SMTP protocol between mail
servers to send email messages

] client: sending mail server
] “server”: receiving mail

Electronic Mail: mail servers

server

alr 0

user
B agent
. alr |\
N agent
w8
L \ mail air Y
server user
SMTP agent
/" |ooooo
! SMTP alr |\
i / user
server agen
alr |\
Uooot| | user
alr |\ ClgenT
user
agent
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Electronic Mail: SMTP [RFC 2821]

uses TCP to reliably transfer email message from client to server port 25
direct transfer: sending server to receiving server
three phases of transfer
(1 handshaking (greeting)
] transfer of messages
] closure
command/response interaction
commands: ASCIT text
response: status code and phrase
messages must be in 7-bit ASCIT
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Scenario: Alice sends message to Bob

1) Alice uses UA to compose 4) SMTP client sends Alice's message
message and "to" over the TCP connection
bob@someschool . edu 5) Bob's mail server places the messag

2) Alice's UA sends message to in Bob's mailbox
he'“ mail server; message placed  6) Bob invokes his user agent to read
in message queue message

3) Client side of SMTP opens TCP
connection with Bob's mail

server
[ ] [ ]
il l \ mail mail Ir [ g
4 user server server userT .
5 |t O—mml-— o [ @ 9 G
Lo 00 O0(5)0
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Sample SMTP interaction

S: 220 hamburger.edu
C: HELO crepes.fr
S: 250 Hello crepes.fr, pleased to meet you
C: MAIL FROM: <alice@crepes.fr>

S: 250 alice@crepes.fr... Sender ok
C: RCPT TO: <bob@hamburger.edu>
S: 250 bob@hamburger.edu ... Recipient ok
C: DATA
S: 354 Enter mail, end with "." on a line by i1tself

C: Do you like ketchup?
C: How about pickles?
C: .
S: 250 Message accepted for delivery
C: QUIT
S: 221 hamburger.edu closing connection
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Try SMTP interaction for yourself:

telnet servername 25

see 220 reply from server

enter HELO, MAIL FROM, RCPT TO, DATA, QUIT
commands

above lets you send email without using email client
(reader)
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SMTP: final words

[1 SMTP uses persistent
connections

[1 SMTP requires message
(header & body) to be in 7-
bit ASCIT

] SMTP server uses
CRLF.CRLF to determine

end of message

Comparison with HTTP:

] HTTP: pull
] SMTP: push

] both have ASCII
command/response
interaction, status codes

[] HTTP: each object
encapsulated in its own
response msg

[J SMTP: multiple objects
sent in multipart msg

2: Application Layer
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