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[Elcaywyr’] oTO tcpdump ]

s EpyaAcgio yia Tnv TTapakoAouBnon
OIKTUOKNC Kivnong

= XpNOIYOTTOIEITAI YIO TNV CUAAOYN KOl
TTPOPBOAN TTAKETWY TTOU EKTTEUTTOVTAI 1)
Aaufavovral o€ €va dIKTUO

= XpNon QIATPWY yia aTTouovwaon Twyv
TTANPOPOPIWYV TTOU £XOUV EVOIAPEPOV




[ZUVTG«C,Y]

= tcpdump [options] [filter expression]

= [lapouciadel Ta TTAKETA TTOU
IKAVOTTOIOUV TN OUVONKN-QIATPO PE TN
hop®pn TTou KaBopilouv ol ETTIAOYEC

= man tcpdump yia TTEPICOOTEPEC
TTANPOPOPIEC

m TpEXElI UE root dIKalwPaATA:
o S$sudo tcpdump (Debian based)



[Tapadelyua ETTIAOYWYV

= [lapakoAouBnon TakETwy TToU oTEAVovTal/AauBavovrtal
atrd 10 interface wlanO:

o tcpdump —iethO
= ATTOBnKeUON TWV TTOKETWY TTOU TTIAVOVTAl, O€ EVa
apxeio:
o tcpdump —w <filename>
= AmmoBnkeuon oAOKANPOU TOU TTOKETOU:
o tcpdump —s O
s EkTUTTWON ToU TTaKETOU o€ ASCII:
o tcpdump —-A
= Mn perappaon Twv host adresses o€ names:
o tcpdump —n



[I'Iapdéelypa QIATOWYV

= Movo Ta udp TTakeTa:
o tcpdump “udp”

s Movo DNS requests (destination port 53):
o tcpdump “udp dst port 53”

m Movo DNS replies (source port 53):
o tcpdump “udp src port 53”

= Movo Ta TTakeTa TTpog 1o mail.google.com:
o tcpdump “dst host mail.google.com”

= Movo ta makETa ammo to mail.google.com:
o tcpdump “src host mail.google.com”



[ tcpdump : DNS request&reply ]

S tcpdump —-i wlanO —n udp
src port

:47:52.32140 timestamp
9 58 A 3604
request
95.170.0.1 A 2 dest port

. - M
http://www. csd uocC.gr. (EB dest IP

15:47:52.418720 IP  payloadsize
195.170.0.1.53 >
ey 192.168.1.10.43694: 51337
2/2/2 CNAME ixion.csd.uoc.gr.,
(138)




[Epya)\eia UuE VoO@IKN OIETTAPN ]

s To wireshark gival eva multi-platform
EPYAAEIO TTOU AEITOUPYEI TTAPOMOIA PE
1O tcpdump, pe YPA®PIKO TTEPIBAAAOV

s AlaBeoiyo oto www.wireshark.org



[DNS request/reply ]

= DNS request: Znraue amo evav DNS server va
uac petagpacel va host name oe IP address

s Eival udp Tmakéto kai o DNS server «akouegl» otnv
port 53

s H DNS reply cival TTaAl €va udp 1TakETO TTOU
otéAvel o DNS otov host pag, otnv port 53

= Orav avoigoupe evav browser Kal ypayoupe TO
ovopa evog site, o host pag Ba oteidel DNS
request o€ évav DNS server TTpokeIgévou va
uaBel Tnv IP Tou site oT1o oTT0i0 BEAOUE Va
ouvoeBoupue



How to capture packets with
wireshark

s EmAg&youpe T0 interface Tou BEAoupe va
TTAPOKOAOUBNOOUPE ATTO TO TTPWTO ATTO APIOTEPA
€IKOVIOIO Kal TTaTtaue “start”

s EmA&youpe pia ouvlnkn-@iATpo, yia va TTIACOUE
TA TTAKETA TTOU MOC EVOIAPEPOUV Kal TTATAME
“apply” yia va eQapuUOOCTEI
o Eite ypagouue pia oto textbox de€ia atrd 1o “filter:”
o Eite emA&youpe pia €ToIun oUVOAKN ATTO TO KOUUTTI

“expressions”

= Anuioupyouue traffic

o TI.X avOoiyoupe TO www.csd.uoc.gr Je Evav browser




Display packets with wireshark

= To mavw Tapabupo TrepIAapBaver OAa Ta
captured TTOKETA KAl UTTOPOUME VO ETTIAEGOUE
KATTOIO

= To peoaio rapabupo Ogixvel Ta OTOIXEIA VIO TO
TTAKETO TTOU €IVl ETTIAEYUEVO ATTO T KATW
ETTTTEOA TTPOC TA TTAVW

o ATt ethernet frame, o¢ IP segment, UDP datagram
Kal TEAOG 1O payload

m  To KATW TTaPABupOo €ival TO TTOKETO 0€ hex Kal pia
ueTd@paon Tou oe ASCII

o Mrtopouue va diapacoupe 10 payload Tou TTOKETOU
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Capturing DNS traffic

File Edit View Go Capture Analyze Statistics Help

BEdoeid D2 E XResHT L

aQaf|&®EmE| &

Filter: [udp. port==53 ~ Expression... Clear Apply
1 0.000000 192,.168.1.3 192,.168.1.1 DNS Standard query A www, csd.uocC.gr
2 0.0320758 192.168.1.1 192.168.1.3 'DNS standard query response CNAME ixion.csd.uoc.gr A 147.52.16.5

= Frame 1

5 captured)

Arrival Time: pec 8, 2008 00:15:27.673001000

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 74 bytes

Capture Length: 74 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:dns]

[coloring rRule Name: checksum Errors]

[coloring Rule string: cdp.checksum_bad==1 || edp.checksum_bad==1 || ip.checksum_bad==1 || tcp.checksum_bad==1 || udp.checksum_bad
‘& Ethernet II, src: AsustekC_e7:8d:e5 (00:1b:fc:e7:8d:e5), Dst: Cisco-Li_ae:3f:8d (00:1d:7e:ae:3f:8d)

|® Internet Protocol, Src: 192.168.1.3 (192.168.1.3), Dst: 192.168.1.1 (192.168.1.1)

|# User Datagram Protocol, Src Port: 55718 (55718), Dst Port: domain (53)

/= pomain Name system (query)

filter:udp.port==53, to capture dns traffic
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Link layer — ethernet frame

" (Untikied) - Winsshark
File Edit View Go Capture Analyze

Buoes DCEIREE A es T L

B x
Statistics  Help

Qe w®mx| 8

Filter: |m1p. port==53

v Expression.. Clear Apply

1 0.000000 192.168.1.3 192.168.1.1

=
2 0.030758 192.168.1.1 192.168.1.3 DNS standard query response CNAME ixion.csd.uoc.gr A 147.52.16.5 D

Type: IP (0x0800)
@ Internet Protocol, src: 192.
|® user Datagram Protocol, Src
| @ Domain Name System (query)

[ 3t 8d 00 1
0010 00 3c 00 00 80 11
10020 01 01 d9 a6 00 35 Q0 28
0030 00 00 00 00 00 00 03 77
0040 6f 63 02 67 72 00 00 01

168.1.3 (192.168.1.3), Dst: 192.168.1.1 (192.168.1.1)
Port: 55718 (55718), Dst Port: domain (53)

(Rl 45 00

0 01 03 cO a8
64 35 64 3f 01 00 00 01
77 77 03 6373 64 0373
00 01

| Ethernet (eth), 14 bytes

Packets: 81 Displayed: 6 Marked: 0 Dropped: 0 Profile: Default
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Network layer — |IP segment

i (Untitied) - Wigsshark a x
File Edit View Go Capture Analyze Statistics Help

SHape DEHXR2E I NesDTF L laaaf @@ mxg 8

E:henll‘dp. port==53 = Expression.. Clear Apply

1 0.000000 192.168.1.3 192.168.1.1 el
2 0.030758 192.168.1.1 192.168.1.3 DNS Standard query response CNAME ixion.csd.uoc.gr A 147.52.16.5% =)
Frame 1 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: AsustekC_e7:8d:e5 (00:1b:f
|= Internet protocol, = = (192.168.
version: 4
Header Tength: 20 bytes
pifferentiated services Field: 0x00 (pscp Ox00: pefault; ECN: 0x00)
Total Length: 60
Identification: 0x009a (154)
Flags: 0x00
Fragment offset: O
Time to live: 128
protocal: ubP (0x11)
Header checksum: 0x0000 [incorrect, should be 0xbh6c2]
source: 192.168.1.3 (192.168.1.3)
pestination: 192.168.1.1 (192.168.1.1)
|# User Datagram Protocel, src port: 55718 (55718), Dst Port: domain (53)
@ Domain Name System (query)

[z

2]

B

0000 00 1d 7e ae 3f 8d 00 1 e7 8d e5 08 00 ZEJON
[l El00 3c 00 9a 00 00 80 11 00 00 a8 0L 03 E
0020 (A dS ae 00 35 00 28 64 35 64 3T 01 00 00 O1

0030 00 00 00 Q0 00 00 03 77 77 77 03 63 73 64 03 75
0040 6f 63 02 67 72 00 00 01 00 01

Internet Pratocol (ip), 20 bytes Packets: 81 Displayed: 6 Marked: 0 Dropped: 0 Profile: Default
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Transport layer — UDP datagram

i (Unitled) - Wiggshark - &
File Edit View Go Capture Analyze Statistics Help

Seeee DEHXBE I AesTF L aaa [ @Em% 8

gmen|udp.port:53 v Expression.. Clear Apply

1 0.000000 192.168.1.3 192.168.1.1 .gr
2 0.030758 192.168.1.1 192.168.1.3 DN5 Standard query response CNAME ixion.csd.uoc.gr A 147.52.16.5 )
Frame 1 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: AsustekC_e7:8d:e5 (00:1b:fc:e7:8d:e5), Dst: Cisco-Li_ae:3f:8d (00:1d:7e:ae:3f:8d)
Internet Protocol, src: 192.168.1.3 (192.168.1.3), Dst: 192.168.1.1 (192.168.1.1)
|= user patagram protocol, Src Pol 55718 (55718), Dst Port: domain (53)

source port: 55718 (55718)
pestination port: domain (53)
Length: 40
# Checksum: 0x6435 [correct]
@ Domain Name System (query)

0000 00 1d 7e ae 3f 8d 00 1b fc e7 Bd e5 08 00 45 00
0010 00 3c 00 9a 00 00 80 11 00 00 cO a8 01 03 cO a8
0020 01 01 64 3f 01 00 00 01 g .
10030 00 00 00 00 00 Q0 03 77 77 77 03 63 73 64 03 75 W oww.csd.u
0040 6f 63 02 67 72 00 00 01 0C O1 OC. gl .

User Datagram Protocol (udp), 8 bytes Packets: 81 Displayed: 6 Marked: 0 Dropped: 0 Profile: Default
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7 (Untitled) - Wigsshark -
File Edit View Go Capture Analyze Statistics Help

BEgaes DCERRE AesT L

Qaaf aEmx 8

Emez:llldp.port=53 ~  Expression.. Clear Apply

1 0.000000 192.168.1.3 192.168.1.1 .gr
2 0.030758 192.168.1.1 192.168.1.3 DNS standard query response CNAME ixion.csd.uoc.gr A 147.52.16.5 E|
Frame 1 (74 bytes on wire, 74 bytes captured)
Ethernet II, src: AsustekC_e7:8d:e5 (00:1b:fc:e7:8d:e5), Dst: Cisco-Li_ae:3f:8d (00:1d:7e:ae:3f:8d)
Internet Protocol, Src: 192.168.1.3 (192.168.1.3), Dst: 192.168.1.1 (192.168.1.1)
@ User Datagram Protocol, Src Port: 553718 (55718), Dst Port: domain (53)
= Domain Name System (query)
| Response In: 2
Transaction ID: 0x643f
@ Flags: 0x0100 (Standard query)
questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
queries

00 1d 7e ae 3f 8d 00 1b fc e7 8d e5 08 00 45 00
00 3c 00 %9a 00 00 80 11 0O 00 cO a8 01 03 cO a8
01 01 d9 a6 00 35 00 28
00 00 00 00 00 7

30,

¢ d5|

Dissnaim Mamie Service (i), 22 byles [ Packets: 81 Displayed: 6 Marked: 0 Dropped: 0 [Profie: Default

lication layer — DNS query
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[Bonus router!

m Cisco 7200 router

m S
m S
m S

now routing table
now interface parameters

now flow statistics
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Show routing table

comrt#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 E1l
- OSPF external type 1, E2Z2 - OSPF external type 2, E - EGP i -
IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* — candidate default, U - per-user static route, o - ODR P -

periodic downloaded static route
Gateway of last resort is 0.0.0.0 to network 0.0.0.0
147.52.0.0/16 is variably subnetted, 4 subnets, 3 masks
147.52.20.128/25 is directly connected, FastEthernet2/1
147.52.20.0/25 is directly connected, ATM1/0.1
147.52.17.0/24 is directly connected, FastEthernet2/0
147.52.1.88/30 is directly connected, ATM1/0.3
10.0.0.0/24 is subnetted, 1 subnets
S 10.10.12.0 [1/0] via 139.91.182.208

192.168.1.0/32 is subnetted, 1 subnets
C 192.168.1.48 is directly connected, LoopbacklO
S* 0.0.0.0/0 is directly connected, FastEthernet2/0

OHNONON@!
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Show interface parameters

comrt#show interface FastEthernet2/0
FastEthernet2/0 is up, line protocol is up
Hardware is AmdFE, address is 0050.73d3.dd38 (bia 0050.73d3.dd38)
Internet address is 147.52.17.85/24
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, 100BaseTX/FX ARP type: ARPA, ARP
Timeout 04:00:00 Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 1 drops

5 minute input rate 3000 bits/sec, 5 packets/sec 5 minute output rate 1000 bits/sec,
packets/sec 78251 packets input, 6859600 bytes

Received 59752 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

0 watchdog

0 input packets with dribble condition detected

6197 packets output, 630385 bytes, 0 underruns(0/0/0)

0 output errors, 0 collisions, 4 interface resets
babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier

output buffer failures, 0 output buffers swapped out

o O O

1
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Show flow statistics

comrt#sh ip cache flow

IP packet size distribution

1-32
288

.001
.000

512
4608

.000
.000

64
320

. 769
.000

544

.000

96
352

.045
.042

128
384

.000
.000

160
416

.000
.000

(31916 total packets):

192
448
.008

224
480
.022

256

.027

.003

.002

576 1024 1536 2048 2560 3072 3584 4096

.000

.075

.000

.000

.000

.000

.000

.000
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[Show flow statistics (cont’d

IP Flow Switching Cache,
11 active, 65525 inactive,
258732 ager polls,

4456704 bytes
14948 added
0 flow alloc failures

Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
last clearing of statistics neverProtocol

Total
TCP-Telnet
TCP-FTP
TCP-WWW
TCP-X
TCP-other
UDP-other
ICMP
Total:

SrcIf
147.52.17.85

Fa2/0
Fa2/1
Fa2/0
Fa2/0
Fa2/0
Fa2/0
Fa2/0
Fa2/0
Fa2/0
Fa2/0
Fa2/0

Flows

/

01
01
01
01
01
01
01
01

Packets Bytes Packets Active(Sec) Idle(Sec)
Flows /Sec /Flow /Pkt /Sec
30 0.0 131 41 0.1
2 0.0 1 48 0.0
607 0.0 1 42 0.0
85 0.0 1 40 0.0
735 0.0 2 52 0.0
5090 0.1 1 358 0.1
8388 0.2 1 57 0.4
14937 0.4 1 124 0.8
SrcIPaddress DstIf DstIPaddress
01 0000 0800 1
147.52.17.169
147.52.20.141 01 0000 0800
147.52.17.169 Null 147.52.20.140
147.52.17.169 Null 147.52.20.137
147.52.17.169 Null 147.52.20.136
147.52.17.169 Null 147.52.20.139
147.52.17.169 Null 147.52.20.133
147.52.17.169 Null 147.52.20.135
147.52.17.169 Null 147.52.20.134
147.52.17.169 AT1/0.1 147.52.20.12
79.131.124.190 Local 147.52.20.11

06

Flow
22.
1.

P P ONO O
N O O O 01w,

SrcP

0000
0000
0000
0000
0000
0000
0000
0000
C1D7

/Flow
15.1

DstP PktsFa2/0

0800
0800
0800
0800
0800
0800
0800
0800
0017

15.

7.
15.
14.
15.
15.
15.

R s b O O 0 W0

V)

GO WO 00w Wb

147.52.17.169

Local
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