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“AvaAucn HETPNCEWV TOU SLaSLKTUAKOU OlkoouoTruatog Stadnuicswv
novtapiopatrog kepaAidag ”

NEPINAHWH

Ta tedevtaia xpovia, To novtaplopa kepaiidag (Header Bidding) €xel kepdioel £6adog
HeETAlD Twv Sladiktuakwyv ekdotwv, oAAadlovtag ta Sebopéva Tou Sladlktuakou
SL0PNULOTIKOU OLKOOUOTHUATOC. 2 avtiBeon pe To mapadooiako MPATUTIO KATAPPAKTN,
To Tovtaplopa KepaAidag otoxevel va Swaoel Tov £Aeyxo Twv Stadnuicewv miow otoug
ekdoteg, avéavovtag tn dadavela, Tn dikaloolvn Kal TOV AVIAYWVIOUO UETAED TwV
Stadbnuiotwy, amotéAecpa tou omoiou Ba elval ol PeYaAUTEPEG TIUEC yla KABe
Stadriuion. Av katl ToAAd uTtooxOpEVO, Alya elval yvwoTd yla To mwe AELTOUPYEL AUTO TO
TIPWTOKOAAO: MNoleg lval oL SuvaTEG UAOTIOLAOELG TOU, TTOLOL Elval OL LEYAAOL TTAUKTEG, Kal
TIOLO €LVl TO KOOTOG TOU 0TO SiKTUO AAAA KAl OTNV EUMELpia TAOAYNONG TOU XPNOoTN;

Ze autn Vv gpyaoia. Mapouvoldlovpe to HBDetector pia mpwtotumnn pebodoloyia mou
OVLXVEVEL TO Tovtdplopa KepaAibag oe pla LoTooeAida, o0 TPAYUATIKO XpPOvo,
Baollopevo ot Sladopa onpata. TéEtola onpata neplthapfdavouv ta yeyovota DOM ta
omola evepyomolouvtal o€ Ml LotooeAida amd Tt PLPAoOrikeg movtapilopatog



kedaAidag kot T OSLASIKTUOKA OUTAMOTO TIOU OTEAVOVTOL OTOUC SLopnULOTIKOUG
OUVETOLPOUG.

Xpnoluomnotwwvtag to HBDetector mpooneAdocape TG kopudaieg 35,000 otooeAideg pe
Baon tnv katatafn Alexa, omou katadépape va MolEPOUPE Kal va oVAAUCOULE
6ebopéva amnd 800,000 dnuompaocieg Stadiktuakwyv Stadnuicewv. Baowlopyevol ota
bebopéva mou paléPape UMOPECAUE VA QVAYyVWPLOOUNE TPl SLapOPETIKOUC TUTIOUG
novtapiopartog kedpaAibag Toug onoioug xpnolomnolouv oL ekdoteC. EmutAéov, Bprikape
otL (1) 14.28% amd tig Kopudaieg LOTOCEAISEG XPNOLUOTOLOUV TO TIPWTOKOAAO
novtapiopatog kedpaAidag. (1) Ou ekdoteg mpotipolv va cuvepyalovtal He Alyoug
Juvétalpoug ZAtnong (Demand Partners) oL omoiot kuplapxoUv Adn KoL oTtnv ayopd Tou
TPWTOKOAAOU Katappaktn. (W) H kaBuotépnon amnod to mpwtokoAAo kedaAidag pmopel
va eival onupavtika mo uvPnAn (éwg kat 3 dopéc mavw) o oxéon HUE AUTA TOU
TIPWTOKOAAOU KATAPPAKTN.

Ze autn TNV gpyaocia, mapouvoldoape To oxeSlacud kat tnv vAomoinon tou HBDetector,
Kol eKTEAéCAUE TNV TPpWTN ot Babog avaluon tou SLadIKTUAKOU OLKOGUOTHUOTOC
novtapiopatog kedpaiidag. NoapabEtoupe pla AemTopEpr) AVAAUCH OXETIKA LE TO TWG
OUTO TO VEO TIPWTOKOANO AELTOUPYEL, WC UIMOPEL var avIXVEUTEL Kal piape dwg oxeTIKA
LE TIG AEMTOUEPELEG TOU 0TO Sladiktuo.
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“A measurement study of the online header bidding ad-ecosystem”

ABSTRACT

In recent years, Header Bidding has gained popularity among web publishers, challenging
the status quo in the ad ecosystem. Contrary to the traditional waterfall standard, Header
Bidding aims to give back to publishers control of their ad inventory, increase
transparency, fairness and competition among advertisers, resulting in higher ad-slot



prices. Although promising, little is known about how this ad protocol works: What are
Header Bidding's possible implementations, who are the major players, and what is its
network and UX overhead?

In this thesis, we present HBDetector, a novel methodology to detect Header Bidding
auctions on a website in real time based on different signals. Those signals include the
DOM events that are being triggered in a webpage by the Header Bidding libraries and
web requests that are being sent to the advertising partners. Using HBDetector we
crawled the 35,000 top Alexa websites, where we managed to collect and analyze a
dataset of 800,000 auctions. Based on the data collected we were able to identify three
different facets of Header Bidding currently used by the publishers. Furthermore, we find
that: (i) 14.18% of the top websites utilize Header Bidding. (ii) Publishers prefer to
collaborate with a few Demand Partners who also dominate the waterfall market. (iii)
Header Bidding latency can be significantly higher (up to 3x in median cases) than
waterfall.

In this thesis, we present the design and implementation of HBDetector, and conduct the
first in depth analysis of the Header Bidding advertising ecosystem. We provide a detailed
analysis on how this new advertising standard works, how it can be detected and we shed
light on its mechanics on the web.



