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“ Xelplopog twv Ipapdatwy ZeAidag Mvhung otn Alapkela APECWVY
Anopakpuopévwy MpooBacswv Mviung ne Etkovikég AteuBuvoelg”

NEPINAHWH

ITIG NUEPEG Hag, N arnoduyr TwV KANCEWV CUCTHHATOG KATA TNV SLAPKELA ETIKOWVWVIAG
ovotadwv umoAoylotwv (m.x. Kévipa Asdopévwy, Ymoloyiwopot YPnAng Enidoong k.a.)
ota povtépva diktua dtaouvdeong uPnAnG-TaxUTNTAC TTPOKUTITEL WG AVAYKN, AOYWw TOU
uPnAol KOoToUC Twv TOAAMAWV avtlypddwv (MupAva-oe-XproTn KoL XPHOoTn-o€-
nupnva). OL texvoloyieg Apeowv Amopakpuopévwy Mpoofacewv Mviung (Remote
Direct Memory Accesses — RDMA), oL omoleg ival emumeSou-xpnotn Kot PnSeVIKWV-
avtypadwy, Eemepvolv auTo To TTPOPANUA KAl WG AMOTEAECHO QUEAVOUV TNV EMidoon
KOl LLELWVOUV TNV KATAVAAWOT EVEPYELAC TOU OUOTAHOTOC. KOowEg punxaveg RDMA omwc
QUTEG, Sev avéxovtal Ta opaApata oeAidag LvNG TOU TIPOKUTITOUV OO €KEIVEC.



Ot teleutaiag texvoloylag TEXVIKEG ocuvnBwe meplapfBavouy «kapditowpa» (pinning)
TwV XWpwv dleuBuvoewv 1 MoAamAwY ceAibwv pvAUNG yla KaBe edpapuoyr. Auti n
TIPOCEYYLON £€XEL  KAMOLO MELOVEKTAUOTO HOKPOMPOOEoUA, WG OUVETELA TNG
TMOAUTAOKOTNTOG, 1N  omola  TPOKAAEital OTO  TPOYPAUUOTIOTIKO  HOVTEAO
(«kapditowpar»/«Ee-kapdltowpa» EVIAULEUTWV), Tou oplou amo bytes ta omoia pia
edappoyn EMTPEMETAL VO KAVEL «pin» KOL TNG OUVOALKAG XPHONG TNG MVAUNG. EmumAéoy,
TO «KapPitowpa» oeAidwv pvAung dev e€aodpalilel 6tL kamolog dev Ba avrlpueTwriost
Kavéva amoAUTw¢ odaApa oeAibag, e€faltia¢ TWV ECWTEPIKWYV  UNXOVIOUWV
BeAtiotonoinong, 6nwc o Transparent Huge Pages (THP), o omolog eivat evepyomolnuévog
WG MPOETIAOYH OTA HOVTIEPVA AELTOUPYLKA CUOTHMOTA Linux.

Autn n epyacia uAomolel évav punxaviopo Slaxeiplong Twv odaApdtwy ceAdag pvAung
o€ ouvepyaoia pe tTnv pnxavn DMA tou €pyou ExaNeSt. Mpwta, aviyvevuetal To AdBog
anod Tov Slaxelplot opalpdtwy tou mpoypappatog odnynong (driver) tng Movadag
Awaxeiptong Mvnung Eloodwv/EE06wv (IOMMU) the ARM, n omoia ovopaletat SMMU.
Enetta, n AVon UALKOU-AoyLlopkoU pog erAUEL To odpaApa. TENOG, OTEAVETAL €va altnua
WOTE VA YIVEL EMAV-OIOOTOAN, Otav XpelaleTal. TO CUOTNUO LUOG, O KNXAVIOUOG AUTOG
XPELAOTNKE TPOTIOTOLNCELG 0TO TpOypappa odnynong (driver) Linux ywa tnv SMMU, tnv
vAomoinon piag véag BLBALOBAKNG AoyLlopikoU, aAAAYEG OTO UALKO TNG MNXOVAG ALECWVY
Amnopakpuopévwy MpooBacewv My NG KoL TPOTIOTOLGELG OTOV XPOVOTIPOYPAUUATLOTH
TwV petadopwv Antopakpuopévwy MpooBacewv Mviung. Ot SOKIUEG Hag EyLvav EMAVW
oto Quad-FPGA Daughter Board (QFDB) tou ExaNeSt, To omnoio eunepiéxel ta Xilinx Zynq
UltraScale+ MPSoCs.

EKTIHOUPE TO KOOTOC TOU UNXAVIOUOU HOC KOL KAVOUUE GUYKPLON HE TLG EVOANAKTIKEC
ETUAOYEG OTWE TO «KaPhIToWHA» 1 TV MPWLUN TPOKANGCN opaApudtwy oeAibag pvnung,
Kal oulntape ta odbEAN TG SIKNG LOG TIPOCEYYLONG.
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“Handling Of Memory Page Faults During Virtual-Address RDMA”

ABSTRACT

Nowadays, avoiding system calls during cluster communication (e.g. in Data Centers, High
Performance Computing etc) in modern high-speed interconnection networks comes as
a necessity, due to the high overhead of the multiple copies (kernel-to-user and user-to-
kernel). User-level zero-copy Remote Direct Memory Access (RDMA) technologies
overcome this problem and, as a result, increase the performance and reduce the energy
consumption of the system. Common RDMA Engines like these cannot tolerate page
faults caused by them and choose different ways to circumvent them.

The state-of-the-art RDMA techniques usually include pinning address spaces or multiple
pages per application. This approach has some disadvantages in the long run, as a
consequence of the complexity induced in the programming model (pinning/unpinning
buffers), the limit of bytes that an application is allowed to pin and the overall memory
utilization. Furthermore, pinning does not guarantee that someone will not experience
any page faults, due to internal optimization mechanisms, such as Transparent Huge
Pages (THP), which is enabled by default in modern Linux operating systems.

This thesis implements a page fault handling mechanism in association with the DMA
Engine of the ExaNeSt project. First, the fault is detected by the fault handler of the ARM
System Memory Management Unit (SMMU). Then, our hardware-software solution
resolves the fault. Finally, a retransmission is requested by the mechanism, if needed. In
our system, this mechanism required modifications to the Linux driver of the SMMU, a
new library in software, alterations to the hardware of the DMA engine and adjustments
to the scheduler of the DMA transfers. Our tests were run on the Quad-FPGA Daughter
Board (QFDB) of ExaNeSt, which contains Xilinx Zynq UltraScale+ MPSoCs.

We evaluate our mechanism and we compare against alternatives such as pinning or “pre-

faulting” pages, and we discuss the merits of our approach.



