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“LuaGuardia: ‘Eva cUotnua ektEAeong Kpiotpou Kwdika yia MepiaAlovia AchaAoug

EktéAeonc”

NepiAnyn

OL edappoyeg ekteAoUV KWOLKA KPIOWWO yla TNV aoPAAELX €VOC CUOCTAHOTOC Kol
Slaxelpilovtal evaiocbnta n mpoowrnika OSebopéva. Juxvd umootnpilovtol omo
MNepBaAovta Aodaloug Ektédeoncg (MAE), ta omola yivovtal 6Ao kat o dtadedopéva
OTOV XWPO TWV urtoAoyLlotwv. QoTtoo0, N avarntuén Kot n ebappoyn Toug MAapaPEVOUV i
mpokAnon yla dtadopoug Aoyouc. Apxikd, n EAewdn Stemadwv vPnAou emumédou ota
MNAE meputA€Kel TNV avamtuén epoppoywv Kol avoykalel T xprnon yYAwoowv mou 8¢
npoodépouv  aodaleig Siemadéc pvApNg Kal TUTwV. AUTEC OL  TIPOKANOELG
embevwvovtal amd TeXVIKA InTAuata mou adopolVv TNV EMEKTACLUOTNTO TOU
nieplBaAlovtog ektEAeoNC, TNV Slaxeiplon Twv KPUTITOypadLKWY AELTOUPYLWVY OAAA KL TLG
nieploplopeveg Slabéoiueg Slemadeg. Emiong, n petadopd twv umapxoviwyv ebopuoywy
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oe Sladopetikd ouotrpota/mAathOpUES amaltel XelpokivnTn TUNUatomnoinon 1Ing
edbappoyng, €K VEOU METOYAWTTION TOU Tnyoaiou KwdlKa Kal TNV UAomoinon twv
amopaitntwyv Pnudtwv olvdeong ywa TNV TEAKH Onuloupyiat TOUu €eKTEAECLUOU
poypAppatoc. Auth n epyocia mapouaotdlel to LuaGuardia, éva cUoTnua ToU amAomolel
v avamntuén edappoywv Pacwopévwv oe MAE. To LuaGuardia avtypetwmnilel Tig
npoavadepOeioeg MPokAnoeLg mpoodEpovtag Eva oUVoAo Slemadwv uPnAol emumédou
YUpw amo éva neplBaiiov ektéleonc o€ YAwooa uPnAou emumédou. AUuTEG oL Slemadég
QITAOTIOLOUV TNV OVATTUEN TETOLWV TIPOYPOUMATWY HE yvwuova tn dtatnpnon Ing
aopAAELAC TWV TUTIWVY KOL TNV TIPOOTAOLA TNG LVAUNG. AKOUN, TtpoodEpel pia BLBALoBnKN
TIOU ETUAUEL TEXVIKEG SUOKOALEG OMwCe tnv uTtoypadr Tou eKTEAECLUOU KWOLKA, TN
Slaxeiplon Twv KANCEWV CUCTAUATOG, Tov €Aeyxo mpooPacng os Sedopéva Kal T
Suvaukn ¢optwon KwoKa. AKOWN, TPOOPEPEL ULo OElpd PBEATIOTOMOLCEWY TIOU
ETUTAXUVOUV TNV EKTEAECN TIPOOTATEUHEVOU Kwdka. EmumAéov, oe auth Tnv £pyaocia
aflohoyolpe tnv emniboon Ttou LuaGuardia oe €éva olUvolo amd aAyopiBuoug,
KPUTITOYPOPLKEG OUVAPTHOELG OAAA KOl EUTIOPLKEC €DAPUOYEG. MEOW TELPAUATWV
TIAPATNPOULE OTL TO CUCTNA LG TPOCHEPEL TA TAPATIAVW TTAEOVEKTAATA, AUEAVOVTOC
KATA MECO OPO TOV XPOVO EKTEAEONG KATA 18%, ME TNV TMAELOVOTNTA TWV XPOVIKWV
emuBapuvoewv va odpeiletal oe kaBuaotepnoelg etoodou/e€dou.
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“LuaGuardia: A Confidential Computing Framework for Trusted Execution
Environments”

Abstract

Confidential computing applications are enabled by Trusted Execution environments
(TEEs) that are becoming increasingly widespread in the computing landscape. However,
their development and deployment remains challenging due to several reasons. The lack
of high-level TEE abstractions complicates application development and forces the use of
low-level memory- and type-unsafe abstractions. These challenges are exacerbated by
technical issues regarding runtime extensibility, management of cryptographic
operations, and restricted interfaces: even porting existing applications requires manual
partitioning, re-compilation, and linking steps. This work presents LuaGuardia, a system
simplifying the development of confidential computing. LuaGuardia addresses the
aforementioned challenges by offering a set of abstractions around a TEE-embedded
runtime environment of a high-level programming language. LuaGuardia’s abstractions
simplify the development and deployment of such applications in a type- and memory-
safe manner. It also offers a runtime library solving technical challenges such as code
signing, system-call offloading, access control, and dynamic code loading. A series of
optimizations is also provided that accelerate protected code execution. Our evaluation
applies LuaGuardia to a diverse set of applications, cryptographic functions but also real-
world commercial applications, with an average overhead of 18%, the majority of which
is due to I/0 delays.



