
Cross-site scripting (XSS) is an attack against web applications where scripting code is injected into the application output and is then executed on the client-side to extract sensitive data. Since there is extensive use of web-based applications using script (mainly JavaScript), statistically there will at some point be lack of security awareness and of course programming mistakes due to financial or time constraints. The attackers take advantage of these vulnerabilities in order to execute their script and in our case extract sensitive information.


An XSS attack allows the attacker to circumvent the ‘same origin’ policy meaning that scripts loaded from certain domain can access data belonging to other domain which is prohibited. As soon as the script is executed, it has all the information needed since it is executed in the client-side. The information is mainly extracted from cookies so once data are fetched, they are transferred to a remote server controlled by the attacker to hijack the victim’s current session.

Malicious code injection is achieved with two methods. Stored XSS is malicious code stored in database records (ex. forums). When user requests a dynamic page, the record is loaded therefore injected. Reflected XSS is script sent from the client to the server and back thus injecting response page. Example of Reflected XSS is using a search operation in a forum that includes search query to the result page. Upon initiating search, JavaScript code is sent as the query and the response page is injected with that code.

The solution that recommends this paper is dynamic data tainting of sensitive information on the client-side during script execution. Sensitive information flow will be tracked by the modified JavaScript engine of the browser throwing a warning on detection of unwanted data flow. Where dynamic analysis is not effective, static analysis will be used.

Dynamic data tainting is a mechanism that keeps track of how sensitive data are used in the browser. Such data, that are marked and accessed by scripts, are tracked by the JavaScript engine. In case of detection of unwanted data flow we can choose to simply log, prevent the flow or exit the program execution with an error. At this point we should define which values will be considered sensitive. Every data stored in the Document Object Model (DOM), any value from an input element, the browsing history, the location and link information and window status. 

To begin with, a simple tainting operation is done at assignments. Assignment of a tainted value or an operation using it, results a tainted value. The important here is to preserve the taint flag of any data stored and retrieved from the DOM. Tainting operations are feasible because of the extension of the JavaScript engine changing the semantics of bytecode instructions to comply with the added tainting flag. The Assignments, Arithmetic and Logic operations are simple enough. If the right value of an operation is tainted, the left value is marked. In case an array of elements gets tainted, every single element in the array will be tainted.

Control Structures and Loops introduce ‘tainted scope’. In the executed branch, all the results of all operations in scope are tainted. A function call is tainted if it is defined in a tainted scope or its actual arguments are tainted. Eval is tainted if is called in tainted scope or if its parameters are tainted.

Although dynamic data tainting can be efficient and precise, it can’t detect all kinds of control dependences such as indirect control dependences so static analysis is used. Where static data tainting is used, all possible paths in a scope needs to be examined. All variables that changes value in any of those paths are tainted.

To examine every branch in the control flow that depends on a tainted value we statically analyze all branches. The problem is that it requires information about the possible stack contents since we practically virtually execute all program branches. The solution is given by simulating the effect of an operation on the real stack by modifying an abstract stack. Thus abstract stack will be valid during the static analyzing and then it is destroyed.

Since we are now able to detect the flow of all sensitive data, we can proceed to prevent their linkage to the attacker. Common technique the attacker uses to initiate the data transmission to his server is by changing the location of the current web page by setting ‘document.location’ field of the cookie causing a page reload to the wanted attacker site. The same result can be achieved by changing the source of an image in the web page or by automatically submitting a form in the web page. Knowing these techniques, we can stop any data transfer made by asking the user whether this transfer should be allowed.

In the implementation part, the JavaScript engine prototype extents Mozilla Firefox 1.03pre. Tainted data objects are contained in the JavaScript engine and in the implementation of the Document Object Model tree, so modified data structures where needed in both parts to hold the tainting flags. It turned out to be a considerable engineering effort.


The evaluation is divided into two parts, the manual and the automatic. At the manual part, at first the decisions were dependant entirely on the user’s right decisions about connection attempts. To make the life easier, editable policies were created for convenience and ease of use, using a default blacklist.  This approach worked fairly well even for novice users. The automatic part included the creation of a web crawling engine based on Firefox capable of interpreting JavaScript code, filling forms and producing JavaScript events (ex onClick). This evaluation resulted nearly 9% of the pages visited triggered XSS attack. Most of them though were from web statistics sites.

The false warning rates where low since every flow of sensitive information is suspicious regardless its use. Example of false warnings was cookie transferring within the boundaries of a company.
