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Introduction

• Buffer Overflow Attacks

– Aleph One (1996) 

• Tutorial for stack based buffer-overflow attack

Introduction
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Introduction

• SLED

– Fixes malicious code absolute addressing issue

– Sequence of NOPs

• Detection of SLED can hint to a buffer 
overflow attack

Classification of SLEDs

• Type 1

– Simple sequence of NOPs
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Classification of SLEDs

• Type 2

– One-byte NOP equivalent SLED

• ADMmutate(55)

• Metasploit Framework(+3)

• 66 NOP equiv Intel IA-32

Classification of SLEDs

• Type 3

– Multi-byte NOP Equivalent SLED

– Operands must be restricted to One-Byte NOP 
equivalent Instructions
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Classification of SLEDs

Classification of SLEDs

• Type 4

– 4-byte Aligned SLED

• Assume word(4-byte) aligned stack

• Pairs of 2-byte NOP equivalent Instructions
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Classification of SLEDs

• Type 5

– Trampoline SLED

• Jumps to Shell code directly

• Assumes 4 byte alignment 
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Classification of SLEDs

• Type 6

– Obfuscated Trampoline SLED

• Trampoline SLED Interleaved with NOPs

Classification of SLEDs

• Type 7

– Static Analysis Resistant SLEDs

• Conditional Branches

• Self-Modifying code



29/5/2010

8

SLED Detection Mechanisms

• NIDS Signatures

– Rule Based(Scans for NOPs)

• Fnord

– Scans for NOP-equivelant Instuctions

• Abstract Payload Execution

– Scans for Valid Instruction sequences 

SLED Detection Mechanisms
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Stride Algorithm

Evaluation

• 10,000 SLEDs (Metasploit Framework v2.2)

• Compare

– Snort

– Ford

– APE

– STRIDE
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Evaluation

Evaluation
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Evaluation

Performance

• Stride is 5x faster than APE

– APE follows both branch paths

– Stride considers branches valid instructions but 
does not follow them
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Conclusions

• Stride detects more SLED types than previous 
proposals

• Stride achieves high detection rate with low 
false positive rate

• Stride is has relative low computation cost 

Questions?


