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Software patching has not been effective as a first-line defense against large-scale worm attacks, even when patches have long been available for their corresponding vulnerabilities. More than 90% of the attacks today are exploiting known vulnerabilities. Worms like Slammer, MSBlast and CodeRed used such known vulnerabilities. People have been reluctant to patch their systems immediately. There are several reasons why administrators may fail to install software patches. Installing a patch typically involves rebooting a service or a whole system. That could be a problem for an administrator for whom system and service uptime are crucial. Usually patches are released as quickly as possible after a vulnerability is discovered. Due to possible lack of time for testing, there could occur serious undetected side effects and make the final program unreliable. Besides, patches are mostly irreversible. An administrator may simply miss a patch announcement for some reason. For these reasons the Shield mechanism is introduced in order to address the window of vulnerability between vulnerability disclosure and software patching. It is like an intermediate patch which is applied in the network stack to perform a filtering function at the networks traffic and delay the need for installing the software patch that removes completely the vulnerability. Shield is a system of vulnerability-specific, exploit-generic network filters (shields) installed at the end host that examines the incoming or outgoing traffic of vulnerable applications and corrects the traffic according to the vulnerability signature. Shield operates at the application protocol layer, above the transport layer. Thus it performs application-message-based inspection rather than packet-level inspection, as used by some Network Intrusion Detection or Prevention Systems. Shields are more separated from the vulnerable applications and therefore less likely to have unforeseen side effects. Since they operate only on network traffic, and are intended only to drop attack traffic, they can be tested simply by exposing them to a suitably rich collection of network traffic to verify that they would allow it all through unaffected. Furthermore, shields are non-disruptive and easily reversible. 

A shield vulnerability signature specifies all possible sequences of application messages and specific payload characteristics that lead to any remote exploit of the vulnerability. Each application can be considered as a finite state machine, which is called the application state machine. Transitions are application message arrivals. A pre-vulnerability state is a state in the state machine at which receiving an exploitation network event could cause damage and such a message, that can contain an exploit, is called vulnerable event. We call the partial state machine that leads to the pre-vulnerability state the vulnerability state machine. A Shield vulnerability signature specifies the vulnerability state machine and describes how to recognize any exploits in the vulnerable event.

A Shield policy for a vulnerability includes both the vulnerability signature and the actions to take on recognizing an exploit of the vulnerability. The Shield policy is describing by using a restrictive, specific-domain scripting language. When a new vulnerability is discovered, a shield designer creates a Shield policy for the vulnerability and distributes it to users running the application as in anti-virus signature distribution and installation. Using this policy, Shield intercepts its application’s traffic and walks through the vulnerability state machine. When reaching the pre-vulnerability state, the Shield examines the vulnerability event for possible exploits and takes the specified actions to protect against the exploits if they are present. Shield policies are active as soon as they are received by end host Shield and do not require restarting the vulnerable service or rebooting the system. Once a software patch is applied to the vulnerable application, the corresponding policy can be removed from Shield. Conceptually, there is one Shield policy per vulnerability. If there is more than one attack for an application that we want to protect with a Shield mechanism, the individual policies are combined to one. Otherwise, each state machine must be traversed for each packet, resulting in linear overhead.  This doesn’t have a significant impact though, as for worm-exploitable vulnerabilities, no more than three vulnerabilities ever appeared over a single application level protocol throughout the whole year. Hence, N Shields for N different applications are equivalent to a single shield in terms of their effect on the performance of any single application. In many cases, a shield needs only to examine some specific domains of an application message, in order to recognize an attack, and not the whole message. So the throughput of a vulnerable application is at worst (when the whole message is examined) about halved, which has low impact on end customer machines.
Three goals were identified for the Shield design. It should minimize and limit the amount of states that are maintained. Shield must be designed to resist any resource consumption attacks. It only needs to be as DoS-resilient as the service it is shielding. Furthermore, it must be designed in such a way that it doesn’t become an easier alternative attack target. The state machine emulation must be consistent under all conditions. Also Shield must have enough flexibility to support any application level protocol. This goal is achieving by applying the principle of separating policy from mechanism.

By design, shields are able to recognize and filter only traffic that exploits a specific vulnerability, and hence should have very low false positives. However, false positives may arise from incorrect policy specification due to misunderstanding of the protocol state machine or payload formats. Another source of false positives may be state-sensitive application behavior upon receiving an exploit event. For example, a network event could be an exploit in one runtime setting and yet completely legal in another.

Shield was designed to catch exploits in a wide variety of application level protocols but there are several potential gaps in its coverage. Vulnerabilities that result from bugs that are deeply embedded in the application’s logic, like browser-based vulnerabilities that can be exploited using HTML scripting languages, are difficult for Shield to defend against without replicating that application logic in the network. Even simple vulnerabilities that are exploitable by malformed, network protocol independent application objects, such as files, are difficult for Shield to catch. Also application specific encryption poses a problem for Shield. While many vulnerabilities may not appear to be suitable for the Shield treatment, in fact the most threatening, those prone to exploitation by worms, appear to be disproportionately Shield-compatible. 

A prototype implementation of the Shield system was implemented as a Microsoft WinSock2 Layered Service Provider (LSP). From the experiments that took place, no false positives were observed. It was also noticed that the LSP implementation degrades throughput by 12% and Shield degrades by 11% more on average. A well-designed kernel implementation of Shield could eliminate much of the overhead incurred by LSP. 
