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Introduction

A Intrusion Detection Systems
T Honeypots
i Anomaly detection Systems

Introduction
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Introduction

A Shadow Honeypots Advantages
T Allows tuning for false positives
i Defend against targeted attacks

I Protect against client-side attacks (web browsers,
P2P)

I Easy integration of additional detection systems

Architecture
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Figure 2: Shadow Honeypot architecture. Figure 3: System workflow.




Architecture

A Configurations
i Tightly coupled with Server
i Tightly coupled with Client

Implementation

A Filtering and Anomaly Detection
T Network Proccesor
T Snort Sensors(Standart PCs)

APayload Sifting
AAbstract Payload Execution
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Implemantation

loosely-coupled
shadow services
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O
external
network

Figure 4: High-level diagram of prototype shadow honey-

pot implementation.

Implementation

A Shadow Honeypot Creation
T C-to-C transformations
T TXL, GCC C-frontend
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Implementation
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Figure 5: Example of pmalloc()-based memory allocation:
the trailer and edge regions (above and below the write-
protected pages) indicate “waste” memory. This is needed to
ensure that mprotect() is applied on complete memory pages.

Implemantation

Original code

Modified code

int func()

int func()

{
char buf [100];

other_func (buf, sizeof (buf);

return 0;

Figure 6: Transforming a function to its shadow-supporting version. The shadow_enable() macro simply checks the status
of a shared-memory variable (controlled by the anomaly detection system) on whether the shadow honeypot should be

executing instead of the regular code.

char *buf;
char buf[100];
if (shadow.enable())
buf = pmalloc(100);
else
buf = buf;

other_func (buf, sizeof (buf));

if (shadow_enable()) {

pfree (buf) ;

}

return 0;

29/5/2010



Implementation

A Transaction() System call
T Prior to handling a new request
i After the handling of a request
T Inside the signal handler

Evaluation

A Apache server 2.0.49
I ApacheBench

A Motzilla Firefox
i 1-Bench
I Libpng exploit
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Evaluation

Apache Benchmark
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Figure 7: Apache benchmark results.
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Figure 8: Normalized Mozilla Firefox benchmark results|
using modified version of i-Bench.

Evaluation

Popularity of different mozilla versions
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Evaluation

A Filtering and Anomaly Detection
i IXP1200 Firewall load-balancer
i Array of Pentium IV Xeon PCs(512MB RAM)

Evaluation
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Figure 10: Utilization(%) of the IXP1200 Microengines,
for forwarding-only (FWD), load-balancing-only (LB), both
(LB+FWD), and full implementation (FULL), in stress-tests
with 800 Mbit/s worst-case 64-byte-packet traffic.




False positives (per minute)

Evaluation

Payload sifting performance APE performance
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Figure 11: FPs for payload sifting Figure 12: FPs for APE

Limitations

A Depends on proper placement of transaction
call

A Loosely-coupled client side Honeypots cannot
emulate user behaviour

A Feedback to anomaly detectors can be
exploited.
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Questions?
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