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Introduction

ÅIntrusion Detection Systems

ïHoneypots

ïAnomaly detection Systems

Introduction
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Introduction

ÅShadow Honeypots Advantages

ïAllows tuning for false positives

ïDefend against targeted attacks

ïProtect against client-side attacks (web browsers, 
P2P)

ïEasy integration of additional detection systems

Architecture
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Architecture

ÅConfigurations

ïTightly coupled with Server

ïTightly coupled with Client

Implementation

ÅFiltering and Anomaly Detection

ïNetwork Proccesor

ïSnort Sensors(Standart PCs)

ÅPayload Sifting

ÅAbstract Payload Execution
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Implemantation

Implementation

ÅShadow Honeypot Creation

ïC-to-C transformations

ïTXL, GCC C-frontend
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Implementation

Implemantation
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Implementation

ÅTransaction() System call

ïPrior to handling a new request

ïAfter the handling of a request

ïInside the signal handler

Evaluation

ÅApache server 2.0.49

ïApacheBench

ÅMozilla Firefox

ïi-Bench

ïLibpng exploit
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Evaluation

Evaluation
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Evaluation

ÅFiltering and Anomaly Detection

ïIXP1200 Firewall load-balancer

ïArray of Pentium IV Xeon PCs(512MB RAM)

Evaluation
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Evaluation

Limitations

ÅDepends on proper placement of transaction 
call

ÅLoosely-coupled client side Honeypots cannot 
emulate user behaviour

ÅFeedback to anomaly detectors can be 
exploited.
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Questions?


