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Your Botnet is My Botnet: Analysis of a Botnet Takeover

Y& aUTO TO paper ol cuyypadeic mapouatalouv TNV MPOOTIADELN TOUG OTO VA TTAPOUV UTIO
TNV KOtoxr Toug to Torpig Botnet kot va LeAET 00UV TN AELTOUPYLKOTNTA TOU yLa [l
niepiodo 10 nuepwv.

Ztnv apyxn oL cuyypadeic avap£pouv TIG SUGKOALEG TTOU UMOPEL VL GUVAVTHOEL KOVELG OTav
peAetacl éva botnet. Eva botnet gival éva Siktuo mou amoteAsital anod LoAUGUEVDL
pnxavnuata (pcs) , ta onola eivat untd tov EAeyxo evog, mou cuvhBwe amokoAoU e
botmaster, kat pmopoUv va S£XovTol EVTOAEG artd AUTOV KAl VO EKTTANPWVOUV TOUG
KakOBouAoug okomoU¢ Tou. Bot ovopdletal £vag TUmog malware mou GKomo €XEL va LOAUVEL
000 To Suvatov neplocdtepa Internet hosts. Otav poAuvBei éva host pe éva bot tote kavel
join to botnet. M'evika umtdpyouv Stadopol TpOTmoL va PEAETAOEL Kaveig Eva botnet. Evag
TPOTOC eival He passive analysis. Y0 udwva LE QUTH TN TIPOCEYYLON UMOPEL KATOLOC val
mapakoAouBnoeL Tn 5paoTnNELOTNTA EVOG LOAUGHEVOU UNXOVALATOC YLO VO LEAETIOEL T
Sladopa secondary effects. MNa mapadelypa pnopet va e€etdoel ta spam mails mou mbavov
va pogpyovtal and bots, va e€etdosl DNS queries j DNS blacklist queries, i va avaAloel
network traffic oe eninedo tier-1 ISP yLa va Bpel cupumepldpopEG OV aAvKOUV O
OUYKeKpLUEVa botnets. To pelovéktnua edw eival 6tL To detection sival mepLoplopévo oe
botnets mou mapoucLdlouv Tn CUYKEKPLUEVN dpaaTnpLotnTa ou Paxvouue kabes dopa.
Mua @AAn active pocéyylon elval péow infiltration, 6mou KAmoLog umopet va
XpnoluomnolnoeL To (5o to malware, rj évav client mou mpocopolwvel £va bot yla va Kavel
join éva botnet kot va el T eidoug traffic avtaAldooetal avapeoa og auto Kat tov C&C
server (command and control).

Ot attackers Suotuxwg £xouv TPOCOPUOOTEL O€ AUTEG TIC HEBOSOUC KAl UmopoUV vV TLG
QVTLUETWTTioOUV TTAEOV Xpnotomnoluwvtag stripped-down IRC 1) HTTP servers yla ta
command & control channels touc. MNa va £emepdost KAMOLOG OUTOUG TOUC TTEPLOPLOUOUC Kall
va KatapEPEL va KAVEL LETPNOELG ot €va. botnet pmopei va kavel “hijack” (vo apmaéet
SnAadn UTIO TV KATOXN TOU) TA UNXAVAMOTA TTou Kavouv host toug command & control
servers. Ta bots kdvouv cuviBwc resolve £éva domain oto omoio Bpioketal o C&C server pe
Tov omoio Ba emikolvwvnoouv. OMOTe yla va Katadpépel kamotog va kavel “hijack” to C&C
server evog botnet pnopel va €pBel oe cuvevvonon pe domain registrars kot vo aAAAEEL TO
mapping tou botnet domain £toL wote va Ssiyvel o éva 81k6 Tou pnxavnua. MNaAldtepa Ta
botnets xpnotpomnoloVoav IP fast-flux texvikég, 6mou ta bots ékavav resolve éva domain to
omolo ékave map oe €va cuvoho and IP addresses yla meploootepn eueliEia and Tnv pepld
Tou attacker (av kamoia IP address m.x. ywvotav blacklisted). Auto opwg npoimoBétel single
point of failure adol xpnowomnoleital éva povo domain name. Inuepa kamola botnets
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omwg to Torpig AUvouv auto to poPAnua xpnotponotwvtag domain flux. Me to domain
flux Ta bots kataokevalouv meplodikd Kat avefaptnta pia Alota and domain names ta
orola petd eAéyxouv éva-gva (mpoomabouv va cuvdeBolv SnAadr pe autd) yla To av
Bploketal ekel o C&C server meplpévovrag va Adpouv £va valid response. Kavovtag Kaveig
reverse engineering oto malware executable pmopel va katavonoet (avoKaTaoKeUAoEL)
ouUTOV Tov adyoplBuo DGA (Domain Generation Algorithm) kat va mpoomnaBrjosL va Kavel
register mpwtog £€va domain e to omnolo Ba emikovwvrioouv ta bots ato péAlov, mpLy
TPOAAGPEL va To KAVEL AUTO o attacker (botmaster). Auto katddepav Kal oL cuyypadeic yla
To Torpig botnet. Xtn cuvéxela Ba avadepoupe mwe SouAevel To Torpig botnet, molog eivat
o DGA mou XpnoLuomolel, KaBwg Kal Tnv avaAluon mou kavoy oL cuyypadeig otig 10 puépeg
TIOU €l)av UTIO TNV KATOXN Toug To botnet.

To Torpig kKA€BeL evailoBntn mMAnpodopia and ta BUHATA TOU KAl TNV OTEAVEL TIiow o€
ouToUG TIOU TO eAEYXOUV.

Awadidetal ota Bupatda tou cav pEpog Tou Mebroot, To onolo sivat éva rootkit, mou naipvel
TOV EAEYX0 TOU HUNXOVALOTOC avTlypadovTtog Tov eauto Tou oto MBR(Master’s Boot Record)
TOU CUOTNMOTOG. AUTO TOU EMLTPEMEL Va eKTeAE(TAL KATA To boot time, mpLv Thv ddpTwon
TOU AELTOUPYLIKOU GUOTAMATOG KOl KABLoTA SUCKOAO TOV EVIOTILOUO TOU OO TO TIEPLOCOTEPQ
anti-virus tools. ¥tn mapakdtw sikova paivetal o KUKAoG {wn¢ Tou torpig Botnet:
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Ta B0pata poAuvovral pe drive-by-download attacks. Autég oL emiBéoelg yivovtal xwpig Thv
YVWGON TOU XPNOTN. € QUTEG TLG ETILOECELG VOULUEG OEALSEC TTOU mapouatdlouv aduvauieg
(vulnerabilities), tpomomnolouvtal (toug mpooBétovral kamola HTML tags) (1) £€toL wote va
avaykaouv to B0 va KAvel request kwdika JavaScript (2) amod €va aAlo web site (drive-
by-download server) mou avrkel otov attacker (3). Autog o JavaScript kwdikag ebapudlet
pLa oelpa amnod exploits otov browser Tou BUpATOG. AV TIETUXEL KATIOLO MO AUTA Ta exploits,
tote éva executable yivetat download amnd to drive-by-download server oto B0pa kat
ekteleital (4). Auto to executable sival ouclaotika o installer tou Mebroot, o omolog kavet
inject éva DLL oto file manager process (explorer.exe) kat n ektéAeon cuveyiletal oto
context tou file manager, &nAadr 6Aa ta actions sivat cav vo yivovtat anod legitimate
kwdwka. O installer kavel include éva kernel driver mou kavel wrap to original disk driver
(driver.sys). e auto to onuelo o installer kavel load éva kernel driver kal kdvel overwrite to
MBR tou pnxaviuatog pe to Mebroot kat petd amno Alya Aentd kavel reboot To pnxavnua.
Metd to reboot, to Mebroot enikowwvel pe to Mebroot C&C server yLa va mapet kanola



malicious modules (5). KaBe 2 wpeg to Mebroot cuvdéetal pe to C&C server yla mibava
updates. OAn n enikowvwvia yivetal péow HTTP e sophisticated encryption. Katd to
monitoring ot cuyypadeic mapatipnoav otL o C&C server éotelhe 3 modules ou anoteAolv
To Torpig malware. To Mebroot kavetl autd ta modules (DLLs) og évav aplOuo aomno
edappoyég, onmwg web browsers (e.g., Explorer, Firefox, Opera), FTP clients (e.g., CuteFTP,
LeechFTP), email clients (e.g., ThunderBird, Outlook, Eudora), Instant messengers (e.g.,
Skype, 1CQ), KoL TPOYPAUUATA CUCTAHATOG OTIWE To cmd.exe. Meta to injection To Torpig
urnopel va mapakoAouBel ta data autwv tTwv epappoywy yla va eviomnioel evéladEpouoa
nmAnpodopia (online accounts, stored passwords KtA.). KaBe 12 Aenmtd emKOWWVEL e TO
C&C yla va kavel upload ta data mou ékAee amo tnv teAeutaia popa (6). Emiong, to Torpig
Tipaypatonolel “man-in-the-browser” phishing attacks yla va amoond enutAéov
mAnpodopia and Toug xprHoteg mou Sev eival Suvatov va CUAAEEEL HEow TOU passive
monitoring mou kavet. O C&C server oto configuration file mou oTEAVEL AVA TAKTA XPOVIKA
Slootipoata, kabopilet kat pia Altota and domains mou Ba xpnoomnolnBel amno to torpig yla
ta phishing attacks. Apxtka 6tav £€va LOAUCHEVO NXAVNLO ETILOKENMTETAL £va domain Tou
uTtapyel oto configuration file (m.x. £va site tpanelag), Tote To Torpig KAVEL £va request otov
injection server. O server anavtdel pe pia oeAida oto ouykekplpévo domain otnv omola Ba
EekvnoeL n eniBean (trigger page, cuvnBwg n login oeAida evog site), kat €va URL mou
TepLEXEL TO phishing meplexopevo. Metd, otav o xprnotng emiokedBel Tnv trigger page, T0te
to Torpig {ntaeL To injection URL armd tov injection server kavel inject To emLoTpedOpEVO
content otov browser tou xpnotn (7).

O DGA aAyoplBuog mou xpnotuorolei to Torpig §€xetal oav eilcodo Tnv TpExouca
nUepounvia Kot pia aplOpntikn mapapetpo. O aAydplBuog mpwta unoAoyilel éva “weekly”
domain name dw mou e€aptatal amo TNV TpEXoVca BSoUAdA KaL TOV TPEXOV XPOVO, Kall
elvat avetdptnto amno tnv tpéxouvoa pépa. Meta to bot kavel append og autd to domain
€vav aplOud and TLDs (top level domains) dw.com, dw.net kat dw.biz. Metd kavel resolve
£va-£va outd ta domains kat mpoonaBei vo cuvdeBel oto C&C server Tou. Av amotuyouv
OAec oL mpoomaBeleg, ToTe UTOAOYiLeL Eva kawvoupylo “daily” domain name autn tn dopa
dd, To onolio e€aptatal kat anod tnv tpéxouca nuépa. Kavel kat oe auto append ta TLDs mou
ovadEpape Kat akoAouBel emiong Tnv iS1a Stadikaoia. Av amoTuXouV Kol QUTEG oL
npoondfeleg TOTE SOKIUALEL va eTLKOLVWVNOEL e domains Tou elvat hardcoded oto
configuration file.

Ta bots emikowvwvoLv pe to C&C server péow HTTP POST request. Ta requests mou otéAvouv
£xouv éva URL mou amoteAeital amno to bot identifier kot to submission header pe media:
timestamp mou unodnAwvel mote to configuration file éywve update tnv TeAeutaia popd (ts),
v IP address tou bot (ip), ta port numbers mou xpnotpormnotet yta HTTP kat SOCKS proxy
(hport, sport) tnv £€k6oon tou Aettoupykol cuaotrpotog kat locale mAnpodopia (os, cn), To
bot identifier (nid) kat to build kat version number tou Torpig (bld, ver).

Ot ouyypadeic kata tig 10 pépeg mou eiyav UTIO Tov EAeyX0 TOUG To Torpig, CUYKEVTPWOAV
70 GB amno dedopéva.

OL HeTpROELG TTOU €kavav oL cuyypadeic adopouaoav to péyebog Tou botnet (footprint kat
live population). Elval amo Ti¢ o aflOmIoTEG UETPHOELG TTOU £XOUV YiVEL adoU oL cuyypadeic



umopovoav va BAEmouv toéoa akplBwg bots cuvdéovtav atov C&C server Toug KoL va
KoBopioouv povadika Tov aplBuo toug and Ta requests mou £kavay ta bots (nid kat
Sladopa headers). Napatipnoav oL ftav ot IP addresses rtav neplocOTePEC Ao ta bots
KoL auTo To odeilouv oto yeyovog Ot ot ISPs avakukAwvouv Tig IP SleuBuvoelg Twy meAatwv
Tou¢ (LEow DHCP), onote éva bot pumopel va avtiotolyel og meploocotepeg anod pia IP
SleuBuvoelc. Eniong, umtoAdyloav tov aplBuo Twv KAeppEVWY Aoyaplacuwv amno financial
site

KUpLwe kat katéypaav ta véa infections mou €ywvav katd tn StdpkeLla autol Tou
Slaotrpatog. TEdog e€€taocav Toug SladopeTikolg Tumoug dedopévwy Tou EkAePav ta bots
(Mailbox accounts, Email, Form data, HTTP, FTP, POP kot SMTP accounts kaBwc Kot
Windows passwords). 2Tou¢ KwSLKoUG TTOU CUYKEVTpWOAV apatrnpnaoav otL mepinou to 30
% Twv Xpnotwv avaxpnoionolovuoe ta idla credentials yla va kdvel access 1adpopeTIKA
web sites kot EMUTAEOV HEYAAO TTOOOOTO TWV XPNOTWV Xpnotpomnolel weak kwdikoug mou
uropoUV €ukoAa va yivouv break amoé diaonpua password cracker tools.



