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Phishing

Tricks people into visiting fraudulent websites

Persuades them to provide personal data
o Usernames, Passwords

o Social Security Numbers

o Credit Card Information

Q

Attacks

o Impersonate Victim

Empty Bank Accounts

Apply for Credit Cards/Loans
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Anti-Phishing

Block Phishing Message

Browser Plug-Ins to detect Fake Sites
Blacklists and Whitelist

Take-down malicious Sites



-
‘ Dataset PhishTank"

= Phishing Reports from PhishTank
o URL, Time, Proof Screenshot

1D URL Submitted by
940532 http:fAwww paypalshops.us/ PhishReporter
940531 http:/Awgedfare .mailzk rufsignin-bay-caorm-ws-BayISa, .. PhishReporter
240530 http:/farewdsa.mailzk rufsignin-bay-carm-ws-BayISAP. .. PhishReporter
940529 http:/fwefadewq.mail2k rufsignin-bay-carm-ws-BayISA... PhishReporter
940525 http:AAwewfrafe. mailzl rufsianin-bay-com-ws-BayISa. ., PhishReporter
940527 http:AAwww promocoestam . comAC adastroPromocoesTanm.c, .., faos

40526 http A rap-05  comdmmldlagindci-gfindex bt PhishReporter
940524 http:/fpevpal-news . coms2 Confirm.php PhishReporter
940522 http:/fsecuweb. nsll-wistee fripaypal fridetails ht... PhishReporter
940521 http:/fshop.buellharmecoming.cormdirmages 123 qif www, PhishReporter
240520 http:/fesailagin lx rofSianIncopartnerld2plseridsi, .. PhishReporter
240519 http:/fcellcasewarld. cormdirmages www . paypal .comdpay... PhishReporter
940515 http:/faigifrana.comsaus.php PhishReporter
940517 http:fftio, sqweehs .com/ PhishReporter

940516 http:/fanlinesebay t35, comdoconfirm . php PhishReporter



Dataset BhiehTant .

Where Is a Site taken Down?

o Lookup hostname to IP address

0 Reverse Lookup IP address to hostname
o Continuous testing, every 30 minutes

o Fingerprint Content to detect changes
Static Phishing Sites

Visitor Statistics

o Victim details hosted in plain text under the Site
0 Webalizer and other usage statistics services



Rock-Phish Attacks

53% of all PhishTank Reports
Account for 30% of all Phishing E-malls

Single Server loaded with 20+ phishing sites
Compromised Machines run Proxy Instance
A random short domain e.g. 10f80.info

DNS resolves *.10f80.info to a Proxy IP addr

Phishing Mails point to
o http://lwww.volksbank.de.netw.0id3614061.l0f80.info/vr
o Include random text, GIF image with actual message



Rock-Phish Attacks

Fast-Flux Phishing Domains

1o Resolve to a set of 5 IP addresses
for a short period of time

o Then, switch to another set of IP addresses
o Cheap Compromised Machines
o Compromised Machine Take-down Impractical



‘ Rock-Phish Statistics
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Figure 1: Rock-phish site activity per day.



‘ Rock-Phish Statistics

= Why buy more domains?
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‘ Rock-Phish Statistics

= Machines behind the Domains

* Rock IPs added ¢
¢ Rock |Ps removed flll\

=

10




‘ Rock-Phish Statistics

= Cooperating Domain Registrats and ISPs?
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‘ Phishing Site Lifetimes
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‘ Phishing Site Lifetimes
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User Responses to Phishing
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Figure 5: User responses to phishing sites over time.



Do weekend affect take-down?
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‘ When are phishing sites launched?

Mon Tue Wed Thu Fri Sat  Sun

Fraction




‘ Who 1s targeted the most?

PAYPAL

LLOYDS
NATIONWIDE

POSTE_IT
HALIFAX

HSBC
FARGO

BOA WACHOVIA

EBAY

Figure 7: Proportion of ordinary phishing sites im-
personating each bank.



Take-Down Response Times

Sites | Mean lifetime
150 — yahoo.com 174 23.79 hours
. doramail 155 32.78 hours
< pochta.ru | 1253 | 33.79 hours
gmn o alice.it 159 52.43 hours
E by.ru 254 23.11 hours
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Figure 8 Phishing-site lifetimes per bank (only banks with five or more sites are presented).



‘ Taken-Down Performance over Time

Site lifetime (hours)
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Figure 9: Scatter plot of phishing site lifetimes over time.
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Conclusions

Take-Down Efforts limit Phishing Attacks
Not Fast enough against first wave Victims
Sophisticated Methods increase Lifetime



‘ That’s 1t! Questions?




