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What is Phishing?

� E-Mail or other Message manipulated to 
impersonate legitimate business/agency.

� Intended to trick the recipient, 
using social engineering techniques, 
into giving sensitive data
to the scammer (phisher).

� Origin: phone freaking -> phreaking



Why Phishing?

� Victim’s Financial Resources
� Credit Card Details
� Bank Account Passwords
� …

� Online & Offline Identity Theft
� E-Mail Passwords
� Personal Details (SSN, etc)
� …



A Brief History of Phishing

� 1990s
� AOL Internet Passwords, Credit Card Information
� Traditional Scams going Online

� 419 Nigerian Scam
� Pyramid Schemes
� Homeworker “Opportunities”
� Pump and Dump Scams







Old Phish

� Expect Personal Contact
� Social Engineering than Technical Attacks
� Originate from Fake Organizations



Phresher Phish

� 2000
� Targets: Major Financial Organizations
� Impersonating requests for client data

� Malicious Web sites identical to the genuine
� Malicious Pop-up forms inside the genuine site
� Deceptive links that resemble legitimate ones
� Injection of malicious fields in genuine site



Phishing Attack Components

� Bait Distribution
� E-mail, Instant Messaging, VoIP

� Data Collection
� Fake Web Site, Direct response to Bait, Spyware

� Use of misappropriated information
� Fraud
� Identity Theft



Phishing Attack: Bait Distribution

� From: badly-spelled plain-text
� To: sophisticated graphic-rich messages

� Sent through networks of 
compromised computers (Botnets)



Phishing Attack: Bait Distribution



Phishing Attack: Bait Distribution



Phishing Attack: Evade Detection

� Hash Busters: text randomizers

� HTML Display Hacks

� Hidden Safewords



Phishing Attack: Targets

� Remember: it’s all about the money!

� Also
� non-commercial organizations (law enforcement, IRS) 
� aid initiatives (Haiti earthquake)





Spear Phishing Attack



Data Collection

� Deceptive Web Sites

� HTML Forms embedded in Bait Message

� Malicious Software attached/referenced

� Telephone Numbers



Data Collection



Data Collection



Phishing Traps

� Hidden or Obfuscated URLs
� <a href=“http://malicious.com”>http://bank.com</a>
� http://www.paypal.com.malicious.com
� http://goodsite.com/?attack=http://malicious.com

� Phishing Cousins
� http://paypai.com
� http://www.winbank.com

� Phish Pharms
� DNS poisoning
� ‘hosts’ file



Solutions

� Collaborative Groups
� Financial Section
� Software Security Firms
� Law Enforcement
� ISPs



Solutions

� Technological Tools
� Web Filtering
� Browser Security Plug-ins
� DNS Blacklisting
� Mail Authentication
� Two Factor Authentication



Discussion

� How do you recognize a Phish?



That’s it! Questions?


