A Pretty Kettle ot Phish

@3T Whitepaper, June 2007



What 1s Phishing?

E-Mail or other Message manipulated to
iImpersonate legitimate business/agency.

Intended to trick the recipient,
using social engineering techniques,
Into giving sensitive data

to the scammer (phisher).

Origin: phone freaking -> phreaking ¢




'Why Phishing?

= Victim’s Financial Resources
o Credit Card Detalls
o Bank Account Passwords
a ...

= Online & Offline Identity Theft

o E-Mail Passwords

o Personal Detalls (SSN, etc)
a ...




A Briet History ot Phishing

1990s

o AOL Internet Passwords, Credit Card Information

o Traditional Scams going Online
419 Nigerian Scam
Pyramid Schemes
Homeworker “Opportunities”
Pump and Dump Scams



B Joliebull Ashlee Spearsbull - Message (HTML)

Fram: ?‘ Eangfei Kesten [Kangfei_kesten@agualatinoamerica.com] Sent: ThuOl/03/2007 20:20
Ta; admin@aviews. net

i

Subject: Joliebull Ashles Spearsbull
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= MY GOOD WILL - Message (Plain Text)

f FBle Edt Wiew Insert Format  Tools  Actions  Help
| Reply | Replytoal | hrowsd [ 0| S| ¥ (5123 X [ & - # - A f @ segr x| window -
Extra line breaks in this message were tem

From: & POZUNA@rTY, FF Com Sent!  wed 01112006 06:44
Toi
Zc: recipient lisk not shown:

Subject: MY GOOD WILL

Good day and God bless,

5

Greetings to you in the name of God Almighty. | am farmer Mrs. Memunat Farouk Hasan, now | am Mrs. Rebecca Farouk
Hasan a widow to Late Farouk Hasan Muhammad.

| am an old woman; suffering from - cancer. From all indications, my condition is really deteriorating and is quite obvious that |
may not live long, because the cancer stage has gotten to a very severe stage.

by late hushand died in an air crash on the 31st October 1993 in an Egyptian aitline Boeing 930 with other passengers on
board. %ou can confirm this fact from the wehsite which was aired by the BEC WORLD

MEWS: (hitp:news. bbe co.uk/hidworld/americasA02503. stm) and my only daughter died in BOMB ATTACK LONDOMN:

My late hushand was very wealthy and after his death, | inherited all his business and wealth. My personal physician told me
that | may not live for so long and | am =0 scared about this. So, | now decided to divide part of this wealth, by contributing to
the well being of less privileged people and handicapped in the society of world America, Canada, Africa, Europe and Asian
Countries.

This mission, who will no doubt be tasking had made me to recently relocate to Africa where | live presently. | selected you
for this Purpose and prayed over it, | am willing to donate the sum of §7 300 000.00 Million US Dallars ta you far the
development of the well being of handicapped in the society and also as aids for the less privileged around your country, and
i have map out §1,700.000.00 for your own personal use to help me for this woark.

Please note that, this fund is lying in a Security Bank. Therefore immediate application for the transfer of the money in your
narme or your home. Please, do not reply me if you have the intention of using this fund for personal use, than enhancement
of the comfort of the Handicapped.

Lastly, | want youlyour home to be praying for me as regards my entire life and my health because | have come to find out
since my spiritual birth lately that wealth acquisition without God ane's life is vanity upon vanity. — [

| awvait yaur reply.
MR= REBECCA HASAN
Ermail: rebhas2006i&list. ru




Old Phish

Expect Personal Contact
Social Engineering than Technical Attacks
Originate from Fake Organizations



Phresher Phish

2000

o Targets: Major Financial Organizations

o Impersonating requests for client data
Malicious Web sites identical to the genuine
Malicious Pop-up forms inside the genuine site
Deceptive links that resemble legitimate ones
Injection of malicious fields in genuine site



Phishing Attack Components

Bait Distribution
o E-mail, Instant Messaging, VolP

Data Collection
o Fake Web Site, Direct response to Bait, Spyware

3
Use of misappropriated information @

o Fraud
o ldentity Theft



Phishing Attack: Bait Distribution

From: badly-spelled plain-text
To: sophisticated graphic-rich messages

Sent through networks of
compromised computers (Botnets)



‘ Phishing Attack: Bait Distribution

ZMavTiky MAvupal  seem |2 BB cso-al | =
NATIONAL BANK OF GREECE S.A.  Ayarnroi readreg, Ta gpysia pac d=ivwol Feb 16

frar  NATIONAL BANK OF GREECE S.A. hide details Feb 16 = 4y FReply | ¥
<NBGservicei@upenn.edu=
to

date  Tue, Feb 16, 2010 at 7:32 P
subject  Enpovnied Mevopa!

AyoTrnioi mehdieg,
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okdhouboug Adyouc.
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Kadwts kAl o1ov TTapakaTw clvdaapo yig v amokaradatals n EBwkd Tpdmmeda naskipovikd
AOYTPIDTRO:

hitp: ffeieny. nbgS. grow-sisul or kifwpsfpodal/LoginPageMap. php?loginPage=true

2010 ERwikr) Tpdreda.



Phishing Attack: Bait Distribution

B |nformation Regarding Your Visa Account - Message (HTML)

v
From: ‘@ Visa Online [service@visa.com] Sert: Sat 18/11/2006 23:38
To:
e
Subject: InFormation Regarding Your Visa Account
Ve e
RIFIED
by VISA
Velcome, 00034-5432-P 51-54256
Dear Member:
Thank you for choosing Visa Online. Unfortunately there has been a
problem processing your billing information for the month of November, 2006, |
You will be able to update your billing information quickly and easily
using our secure senver web form. Please understand that withoul promptly
updating your billing information, your Visa Online Internet sernvice may
be discontinued. To update your billing at this time, please visit our
secure server web form by clicking the hyperlink below.
Visa Online Billing Services.
We appreciate your business and hope 1o keep you as 3 customer for life.
Visa Online is so easy, no wonder its number 11
Sinceraly,
The Visa Billing Services Team
How can | restore my account access?
=7 .t i s g o loang G ; i el
L] |




‘ Phishing Attack: Evade Detection

= Hash Busters: text randomizers
= HTML Display Hacks

= Hidden Safewords




‘ Phishing Attack: Targets

= Remember: it's all about the money!

Top 10 Identified Targets ¥alid Phishes
1 PayPal g 485 "
2 Internal Revenue Service 77z PhIShTank"
3 Facebook 715
4  HIBC Group 455
5  Bank of America Corporation 134
& Tibia 130
7 ebBay, Inc, 174
g  wWorld of Warcraft 111
9 H:sBC 103

10 Amazon.com g6

= Also

o nhon-commercial organizations (law enforcement, IRS)
o aid initiatives (Haiti earthquake)



SignUp | Logln | Help | Security Genter | Saarch

Sdfle ¥ ar way 1o pay

without exposing your credit card number
%

Fargot your gmail addrass or
password?
New to PayPal? Sign up. :
— a oy v visa [ 8 [

+ Why use PayPal when | Pay online Sell online

have credit cards?
+ What can | do with = Speed through checkout whenever you = Accept credit cards quickly and easily.

PavPal? shop onling.

mayrals = Lift your sales. Add PayPal to attract more
+ |5 PayPal free to use? = Pay without revealing your credit card customers.

information.

= Gettools to make eBay sales simple.

= Send money to your friends and family.
Learn more about selling with PayPal.

Learn more about paying with PayPal.

PayPal is offered at over 100,000 sites. D@LL  swesaneic gl

Privacy | SSL Certificates | Legal Agreements | eBay
WarlSlgn
Identity
Protection

Copyright 4 1993-2010 PayPal. All rights reserved.

Home Personal Business Products & Services



Spear Phishing Attack

Dear uoc.gr Account User spam [x  csp-all |

frarm  University of Crete <admin@uoc.gr= hide details Feb & 4y Reply | ¥
reply-to w34544667 47 @ googlernail. com
to

date  Mon, Feb 8, 2010 at 1:00 A
subject  Dear uoc.gr Account User

Dear uoc.gr Account User,

This message is from your ermail administrator / mentainance center email
account to all users. We are improving our database and e-mail center due
to unusual activities identified in our email system. Therefore, we are
deleting all e-mail accounts identified to improve and create space for

MEW OMES.

You are required to verify your email account via email, confirming their
identity. This will prevent your mail account termination during this
BXErcise.

To confirm your email identity, you pravide the infarmation requested below:
*Username ... 1 (required)

*Password [ I reguired)

* Date of Birth: (... 1 (optional)

* Country or territary: [ 1 {optional)

https: AMrnail uoc. grhordedimpdogin. php

* lmportant *
Flease provide all this information completely and correctly otherwise,
for security reasons we may have to disable your account tempaorarily.

Oniversity of Crete 2010



Data Collection

Deceptive Web Sites

HTML Forms embedded in Bait Message

Malicious Software attached/referenced

Telephone Numbers



Data Collection

Urgent Security Update for Internet Explorer (960714} spam |« [EXEHED

Cso-all | =
fram  Microsoft Corporation hide details Feb & | #yReply | ¥
=microsofti@@montelair edu s
to

date  Sat, Feb B, 2010 at 12:29 PM

subject  Urgent Security Update for Internet Explorer
(9E0714)

Warning: This message may not be from whom it claims to be. Beware of following

any links in it or of providing the sender with any personal information.

Pleasze click here to Update your Intermet Explorer

http:Mexplore windows, com. y-sisul. or krivdwindows/fiefieBfusing/techinfols!
activexupdate. m=spx. html

General Information

Executive Summary

This security update resales a publicly disclosed wulnerability. The valnerability could
allowr remote code execution if a user views a specially crafted Web page using
Internet Explorer. Users whose accounts are configured to have fewer user rights an the
system could be less impacted than users who operate with administrative user rights.

Microsoft Active Protections Program (MAFPF)

To imprave security protections for customers, Microsoft pravides vulnerahility
information and updates to major security software providers in advance of each monthly
security update release.

2010 Microsoft Internet Explorer
MICROSOFT SECURITY BULLETIN MS03-073 - Critical



Data Collection

Possible Beneficiary spam [x  cso-all | x

from  Dean Harry Esq <djblkly@rmta.caz hide details Feb 3 | 4 Reply
reply-to hare dhesoB@Ew.ch
to

date Tue, Feb 9, 2010 at 3:59 Al
subject  Possible Beneficiary

This is to natify you that late Mr. Rolf Hoffnann made you a beneficiary to his
WILL. He left the sum of twelve million, thirty thousand United States
Dollars($12 030,000.00) in the codicil to his Will and last testament. This may
sound strange and unbelievable to you. You are hereby required by this
notification to Confirm your ownership to this Legacy. You shall be detailed
you on the procedure in benefiting this upon the receipt of your response via
email, contact Dean Harry Esq. via his personal emall addresses below:
bart_dharryesoi@hatmail com

A telephone call would be as well appreciated;
Tell: +44 702 409 9521
+4 702 401 0313

Regards,

Dean Harry Esq.
Principle Partners

Dean Harry & Associates



Phishing Traps

Hidden or Obfuscated URLS

o <a href="http://malicious.com”>http://bank.com</a>
o http://www.paypal.com.malicious.com
o http://goodsite.com/?attack=http://malicious.com

Phishing Cousins

0 http://paypai.com

o http://www.winbank.com
Phish Pharms

o DNS poisoning

0 ‘hosts’ file



‘ Solutions

= Collaborative Groups

o Financial Section

o Software Security Firms

o Law Enforcement
o ISPs

= Anti-Phishing Working Group; Resources - Windows Internat Explorar
G 0> | e, sobpihehing orglvesources i | e 1 [
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repodt phishing - elick here

- Wabsite Hosting Courtesy GeoTrust
|vandor soluilam dirsctory Anti-Phishing Resources
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APWE Phishing Trends Ropart

APWE Whilepapers aml Reporfc
Consimer Advice

 Phish nig Archiveg

CRapart Phichin Haotable Articles and Government Briefings
Phizhin: E 30vd Gover i
R anti-Fraud Organizations and Links

-"’_t.'l.'r_.’.%_:r" raud Policics
ot Where Does the Word "Phishing’ Come From?
Besources

Technical Whitepapers and Briefings from APWG Sponsors

Merrbershin

--!.DI.N'I'- Maitibar Sits
- @IH.EQ E‘ Click Here far TrendMicros's paper of "Botnet Threats and Salutions: Fhishing.”
APWEG GCTmE N w sl
',—_: nitact Ls ﬂﬁﬂ” YMIZER" Click harem ko wiaw the Anorymizer white pepar, "Protecting Corporeticns from
i Internet Counter-Intefigence”, In thes white paper, the authers srgue that protecting
e s e ki ot bl e ondie ot Wi Ba ot ek )
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‘ Solutions

= Technological Tools
o Web Filtering
o Browser Security Plug-ins
o DNS Blacklisting
a2 Mail Authentication
o Two Factor Authentication

bt
PhishTank"




‘ Discussion

= How do you recognize a Phish?




‘ That’s 1t! Questions?




