This paper is about how a drive-by download is used to infect vulnerable hosts. Drive-by downloads are caused by URLs that attempt to exploit their visitors and cause malware to be installed and run automatically. The increment of the internet’s use comes with a high number of attacks through it. Nowadays wide-scale attacks are obsolete while the exploitation of the web and its services become more prevalent because of their pervasiveness. 

Client attacks are made through malware delivery. On one hand, social engineering is used to lure users to download and run malware on their own. On the other hand, an operation a bit trickier is the exploitation of web browser vulnerabilities. This leads to automatic execution of malware which in turn causes drive-by downloads. For this delivery to work, the malware has to be injected either on the server side or in the client side. Web servers are exploited via vulnerable scripting applications such as forum servers (ex. phpBB2, InvisionBoard). The attacker gains direct OS access and injects content to compromised web sites (URLs or zero pixel iFrames). But the server exploitation can be bypassed, in case of websites that allow users to contribute their own content where exploited URLs are injected through forum search queries, blogs or advertisements.
Assuming that a website is injected, upon user’s visit the initial exploit script is downloaded. The script targets the web browser and its plug-ins and upon successful exploitation starts automatic execution of malware binaries which initiate drive-by downloads. The attackers in order to avoid detection of the malware, they use obfuscated JavaScript and a number of redirection steps before the initiation of the malware’s download.

The case of this study is to detect malicious websites containing URLs that trigger drive-by downloads. The terminology of this project contains the Malicious URLs which on visit initiate drive-by downloads. The landing site is defined as a group of URLs according to the top level domain name and a distribution site is the host of the malicious payload. Starting phase to the detection of malicious URLs is the preprocessing of data from a large repository maintained by Google. For each website we extract all out-of-place iFrames, obfuscated JavaScript and iFrames pointing to known distribution sites. Pages that contain one of the above are labeled as suspicious and proceed to more expensive verification process. A random selection of URLs are also labeled and as well as URLs reported from users.
Verification phase follows, where each suspicious IRL is tested on a clean instance of a Virtual Machine for 2 minutes. The Virtual Machine monitors for file system changes, newly created processes, changed to the system registry and for virus reports of the responsible HTTP packets. Whichever meets these four requirements is marked as malicious.

Next phase is the construction of the Malware Distribution Network (MDN).  MDN is the set of malware delivery trees from the landing sites (leafs and nodes) to the distribution site (root). To construct the delivery tree we extract the edges connecting those nodes inspecting the ‘Referer’ header from request packets and matching HTTP fetches with extracted URLs.
The number results shows that 1.3% of the overall incoming search queries in Google returns at least one malicious result and from the top 1 million URLs  appearing in Google results, about 6000 belong to sites that are verified as malicious with relatively high ranking in the results. Also geographic locality of the MDN is proven as well as the evidence of poor security practices from administrators. Next trying to correspond browsing habits to malware exploitations failed because different website categories turned out to be equally potential to be malicious. Examining the server version (‘Server’ header) and the PHP version (‘X-powered-by’ header) showed that about the 40% of the exploitations were achieved because web servers we not updated with the latest patches.
A malicious content injection technique that worths to be mentioned separately is Drive-by downloads via Ads. Since a web page is only as secure as its weakest components, insecure ad contents posses risk. 12% of the search results that returned landing sites, were malicious due to unsafe Ads where most of the deliver Ads through multiple Ad networks.

Examining the malware distribution infrastructure, it turned out that 50% of the distribution sites have 1 redirection step and there is network localization to the IPs used since 70% of the malware distribution sites have IP addresses within 58.* -- 61.* and 209.* -- 221.* . Also a great number of landing sites are overlapping because multiple malware networks use the same landing sites and multiple distribution networks share the same malware binaries.
As mentioned before, every URL was tested on a Virtual Machine so all post infection impacts were measured. On average 8 executables where downloaded and at most 20 new processes were created. Interesting is the fact that half of the registry changes were made in order the malware to persist after rebooting the machine.

Final step was the measuring of the detection rates of antivirus engines. For each URL that on visit it created at least 1 new process, we extract the binaries downloaded and we proceed to evaluation of detection rates against suspected malware using 3 different antivirus engines. The best of the three antivirus engines had successful detection of 70% followed by 55% from the second and 25% of the third engine. Two months later, the same extracted binaries where rescanned using the latest virus definitions which resulted less than 10% false positives. 
