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}BitTorrent evolved into one of the most popular 
networks 
Ɓ53% of all P2P traffic in June 2004 

}Relies on other components for finding files  
(e.g. Suprnova) 

}Aspects, important for the acceptance of a P2P system 
ƁAvailability 
ƁContent integrity 
ƁFlashcrowd handling  
ƁDownload performance  
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}Files are split into chunks (on order of a thousand per file) 

}Downloaders barter for chunks 

}Each peer is responsible for maximizing its own 
download rate by contacting suitable peers 

}When a peer has finished downloading a file, it may 
become a seed by staying online for a while and 
sharing the file for free 
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1. Web sites for searching .torrent  files  
Ɓ suprnova.org, thepiratebay.org, etc. 

2. .torrent file servers 
Ɓstore the .torrent meta-data files (tracker’s info and file descriptors) 

3. Trackers 
Ɓ Keep a global registry of all peers and seeds 

Ɓ Respond to a user’s request with a list of some of the peers having 
(part of) the requested file 

4. Clients 
Ɓ Peers & seeds exchanging data  
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Upload a .torrent file to the .torrent site 
(Suprnova) 

Seed with the first copy of the file 

The new content is inspected by moderators 

•Unmoderated submitters are allowed to directly add 
content 
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1. Monitoring  of the global BitTorrent/Suprnova 
components 

ƁMirror script 
¶measures the availability and response times of the Suprnova 

mirrors 

ƁHtml script 
¶gathers and parses the HTML pages of the Suprnova mirrors and 

downloads all new .torrent files 

ƁTracker script 
¶parses the .torrent files for new trackers and checks the status of 

all trackers 
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2. Monitoring of actual peers 

ƁHunt script 
¶selects a file to follow and initiates a measurement of all the peers 

downloading this particular file 

ƁGetpeer script 
¶gathers the IP addresses of peers downloading the file 

ƁPeerping script 
¶contacts numerous peers and measure their download progress and 

uptime 
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1. Measurements were hindered by the wide-spread 
usage of firewalls 
Ɓ the peerping script cannot send any message to it 

2. Inability to obtain all peer IP numbers from a 
tracker directly 
Ɓ The BitTorrent protocol specifies that a tracker returns only a limited 

number (with a default of 20) of randomly selected peer IP numbers 

3. Modifications made to the BitTorrent system itself 
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Downloads  in December 2003 – January 2004 

576.500 downloads 
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}BitTorrent/Suprnova architecture is vulnerable  
Ɓpotential failures of the four types of global components 

}Points of failure 

Ɓsuprnova.org server sometimes switched IP number and was down 
several times 

ƁThe various mirrors rarely survive longer than a few days due to the 
high demands of over 1,200,000 daily visitors 

ƁOccasionally, no .torrent file servers were available, blocking all new 
downloads 

Ɓtrackers are a frequent target for denial-of-service attacks 
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The uptime ranking of three types of BitTorrent/ 
Suprnova global components 

The uptime distribution of the 53,833 peers after 
they have finished downloading the game 

”Beyond Good and Evil” 

Longest uptime 83.5 days 
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}A mere 20 moderators were able to effectively manage 
the numerous daily content injections 

numbers of files that have been injected by the 20 moderators, the 
71 unmoderated submitters, and the 7,933 moderated submitters 
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}Flashcrowd effect: Sudden popularity of a single (new) file 

}Measurements show that BitTorrent/Suprnova components 
are capable of efficiently handling very large flashcrowds 

Flashcrowd effect of “Lord of the Rings IIIò 
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}90% of the peers had a download speed bellow 520Kbps 

}Average download speed: 240Kbps 
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}The number of seeds after 10 days is not an accurate 
predictor for the content lifetime 
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File with 1 seed 
after 10 days last 

160 days 
File with thousands 

of seeds after 10 
days last less than 

30 days 



}System availability is hampered by the global nature of 
BitTorrent/Suprnova components 

}Decentralization 

  no availability problems 

  lack of content integrity  

}Decentralization is an unsolved issue that needs 
further research 
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