[CS 335A] Assignment 4 - Network Layer

To route or not to route?: that is not even a question!

Deadline: 12/12/2023
Professor: Maria Papadopouli
TA: Katerina Lionta

Mail : klionta@csd.uoc.gr

Question 1 [10 pts]

Describe how NAT violates in four different ways core aspects-principles of the TCP/IP
architecture.

1. H péBodog NAT mmapafiddel To apxITekTovikd povTéNo Tou IP, To oTToio 0pilel 0TI KABE
ouokeun Ba TrpoadiopileTal povadika aTro ia IP, Twpa TTOANEG CUOKEUEG €XOUV TV
idla IP

2. KataoTtpatnyei 1o JovTéAO ouvOECINOTNTAG ATTO GKPO 0€ AKPO Tou dIadikTuou. ‘Evag
OIKIOKOG XPNOTNG JTToPEi va xpnalyotroinael Tn péBodo NAT yia va ouvoedei yéow
TCP/IP o€ évav server, aAAd €vag ATTONOKPUOHUEVOG XPHOTNG dev UTTOPEi va
ouvoeBei oe €vav server TTaixVviOIWY OIKIOGKOU BIKTUOU

3. To TCP gival éva aouvOeOUIKO TTPWTOKOANO PETAPOPAG PE TO Va KpaTtdel To NAT
TTANPOQYOPIES YIa TIG CUVOEDEIG PeTATPETTEI TO TCP 0 OUVOEOHIKO TTPWTOKOAAO
METAPOPAG

4. TMapafiadel To kKavova dOPNCNG TwV TTPWTOKOAAWYV o€ eTTITTEdA

5. To NAT douAeulel ye apiBuoug BUpag Tou TCP, av o xprioTng eTMAEEEN va
XPNOIYOTTOINCEl GAAO TTPWTOKOANO PETAPOPAG N TTapepBoAn Tou NAT Ba kdvel Tnv
€QAPUOYN va aTTOTUXEI

Question 2 [10 pts]

Discuss key differences between the distance vector vs. link-state algorithms in terms
of computational complexity and communication overhead?

textbook: ETritTredo dikTUOU: ETTiTred0 eAéyxou (Mia ZuyKpion Twv apyopiBuwyv
ApopoAdynong LS kai DV) ke@.5 0eA.394 8n ékdoon

Question 3 [10 pts]

Present how the link-state algorithm runs on router A in the network topology shown
below



AT 12,7 5. - ]
ATB 10,B - - -
ATBA - - - -

Question 4 [20 pts]
a. What are the main differences of BGP vs the link-state and distance-vector routing

algorithms? (10 pts)

1.

To BGP €ival TTpwTOKOAAO TTOU XPNOIPOTIOIEITAI VIO VO avTaAAdCOUV
mAnpogopleg Ta ASes oTo Internet, ol ink-state and distance-vector routing
aAyoplBuol XpNOoIUOTTIOIoUVTAI KUPIWG TOTTIKA O€ eva AS

To convergence Tou BGP utropel va €ival o apyo Aoyw Twv policies, ol
routing aAyopiBuol ink-state and distance-vector kavouv converge TTio
YypNyopa yIaTl JTTOPOUV Va avTIOPACOUV TTIO YPNyopa OTIG aAAayeg Tou
OIKTUOU

To BGP <ivai 1m0 scalable agou gxel dnuioupynBel yia TNV €TTIKOIVWVIA
oAokAnpou d1adiKTuou o€ avTiBean Pe Toug aAAoug duo aAyopiBuoug TTou
gIval KataAAnAol yia gecalou peyeBoug dIKTUa.

b. (i)How does BGP help to improve the scalability in routing? ii) Provide an example
that illustrates how a network administrator may “compromise” (“trade”) between
scalability and routing performance in the context of routing through autonomous
systems (ASs). (10 pts)

(i)

1.

O apiBudg Twv KOPPwWYV TToU cuppeTéEXouv aTo BGP gival Tng Ta€ng Tou
apIBuoU Twv ASes, 0 0TT0ioG €ival TTOAU PIKPOTEPOG TOU apIBPOU Twv
OIKTUWV



2. 0 eVIOTTIONOG VOGS KaAoU diatrepioxiakou (inter-domain) dpopoAoyiou
aQOPA ATTAWG TOV EVTOTTIONO HIaG dIadPOoUAG TTPOG TOV CWOTO CUVOPIAKO
dpopoioynTn, TTou uttdp)ouv Aiyol ava AS. ETTopévwg éxoupe EEuTTva
utrodIaipecel To TIPOPRANUA TG dPOoUOAGYNONG OE TUAUATA TTOU Eival
EUKOAOTEPO VA BIOXEIPIOTOUHE, XPNOILOTTOIWVTAG VIO KON WIa popd Eva
V€O €TTITTEDO 1EPAPXIAC yIa va BeATILWoOUHE TN duvaTOTNTA TNG KAIMAKWONG.
H mroAuttAokéTNTa TNG dIOTTEPIOXIKNG dPOoUOAdYNONG gival TNG TENGg Tou
apIBuou Twv ASes, Kal N TTOAUTTAOKOTATA TNG EVOOTTEPIOXIOKNG
(intra-domain) dpouoAoynong €ival TNG Tagng Tou apiBUou TwV JIKTUWY TTOU
UTTOPXOUV O€ £VA JEPOVWHEVO AS.

(ii)

YT1rapxel ouxva o cupBIBacpog Yetagu Katrolou €100uUg BEATIOTOTTOINGNG Kal TNG
duvartotnTag KAIJOKwWONG Tou peyeBoug. OTav gl0ayeTal IEPAPXIT ATTOKPUTTTOVTOI
TTANPOPOPIEG OTTO KATTOIOUG KOPBOUG TOU DIKTUOU HE ATTOTEAECA VO OUCXEPAIVETAI N
IKAvOTNTA TOUG va AapBavouv TIG aTTOAUTWGS BEATIOTEG aTToPacelg. QOTO0O, N ATTOKPUYN
TTANPOPOPIWY EIVAI TTOAU GNPAVTIKN YIA TH dUVATOTNTA KAIJOKWONG, OPOU OTTAANACEI TOUG
KOMBOUG aTro TNV UTTOXPEWaOn va yvwpllouv Ta Travta. [Na ta geyaAa diKTua gival TTavTa
aANnBeg oTI N duvaATOTNTA KAIMAKWONG ATTOTEAEI TTIO ETTITOKTIKO OXEOIOOTIKO OTOXO ATTO TNV
ETMTEUEN KATI EVTEAWG BEATIOTOU.

Question 5 [5 pts]
Which one of the following statements about BGP is FALSE?

a) EIGP preference value is 20

b) BGP uses three-way handshake
c) BGP can not used in AS

d) BGP uses TCP port 179

Question 6 [5 pts] (see the Tutorial -Network Layer)
When you run the "show ip bgp" command, what does the output "next hop of 0.0.0.0" in the
routing table of the router indicate?

‘Eva diktuo 110U 010 BGP table £xel next-hop tnv IP 0.0.0.0, onuaivel 611 Aol o1 routers péca
oT1o AS TTpétrel va oTéAvouv o€ auTn Thv IP Ta TTaKETa TOUug yia va Byouv £Ew atTd 1o AS.

Question 7 [10 pts]
What are the well-known communities of the BGP community attribute?

Local AS: Xpnaoiyotrolgital yia va atmmo@euxBouv Ta routing loops. "Evag iBGP neighbor dev
MTTOpPEi va Kdvel advertise éva route o€ €vav dAAo iIBGP neighbor av 1o éAafe atrd KGTTOI0V
AGAAo iIBGP neighbor


https://www.csd.uoc.gr/~hy335a/material/Tutorials/Tutorial_-Network-Layer.pdf

no- export: Na un yivel advertise 1o route atoug eBGP Peers povo otoug internal peers
no-advertise: Na un yivel advertise 10 route o€ kavévav peer ouTe internal oute external

Graceful Shutdown Community: Xpnaoiyotroigital 6tav £vag router TTPOKEITAI VA KAVEI
shutdown kai évag GAAog router oTo id10 AS pe Tov TTponyouuevo avahapBavel To traffic TTou
TTpoopPICeTal yIa TOV router TTou KAvel shutdown.

more info: https://www.linkedin.com/pulse/ultimate-guide-bgp-communities-catchpoint/

Question 8 [10 pts]
A. Do internal BGP (iBGP) sessions modify the next hop?

To next hop ota iIBGP sessions kata yeviké kavova dev aAAalel. O1 iBGP routers dev
aAAadouv 10 next-hop field 6tav AaupBdavouv updates atro aAAoug iBGP routers. ¢
KOTTOIEG TTEPITITWOEIG OPWG UTTOPOUV va aAAagouv To next-hop PE Tnv evIoAn
“next-hop-self” kal va Balouv Tn dikn ToUg IP wg next-hop.

B. Do external BGP (eBGP) sessions between confederations modify the next hop?

Nai To next-hop aAAalel. O1 eBGP routers (gateway routers) TTou oteAvouv 10 update
oe al\a ASes aAAadlouv Tnv next-hop IP BadovTag mn dikn Toug o€ auto To field.

Question 9 [10 pts] (see the Tutorial -Network Layer)
Which is the maximum number of IP addresses in each subnet if the network 15.0.0.0/8

should be separated into 333 subnets with the same IP range?

=€poupe OTI TI BiKTUO £xel 2328 -2 = 224.2 = 16,777,214 |IP addresses.

Ma va xwpiooupe 1o dikTuo oe 333 subnets Ba xpnoiyoTroijooupe 9 bits, ereidn 2° =512
(512-333=179 subnets dev Ba xpnoiuotroinBouv).

O péyioTog apIBudg Twv IPs yia kKGOt subnet gival 224/2°- 2 = 2'5-2 = 32766 IPs

Question 10 [10 pts] (see the Tutorial -Network Layer, Section: Routing

Policy in the textbook)

Consider the network depicted below. Single-headed plain arrows point from providers to
their customers (AS A is the provider of AS D), while double-headed dashed arrows connect
peers (AS D and AS E are peers). Each AS in the network originates a unique prefix that it
advertises to all its BGP neighbors. Each AS also applies the default selection and



https://www.csd.uoc.gr/~hy335a/material/Tutorials/Tutorial_-Network-Layer.pdf
https://www.csd.uoc.gr/~hy335a/material/Tutorials/Tutorial_-Network-Layer.pdf

exportation BGP policies based on their customers, peers and providers.

What path (sequence of ASes) is followed when AS G sends packets destined to the prefix
originated by AS E? Justify your answer.

Path: [G, D, E]

O G givail customer Tou D, apa o D 6,11 prefixes Aaupavel atro Tov G Ta Kdvel advertise o€
OAoug Tou yeiTovég Tou (customers,providers kai peers), o E €ival peer Tou D dpa AauBdvel 1o
prefix.



Submission:
1. Consolidate your report into a single PDF file, following the guidelines of the format
2. Send it to klionta@csd.uoc.gr with the subject: 335a_assign4_AM (deliverables
with different subjects will not be accepted )

Part 1: Theory (50 pts)

Question 1: Subnetting [15 pts]
For each subtask justify your answer.

1. Which is the maximum number of IP addresses in each subnet if the network
15.0.0.0/8 should be separated into 333 subnets with the same IP range?

We know that the network has 2328 -2 = 224.2 = 16,777,214 IP addresses.
In order to separate the network into 333 subnets we will use 9 bits, because
2° =512, ( 512-333=179 subnets unused).



The max number of IPs per subnet is 224/2°- 2 = 2'5-2 = 32766 IPs

2. Which is the maximum number of IP addresses in each subnet if the network
195.1.31.0/24 should be separated into 30 subnets with the same IP range?

We know that the network has 2322* -2 = 28-2 = 254 |P addresses.

In order to separate the network into 30 subnets we will use 5 bits, because
2° =32, (2 subnets unused).

The max number of IPs per subnet is 28/2°- 2 = 8-2 =6 IPs

3. Which is the maximum number of IP addresses in each subnet if the network
189.23.0.0 /16. should be separated into 20 subnets with the same IP range?

We know that the network has 23%¢ -2 = 2.2 = 65534 IP addresses.

In order to separate the network into 20 subnets we will use 5 bits, because
2° =32, (32-20=12 subnets unused).

The max number of IPs per subnet is 2'%/2°- 2 = 2'4-2 = 16382 IPs

Question 2: NAT [10 pts]

New Exercise
WhiDoes NAT “violates” the TCP/IP architecture?

Describe the Network Address Translation (NAT) (5 pts) and how it works in the following
context (5 pts): Three hosts, with private IP addresses 10.0.1.12, 10.0.1.15, 10.0.1.22 are
in a local network behind a NAT'd router that sits between these three hosts and the
Internet. IP datagrams, with the source or destination IP address of these three hosts, must
pass through NAT router. The router’s interface on the LAN side has IP address 10.0.1.27,
while the router’s interface on the Internet side has IP address 130.122.191.208.

Suppose that the host with IP address 10.0.1.15 sends an IP datagram with destination
address 128.119.166.190, source port 3444, and destination port 80. NOTE: Show your
results by showing any intermediate step of the datagram like the tutorial’s slides.



NAT translation table
WAN side addr LAN side addr

135,122,191, 208 | 1234 Lo,4,1,18

192.0.1.12

Source IP: 130.122.191.208 , 1234

/@_ 19.9.1.27 Source IP: 10.0.1.15 ,3444
\ < /| Dest IP: 128.119.166.190, 80 g l "Q )
_._._-—-'4:—

Dest IP: 128.119.166.190, B0
~ | Source IP: 128.119.166.190, 80 %

Source IP: 128.119.166.190, 80 ‘“: 4
3 I\ 1¢.0.1,

130, 122, 1051 208 .
Dest IP: 130.122.191.208 , 1234 [ £ IR s g‘

10,0,1,22

Question 3 [5 pts]
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Question 4: Packet Scheduling [10 pts]

Consider the arrival of 8 packets to an output link at a router as indicated by the figure
below. For simplicity, we will consider the time to be “slotted”, with a slot beginning at t = 0,
1, 2, 3, etc. Packets can arrive at any time during a slot, and multiple packets can arrive
during a slot. At the beginning of each time slot, the packet scheduler will choose only one
packet, among those queued (if any), for transmission according to the packet scheduling
discipline (that you will select below). Each packet requires exactly one slot time to transmit,
and so a packet selected for transmission at time t, will complete its transmission at t+1, at
which time another packet will be selected for transmission, among those queued. Present
the exact order and at what time each packet arrives for the following scheduling scenarios:
a. FIFO (5 pts)
b. Priority Scheduling (5 pts)
Showcase your results for each packet as the following example: Time: t=1, Packet: x
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a. Time

Time:
Time:
Time:
Time:
Time:
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b. Time:
Time:
Time:
Time:
Time:
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Time:

t=1 Packet:
t=2 Packet:
t=3 Packet:
t=4 Packet:
t=5 Packet:
t=6 Packet:
t=7 Packet:
t=8 Packet:

t=1 Packet:
t=2 Packet:
t=3 Packet:
t=4 Packet:
t=5 Packet:
t=6 Packet:
t=7 Packet:
t=8 Packet:
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Question 5: Longest Prefix Matching [10 pts]
Consider a datagram network using 32-bit host addresses. Suppose a router has four links,

numbered 0 through 3, and packets are to be forwarded to the link interfaces as follows:

Destination Address Range Link Interface

11100000 00000000 00000000 00000000 0
through
11100000 00111111 11111111 11111111

11100000 01000000 00000000 00000000 1
through
11100000 01000000 11111111 11111111

11100000 01000000 00000000 00000000 2
through
11100000 01111111 11111111 11111111

Default 3

A. Provide a forwarding table that uses the longest prefix matching rule, and
forwards packets to the correct link interfaces. (5 pts)

11100000 QQ****** *hxwsrix sxmesnins 0
11100000 0100000 s sk 1
11100000 Q****x* *hxerix wxmenkns >
Default 3

B. Describe how your forwarding table determines the appropriate link interface for
datagrams with destination addresses: (5 pts)
1. 11001000 10010001 01010001 01010101 -> 3

11100000 01000000 00000000 00000000 -> 1
11100001 01100000 11000011 00111100 -> 2

11100001 10000000 00010001 01110111 ->3
11100000 01000000 10010000 01101010 -> 1

ok owbd

Part 2: IP Fragmentation (10 pts)



IP datagram size = 5000 Bytes
L_a MTU = 6000

L_b MTU = 1500

L_c MTU = 580

IP header = 20 Bytes

For L_a:

The MTU of L_a is greater than the size of the IP datagram so we don’t need to
change anything.

For L_b:
The MTU of L_b is smaller than the size of the IP datagram.
The MTU of L_b without the IPv4 header is 1500-20=1480 bytes
The payload of the initial packet is 5000-20= 4980 bytes
We are going to divide the initial packet into 4980/1480 = 3.36 =4 packets

Segment Range(bytes) Offset More
0 0-1479 0 1
1 1480-2959 1480/8=185 1
2 2960-4439 2(1480/8)=370 1
3 4440-4980 3(1480/8)=555 0
For L_c:

The MTU of L_c is smaller than the MTU of the previous link, so we should divide
each one of the 4 packets into smaller segments.
The MTU of L_c without the IPv4 header is 580-20=560 bytes
The payload of the initial packet is 1500-20= 1480 bytes
We are going to divide the initial packet into 1480/560 = 2.64 =3 packets

So each of the 4 incoming fragmented packets, is divided again into 3 packets

For the first packet:

Segment Range(bytes) Offset More




0 0-559 0 1
1 560-1119 560/8=70 1
2 1120-1679 2(560/8)=140 0

The process is the same for the rest of the packets.

Finally, 12 packets will reach the host D, each one with 580 bytes in length.

Part 3: Link-State Routing Algorithm (10 pts)

Consider the following network with the cost of its links. Please present the optimal
(cost-efficient) paths starting from node A to Z using the Dijkstra algorithm.

D(A), p(A) | D(B), p(B) | D(C), p(C) | D(D), p(D) | D(E), p(E) D(Z),p(Z)
A - 3A 4,A 0 0 32,A
AB - - 4,A 9,B 8,B 32,A
ABC - - - 9,B 5,C 32,A
ABCE - - - 7.E - 17,E
ABCED - - - - - 14,D
ABCEDZ - - - - - -

Part 4: Distance-Vector Routing Algorithm (15 pts)




1. What are the events in the Distance-Vector Routing Algorithm that “trigger” a router
to transmit distance vector information to its neighbors? (5 pts)

The switch of the cost of a neighbor link
2. How many times will the nodes of the following network exchange vectors, during a
distance-vector algorithm before the network converges? Present the final
Distance-vector and the path for each node. (10 pts)

1. Initialization

A Table A B C D
A 0 8 2 o0
B % % % %
C o o o o
B Table A B C D
A o o o o
B 8 0 %0 3
D % % % %

Table C A B Cc D




Table D A B C

2. Exchange information

A Table A B Cc

A 0 8

B 8 0 %0

C 2 o0 0
B Table A B Cc

A 0 8

B 8 0 o0

D o0 3 1

s(A) = min{c(B,A)+DA(A), c(A,D)+Dp(B)} = min{8,«+3}=8

Dg(C) = min{c(B,C)+D¢(C), c(B,D)+Dp(C)} = min{e,«+3}=8

Table C A B Cc




0 8 2 o0

2 o0 0 1

o0 3 1 0

Table D A B C D
B 8 0 o0 3

C 2 o0 0 1

D o0 3 1 0

3. Compute new distances
For table A nothing changes:

DA(B) = min{c(A,B)+Dg(B), c(A,C)+D¢(B)}
DA(C) = min{c(A,C)+D¢(C), c(A,B)+Dg(C)}

min{8,2+=}=8
min{2,8+«~}=2

Part 5: BGP Policies (12 pts)

Consider now the network depicted on the left. Single-headed plain arrows point from
providers to their customers (AS A is the provider of AS D), while double-headed dashed
arrows connect peers (AS D and AS E are peers). Each AS in the network originates a
unique prefix that it advertises to all its BGP neighbors. Each AS also applies the default
selection and exportation BGP policies based on their customers, peers and providers.
Justify your answers



a) What path (sequence of ASes) is followed when AS G sends packets
destined to the prefix originated by AS E?

Solution: Path: [G, D, E]

b) What path (sequence of ASes) is followed when AS F sends packets
destined to the prefix originated by AS G?

Solution: Path: [F, C, A, D, G]

c) Suppose AS A and AS C give you a “dump” of all the BGP routes they
learn for every destination. You then extract all links from the AS paths seen
in those “dumps” and use them to construct a view of the AS-level topology.

Draw the resulting AS-level topology in the figure below.

Solution:






