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Abstract 
The exploitation of memory corruption vulnerabilities in popular software is among the leading causes of full system 
compromise and malware infection. At the same time, the leakage of sensitive data through the exploitation of memory 
disclosure vulnerabilities is becoming an increasingly important threat. To make matters worse, the threat of data leakage has 
been exacerbated by the recent spate of transient execution attacks, which can leak otherwise inaccessible process data 
through residual microarchitectural side effects. In this talk I will present our work on software specialization, the goal of which 
is to restrict the operations an attacker can perform as part of vulnerability exploitation, and on selective data protection, 
which prevents data leakage attacks by protecting sensitive user data in memory. 

 

Short Biography 
Michalis Polychronakis is an associate professor in the Computer Science Department at Stony Brook University. He received the 
BSc ('03), MSc ('05), and PhD ('09) degrees in Computer Science from the University of Crete, Greece, while working as a research 
assistant in the Distributed Computing Systems Lab at FORTH-ICS. Before joining Stony Brook, he was an associate research 
scientist at Columbia University. His research aims to improve the security of computer systems and networks, build defenses 
against malicious software and online threats, reinforce the privacy of our online interactions, and enhance our understanding 
of the internet and its darker sides. He has published more than 100 peer-reviewed papers, many of them in top venues such as 
IEEE S&P, USENIX Security, ACM CCS, ISOC NDSS, EuroSys, and USENIX ATC, and is the recipient of the DARPA Young Faculty 
Award (2018) and the NSF CAREER Award (2018). 
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	Around the World (Wide Web) in 60 Minutes: An Attacker’s Journey Through the Modern Web Ecosystem
	by Iason Polakis, University of Illinois at Chicago
	March 31st, 2022 18:00
	Host: Evangelos Markatos, Computer Science Department, University of Crete
	Abstract
	The web plays a pivotal role in many facets of everyday life, and ensuring that user accounts and the sensitive data found therein are protected is of paramount importance. However, designing robust and effective defenses often requires security researchers to assume the role of an attacker and proactively identify vulnerabilities and design flaws. In this talk I will first present a short overview of our recent work on developing novel and practical attacks that target the major software components of the web ecosystem: browsers and web and mobile applications. Subsequently, I will focus on our upcoming work that presents the first comprehensive and in-depth exploration of the security implications of real-world systems incorporating browser fingerprinting techniques into their authentication workflow. In our work we demonstrate how attackers can replicate users’ fingerprints on different devices to deceive the risk-based authentication systems of high-value web services (e.g., e-banking, cryptocurrency trading) to completely bypass two-factor authentication.
	Short Biography
	Jason Polakis is an Assistant Professor in the Department of Computer Science at the University of Illinois at Chicago (UIC). He received his B.Sc. ('07), M.Sc. ('09), and Ph.D. (’14) degrees in Computer Science from the University of Crete, Greece, while working as a research assistant in the Distributed Computing Systems Lab at FORTH-ICS. Prior to joining UIC he was a postdoctoral research scientist at Columbia University. He is broadly interested in identifying the security and privacy limitations of Internet technologies and mobile systems, developing fully automated auditing frameworks, and designing robust defenses and privacy-preserving techniques. His research has revealed significant flaws in popular web services and browsers, and major vendors have deployed his proposed defenses. Jason’s research is regularly published in the premier computer security conferences (ACM CCS, USENIX Security, IEEE S&P, ISOC NDSS).
	The magic of Zero Knowledge Proofs in blockchain compression, accurate Covid-19 case reports, financial solvency and transparent lottery jackpots
	by  Kostas Chalkias, Facebook
	April 5th, 2022 18:00
	Host: Evangelos Markatos, Computer Science Department, University of Crete
	Abstract
	Only very recently, humanity managed to design and implement practical zero knowledge proofs, one of the technologies that reshaped the fields of cryptography and blockchain. This talk will focus on some of the easiest constructions to understand how zero knowledge proofs can be applied in real life, including proving that a) your bank is financially solvent, b) the daily Covid-19 deaths/cases reports are accurate, c) you are older than 18 years old without revealing your age, d) a gambling company is not understating the jackpot amount, e) government's unemployment rate is not underreported and many other exciting applications which could easily be transformed to business opportunities.
	Short Biography
	Kostas holds a PhD in Identity-Based encryption and is a Senior Staff Cryptographer at Meta (formerly Facebook) with expertise in applied and theoretical cryptography. He is the main contributor to Meta's cryptography apis and lead maintainer of the proofs-of-solvency standard for crypto exchanges. He also drives Meta'a blockchain research on privacy preserving algorithms (zero knowledge proofs, accumulators), novel key management and atomic-swaps. He was previously the lead cryptographer at R3 London, one of the biggest fintech consortia, with significant contributions to both “Corda” blockchain and SGX-based “Conclave” confidential compute engine. Prior to that, he was the CTO of two startups, where he built a platform for fair and secure national exams and quizzes using time-lapse cryptography. Kostas has also filed 6 security related patents, while he has found critical bugs in a number of international standards and smart contracts, including the EdDSA signature scheme, proof-of-reserves protocols, and lottery smart contracts.
	LinkedIn profile: https://www.linkedin.com/in/chalkiaskostas
	Evasive Threats on the ever-evolving Web
	by Alex Kapravelos, North Carolina State University 
	April 7th, 2022 18:00
	Host: Evangelos Markatos, Computer Science Department, University of Crete
	Abstract
	The browser is one of the most critical software used today. Billions of people from a plethora of devices depend on browsers to explore the web, a process that involves fetching, compiling and executing code from websites. Browsers add new features constantly, which triggers updates on webpages to leverage them. This fantastic interplay of software evolution between browsers and the web shifts constantly the security landscape and makes the web harder to study and measure, as it constantly evolves.
	In this talk I will focus on evasive threats that rise from the evolution of the web. We will talk about the state of the art in client-side cloaking techniques in phishing, like fake CAPTCHAs and crawler fingerprinting. Based on these findings, we will observe how limited our knowledge is regarding the functionality that is executed in the browser when we visit a page. To improve our understanding of web behavior, we will explore VisibleV8, a custom variant of the V8 JavaScript engine that logs native function or property accesses during any JS execution. We will leverage VisibleV8 to explore different web behaviors, from bot detection to code obfuscation. Finally, I will talk about my vision of the next-generation web behavior measurements and building malicious behavior detection systems.
	Short Biography
	Alexandros Kapravelos is an Assistant Professor in the Department of Computer Science at North Carolina State University. He received his PhD in Computer Science from University of California, Santa Barbara in 2015. His research interests span the areas of systems and software security. Currently, he studies how the web and the browser evolve over time and how we can make the browser more secure in the future. He is also interested in online privacy and browser fingerprinting specifically, where he is working on making internet users less distinctive while they browse the web. Together with the Order of the Overflow team, he organized for four years DEF CON CTF (2018-2021), the oldest and most prestigious Capture The Flag security competition that attracts tens of thousands of participants every year. He is the recipient of the NSF CAREER award in 2021 and two best paper awards from the IEEE Symposium on Security and Privacy.
	Online and offline (data) privacy
	by  Spiros Antonatos, Aegis Technologies, Singapore
	April 12th, 2022 18:00
	In person: Computer Science Department Room H204
	Host: Evangelos Markatos, Computer Science Department, University of Crete
	Abstract
	We live in an era where almost everyone speaks about privacy or at least is aware of. The latest developments in GDPR and CCPA have raised the awareness of netizens and have sparked interesting discussions. But what does it really mean privacy? What are the elements that constitute our profile and how we can protect ourselves from revealing too much? In this presentation we will scratch the surface of what means online privacy and what constitutes data privacy (offline or on-the-fly anonymisation). We will give a walkthrough of the technologies involved and hopefully de-mystify some of the hypes around privacy.
	Short Biography
	Spiros Antonatos is currently a lead engineer at Aegis Technologies, a Singapore-based cybersecurity company.  His role includes the research and development of high-scale threat intelligence products. Prior to that, he was a research manager at Tenable and before that he was a research scientist and manager at IBM Research – Dublin where he worked on security and privacy at scale. He was the Principal Investigator for intellectual property deals with external customers as well as internal joint programs, mostly in the healthcare and financial space. During his IBM tenure he authored 4 conference papers and 12 patents, was awarded an invention plateau for authoring 12 patents and received multiple achievements for his contributions to Watson Health and Truata (the first company worldwide to act as a GDPR data trust). During his 8-year experience at the Institute of Computer Science, Foundation for Research and Technology Hellas (FORTH), he has authored and co-authored 24 conference papers and 4 journal papers regarding Web security, privacy and anonymization issues and network monitoring.  He has received his PhD from Computer Science Department, University of Crete.
	Defending against Memory Corruption and Transient Execution Attacks
	by Michalis Polychronakis, Stony Brook University 
	April 14th, 2022 18:00
	Host: Evangelos Markatos, Computer Science Department, University of Crete
	Abstract
	The exploitation of memory corruption vulnerabilities in popular software is among the leading causes of full system compromise and malware infection. At the same time, the leakage of sensitive data through the exploitation of memory disclosure vulnerabilities is becoming an increasingly important threat. To make matters worse, the threat of data leakage has been exacerbated by the recent spate of transient execution attacks, which can leak otherwise inaccessible process data through residual microarchitectural side effects. In this talk I will present our work on software specialization, the goal of which is to restrict the operations an attacker can perform as part of vulnerability exploitation, and on selective data protection, which prevents data leakage attacks by protecting sensitive user data in memory.
	Short Biography
	Michalis Polychronakis is an associate professor in the Computer Science Department at Stony Brook University. He received the BSc ('03), MSc ('05), and PhD ('09) degrees in Computer Science from the University of Crete, Greece, while working as a research assistant in the Distributed Computing Systems Lab at FORTH-ICS. Before joining Stony Brook, he was an associate research scientist at Columbia University. His research aims to improve the security of computer systems and networks, build defenses against malicious software and online threats, reinforce the privacy of our online interactions, and enhance our understanding of the internet and its darker sides. He has published more than 100 peer-reviewed papers, many of them in top venues such as IEEE S&P, USENIX Security, ACM CCS, ISOC NDSS, EuroSys, and USENIX ATC, and is the recipient of the DARPA Young Faculty Award (2018) and the NSF CAREER Award (2018).

