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GNS3 is a Graphical Network Simulator that allows emulation of —
complex networks. You may be familiar with VMWare or Virtual PC é e e
that are used to emulate various operating systems in a virtual

environment. These programs allow you to run operating systems

such as Windows XP Professional or Ubuntu Linux in a virtual

environment on your computer. GNS3 allows the same type of . '
emulation using Cisco Internetwork Operating Systems. It allows you R -
to run a Cisco I0S in a virtual environment on your computer. GNS3 is

a graphical front end to a product called Dynagen. Dynamips is the

core program that allows 10S emulation. Dynagen runs on top of Dynamips to create a more user friendly,
text-based environment. A user may create network topologies using simple Windows ini-type files with
Dynagen running on top of Dynamips. GNS3 takes this a step further by providing a graphical environment.

GNS3 allows the emulation of Cisco 10Ss
on your Windows or Linux based
computer. Emulation is possible for a
long list of router platforms and PIX
firewalls. Using an EtherSwitch card in a
router, switching platforms may also be
emulated to the degree of the card’s
supported functionality. This means
that GNS3 is an invaluable tool for
preparing for Cisco certifications such as
CCNA and CCNP. There are a number of
router simulators on the market, but
they are limited to the commands that
the developer chooses to include. Almost always there are commands or parameters that are not supported
when working on a practice lab. In these simulators you are only seeing a representation of the output of a
simulated router. The accuracy of that representation is only as good as the developer makes it. With GNS3
you are running an actual Cisco 10S, so you will see exactly what the IOS produces and will have access to any
command or parameter supported by the 10S. In addition, GNS3 is an open source, free program for you to
use. However, due to licensing restrictions, you will have to provide your own Cisco |0Ss to use with GNS3.
Also, GNS3 will provide around 1,000 packets per second throughput in a virtual environment. A normal router
will provide a hundred to a thousand times greater throughput. GNS3 does not take the place of a real router,
but is meant to be a tool for learning and testing in a lab environment. Using GNS3 in any other way would be
considered improper.

GNS3 was developed primarily by Jeremy Grossmann. Additional developers involved in creating GNS3 are
David Ruiz, Romain Lamaison, Aurélien Levesque, and Xavier Alt. Dynamips was developed by Christophe
Fillot. Dynagen’s primary developer was Greg Anuzelli. There are a lot of other people that have assisted in



various ways in the development of these products. Development is an ongoing process as each product
evolves.

This documentation will begin with a Quick Start Guide followed by a more in-depth discussion. Finally, in this
introduction, I'd like to list a variety of Web sites that you will find useful:

e http://www.gns3.net GNS3'’s primary Web site

e http://wiki.gns3.net GNS3’s Wiki site

e http://www.ipflow.utc.fr/index.php/Cisco 7200 Simulator Dynamips —the actual emulator
e http://www.ipflow.utc.fr/blog/ Dynamips blog

e http://dyna-gen.sourceforge.net/ Dynagen

e http://www.ipflow.utc.fr/bts/ Dynamips/Dynagen bug tracking
e http://7200emu.hacki.at Hacki’s forum

The most useful sites will be www.gns3.net and http://7200emu.hacki.at. The GNS3 site will be specific to
GNS3. However, the hacki site is an invaluable forum where you’ll find many how-to’s and be able to interact
with other users. | highly recommend that you visit both sites.
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GNS3 Quick Start Guide for Windows Users

This section will take you through the steps to get started with GNS3 in a Windows environment. All of the critical and
most important things to know will be covered, but for an in-depth discussion, see later sections of this document. If you
use Linux, there is a GNS3 Quick Start Guide for Linux Users in the next section.
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What is GNS3 ?

GNS3 is a graphical network simulator that allows you to design complex network topologies and D
to launch simulations on them

To allow complete simulations, GNS3 is strongly linked with

« Dynamips, an I0S emulator which allows users to run I0S binary images from Cisco
Systems
« Dynagen, a text-based front-end for Dynamips. Latest News
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InSta” G NS3 |n a es'\%ﬁ - |E, http:ffwww.ans3.net/download v| 3 il | Google “Ezl
. i Fle Edit Wiew Favorites Tools Help i Links **
Windows : . ‘
mywebsearch - I Psearch = @Screensavers \‘j Smiley Central } Cursor Mania Eej Fun Cards

environment is to
use the top file:
GNS3-0.5-win32-
all-in-one.exe.
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Click on Mirror 1 or
Mirror 2 to begin
the download.
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Download

Bl Please note that we accept donations via Cradit Card / PayPal We'll use the funds for the betterment of the project. GNS3
is (and will remain) free, so please do not feel obligated.

| ATl Installer which includes Dynamips 0.2.8 RC2 (Cisco 10S emulator), Pemu (PIX emulator),
ST ReE Windows WinPCAP 4.0.2 and the binary version of GNS3 0.5.
Recommended for beginners

2 BT Windows Binary version made with Py2exe (dependencies included). AT D |

Mirror 1
Mirrar 2

one.exe

win32.zip Mirror 2
. Mirror 1
GMNS3-0.5-src.zip Source Zip source archive. Mirror 2
i i Mirror 1

GMS3-0.5-src tar.gz Source Gzip source archive. :
Mirror 2
GMWNS3-0.5-src.tarbz2  Source Bzip2 source archive. M!rror L
Mirror 2
. Mirror 1
GMS3-0.5-intel .dmg 05X DMG package. Mirror 2

Far an installation from the sources, GMS3 requires the following dependencies to be installed: Qt, Python, Sip, and PyQi. Please see the
README for more information. Old releases can be download here, or on sourceforge here

|<
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Click the Save button and then choose a location on your hard drive
to save the file.

Your download will begin. The file is a little under 10 MB in size and
will take less than minute to download on a DSL or cable
connection. Dial-up connections will take somewhat longer.

Step 2: Install GNS3

Find the file you download and double-click on it to begin installing
GNS3.

The GNS3 Setup Wizard will begin. Click the Next button.

Click the I Agree button to continue.

File Download - Security Warning

Do you want to run or save this file?

MName: GMNS3-0.5-win32-allin-one.exe
Type: Application, 9.61MB

From: pfe.epitech.net

[ B ][ Save ] [ Cancal |

| T | While files from the Intemet can be useful, this file type can
" ‘j, potentially ham your computer. f you do not trust the sounce, do not
= run or save this software. What's the risk?

v 3-0, 5-win32-allHn-one.exe from pfe.epitech.net

Estimated time left 29 sec (917¥B of 9.61MB copied)
Download to: D:\2VENS3-0, 5-win32-all-in-one.exe
Transfer rate: 303KB/Sec

[¥]Close this dialog box when download completes:

Cancel

S — [E=SEESC)
(5) GNS3 05 Setup =HiC] -

Welcome to the GNS3 0.5 Setup
Wizard

This wizard will guide you through the installation of GNS3
0.5

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

(@) GNS3 0.5 Setup i = | (E] S
License Agreement " _-_}
Please review the license terms before installing GNS3 0. 5. i )

Fress Page Down to see the rest of the agreement.

GNU GEMERAL PUBLIC LICENSE -
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies

of this license decument, but changing it is not allowed,
Preamble

_The_hcanses for most ;oﬁy\'are are designed o take away your -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install GNS3 0.5,

< Back ” 1 Agree ] [ Cancel




Allow GNS3 to create a Start Menu folder with the default name
GNS3 by clicking the Next button.

GNS3 depends on several other programs to operate. Those
dependencies include WinPCAP, Dynamips, and Pemuwrapper. These
components along with GNS3 are all chosen by default for
installation, so just click the Next button to continue.

A default location is chosen for GNS3. Click the Install button to
accept the default location and to begin the actual installation of
files.

The first dependency for GNS3 is WinPcap. Click the Next button to
begin the WinPcap Setup Wizard.

(@) GNS3 05 Setup SRECH X

Choose Start Menu Folder w ’j‘
Choose a Start Menu folder for the GNS3 0.5 shortcuts, i ]

Select the Start Menu folder in which you would like to create the program's shorteuts. You
can also enter a name to create a new folder.

s3]

Accessories -
Administrative Tools

Broadcom E
Cisco Networking Academy

Cisco Systems

Cisco Systems VPN Client

Ciscopedia v3.0

Cygnus Hex Editor FREE EDITION

Dell
Dell Quickset
Dell Wireless
Dynagen i -
< Back H Mext > ] | Cancel |
(@) GNS3 0.5 Setup =HACE X
Choose Components = '_}
Choose which features of GNS3 0.5 you want to install. i )

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: Bzmisier

Dynamips 0.2.8 RC2

Pemuwrapper 0.2.3

GNS3
Space required: 36.7MB

< Back |[ Mext > ] | Cancel |
(&) GNS3 0.5 Setup | |
Choose Install Location w lj{

Choose the folder in which to install GNS3 0.5. 1 )

Setup will install GNS3 0.5 in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder

Progra GNS Browse...

Space required: 36, 7VMB
Space available: 5.0GB

< Back ” Instal || Cancel |

{7 WinPcap 4.0.2 Setup _ =AACE X

Welcome to the WinPcap 4.0.2
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation,

For mare information or support, please visit the WinPcap
home page.

http: ffwww. winpcap.org

<Back [f Next> || Cancel




(5} WinPcap 4.0.2 Setup . SEEREL_X

K‘) > License Agreement
J lh caP Flease review the license terms before installing WinPcap 4.0.2.

Click I Agree to accept the License Agreement for WinPcap.

The installation for WinPcap will begin. However, if you have a Fress Pade Poun [ See te 125t of e sareement
previous version of WinPcap on your computer, the wizard will ask
to remove the older version and will then install the newer version.

Copyright () 1999 - 2005 NetGroup, Politecnico di Torino {(Italy). s
[Copyright () 2005 - 2007 CACE Technelogies, Davis (California).
Al rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
iconditions and the following disdaimer.

2, Redistributions in binary form must repreduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation andfor other materials -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.0.2.

< Back ][ I Agree ] [ Cancel ]
. .. . G 5 Setu =HECH X
After WinPcap is installed, the GNS3 Setup Wizard returns to LSRR
. . Installing [
I nSta | I I ng G N53 ° Please wait while GNS3 0.5 is being installed. :;13)
Qutput folder: C:\Program Files\GNS3
-
Extract: gt_pt_br.qm -

Extract: gt_ru.gm

Extract: qt_sk.gm

Output folder: C:\Program Files\GNS3'plugins

Qutput folder: C:\Program Files\GNS3'\pluginsiconengines

Extract: gsvg4.dll

Output folder: C:\Program Files\GNS 3 plugins\imageformats

Extract: gipeg4.dl

Extract: gsva4.dll

Qutput folder: C:\Program Files\GNS3 i

When the wizard finishes, you may uncheck Show Readme and then | © chs3ossetup —

click the Finish button.

Completing the GNS3 0.5 Setup
Wizard

GNS3 0.5 has been installed on your computer,

Click Finish to dose this wizard.

7§

You have now completed the installation of GNS3. PPTFEEE L ey  Taane==

Click the Start button, All Programs, GNS3, and then ————
choose GNS3 out of the list of applications installed.
You’'ll see the main GNS3 window. We'll discuss its
panes in a later step, but first we have to configure
the location for a Cisco 10S.
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Dynagen management console for Dynamips {adapted for GNS3)
Copyright (c) 2008 GNS3 Project
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Step 3: Defining Cisco 10S files

As mentioned earlier, you must provide your own Cisco 10S to use with GNS3 due to licensing issues. GNS3 is meant to
be used in a lab environment for testing and learning. Once you have obtained your own copy of a Cisco 10S for one of
the supported platforms, you are ready to continue. Current platforms supported include:

e 1710
e 1720
e 1721
e 1750
e 1751
e 1760
e 2610
e 2610XM

2611
2611XM
2620
2620XM
2621
2621XM
2650XM
2651XM

On the Edit menu, choose I0S image and hypervisors.

Under the /10S Images tab, click (== and then find your Cisco 10S
file and click Open. The file will appear as your Image file.

e 2691
e 3620
e 3640
e 3660
e 3725
e 3745
e 7200

Select &l CtrieA

Select None CrieShiftsA

£ 105 images and hypervisors Cureshifte1]

o Symbol Manager CurteShift+S

& preferences... CrieShiftsP
PIXfirewal

Ethemet switch

| 29 AT™bridge
ATM switch

Frame Relay switch

Cloud

Console

Dymagen management
Copyright (c) 2008 G 3 Project

[ -

consale for Dynamips (sdapted for GNS3)

& x

) Defauit mage for this latiom

2 105 images md byperieors S i W Y 17w
105 imeges | Extemal hypervisors
Images
105 image ° Model/Chassis
localhost CA\Program Files\GNS3\mages\c7200-js-mz123-22.6in. 7200
satenge Hipervacrs
Image fle: am s\ imagesicTo0 fos me. 123226 [ | e the hrwerveor maneger
Hatform: | ——
s T —
muec
Defouit RAM: e = M2

st Dot Gese
. Select an 105 image - ==
@-’_\-| |, « ProgramFiles » GNS3 + Images + [ 42 ][searcn o]
~ B New Folder )
I Name Date modif... Type Size
| €2600-is-mz123-22.6in
IEl Documents
[ c2600-is-mz123-22.image
B Desktop
= | €3640-jk903s-mz123-22.bin
alRecentbl=ce || €3640-jk903s-mz123-22.image
18 Computer | <7200 ks mz123-22.bin
B Pictures || c7200-ik89s-mz123-22.image
B Music [ T 300 jids-mzd33-22 bin
[5 Recently Changed | 1dIePC Values.tt
| B Seorches
)i Public
Folders ~
File name:  c72004k5s-mz.123-22 bin - | Alfiles (") b
o




Next, click the drop-down arrow next to Platform and choose the

platform that corresponds to your I0S file.

= o8 i

105 Images | External hypervsors.

Images

105 image Model/Chassis
Setings Hrpervizors
magefle : “am Fles (G5 3\mages'c 7200 3695 mz. 123-22.bn B Use W brperinor smrager
Patiom:
G
Hode! B
c2651
e P c10
c2s00
DefaitRar: e

7] Defaltimage for thie pltform

|| e ] o
1 e v e ™ W ==
Now click the drop-down arrow next to Model and choose the ines | o
model corresponding to your I0S file. S e
P I
T =
E e nhec i W N E =

For now, we'll accept the default values that
remain. However, there is a very important value
called the IDLE PC value that we will want to
include. We'll get to that later.

Click the Save button and then the Close button.
This will return you to the default GNS3 window.

It's time to create our very first simple topology.
But before that, the next section will present a
GNS3 Quick Start Guide for Linux Users.

105Images | External hypervisors

Images

105 image Model/Chassis
localhost:C:\Program Files\GNS3\Images\c7200-jk9s-mz123-22.bin 7200

Settings Hypervisars
Image fie : -am Files\GNS3 \Images |\c7200 ks mz. 123-22.bin E] Use the hypervisor manager
Platform: (7200 -]

Model: (7200 -]

IDLEPC:

Default RAM: 256 MB %+ Check for minimum RAM requirement

Defauit mage for this platform

[ save J[ Eat ][ oeew




GNS3 Quick Start Guide for Linux Users

Let’s turn our focus to Linux users now. Our examples will use Ubuntu. Anyone can download Ubuntu from
www.ubuntu.com for free — it just may take awhile since it’s a large file. Performance is somewhat better in a Linux
environment, but the difference is not significant. First, we’ll install necessary dependencies.

Step 1: Install necessary dependencies

Open the Synaptic Package Manager. R 0. < o= -0 [ v B0 cor v | @ wenem o i oo
Go to the System menu, then % brsens,

Administration, and finally Synaptic : &) Administration_ »| b Authorizations

Package Manager. @ Help and support

€ About GNOME
Q About Ubuntu

user @ u Sun Aug 10, 6:50 PM

ﬁ Hardware Drivers
o : Hardware Testing
m Language Support
[E] Login Window
Quts, B Network

f:‘t Network Tools

s, Printing

; Services

@ Software Sources
@’? Synaptic Package Manager
@ System Log

@ System Monitor
@ Time and Date
(& Update Manager
B users and Groups

. [WD Passport - File Br...

To direct input to this vitual machine, press Ctr+G. @ \/Mware Plaver 4

|5 co-Rom (10E 1:0) |5 Fioppy. B Ethernet Em) Sound Adapter ﬁ@ Western Digital Removable Disk
- -

90 user @ i Sun Aug 10, 6:57 PM

Click the Search button in the toolbar,
type python-qt4 in the Search box and
click the Search button.

Synaptic Package Manager
File Edit Package Settings Help

Reload  Mark All Upgrades r Properti Search

‘AII ‘:: Package Installed Version | Latest Ver|

Amateur Radio (univet 2vcard 0.5-2

S

[}
Base System [0  3270-common 3.3.4p6-3!
Base System (restrict [0  3dchess 0.8.1-13
|

Base System (univers 4digits 0.8-1 ¥,

D)

Communication
Communication (mult No package is selected.

search: [pytora <]
Status

Search Results

24798 packages listed, 1107 installed, 0 broken. 0 to install/upgrade, 0 to remove

.. [WD Passport - File B... || # Synaptic Package Ma...

& VMware Plav



http://www.ubuntu.com/

BB Ethernet 5| 3 Sound Adapter ) Wester Digital Removable Disk |
-

user @ uld Sun Aug 10, 7:00 PM

When you find python-qt4, click on the
white box in front of it, and choose Mark
for Installation.

Synaphic Package Manager
File Edit Package Settings Help

D &

Reload  Mark All Upgrades  Appl Properties | Search

All s Package installed Version | Latest ver |

python-qta [ -4-‘ “n 4.3.3-2ub
Unmar i

4.3.3-2ub
Mark for Installation

Mark for Reinstallation
Mark for Upgrade
Mark for Removal
Mark for Complete Removal
x »| | PyQra exposes tne yra AP o Python. The following modules are
supported:
* QtCore
* QtNetwork
(N | poet
Customn Filters *QtSvg
* QtAssistant
Eeaici| e e * QtOpenGL (in python-at4-al)
11 packages listed, 1107 installed, 0 broken. 0 to installjupgrade, 0 to remove

[E] ~ [WD Passport - File B... || # Synaptic Package Ma...

To direct input to this virtual machine, press Cirt+G

Click Mark and the click the Apply button in the toolbar.
[T

Fle Edit Package Settings Help
[y Mark additional required changes? e & D &
hY Reload  Mark All Upgrades  Apply Properties Search
d The chosen action also affects other packages. =
The following changes are required in order to All |s| | Ppackage Installed Version | Latest Ver —
proceed. python-qt4 @] 3 python-qta 4.3.3-2ubl| |
% python-qt4-common 4.3.3-2ub
= To be installed [ 3 python-qt4-dbg 4.3.3-2ub
libaudio2 [1+Z python-at4-dbus I 4‘3.3»2tib13
4] >
libgt4-core Python bindings for Qt4 &
libgt4-gui [\ [ T») PyQta exposes the Qt4 API to Python. The following modules are
python-gt4-commen = *QtCore
python Elog — * QtNetwork
« Qoxm
1 * QtAssistant
| l oganCE| i & Mark Search Results ] * QtOpenGL (in python-qt4-al) E
L11 packages listed, 1107 installed, 0 broken. 6 to install/upgrade, 0 to remove; 39.2 MB will be used't

On the Summary window, click Apply.

Apply the following changes?

This is your last opportunity to look through the list
of marked changes before they are applied.

b To be installed =

Changes applied

Successfully applied all changes. You can close the window now.
Summary

6 new packages will be installed - tically c| frar the ch h b ful lied
S 0 o e B ] 1 Automatically close after the changes have been successfully applie
11.7 MBE have to be downloaded

P Details
[] Download package files only




Step 2: Download GNS3.

Use Firefox to access http://www.gns3.net.

Click on the green Download button.

You may choose any of the source
archives for Linux. We will use GNS3-0.5-
src.tar.gz.

Click on Mirror 1 or Mirror 2 to begin the
download.

By default, the file will be downloaded
to the desktop.

Next, right-click on the file on the desktop, GNS3-0.5-

scr.tar.gz, and choose Extract Here.

Who's Online E
http:/fwww.gns3.net/
Download [ General =S Mozl S refox 3 Hera s
File Edit View History Bookmarks Iools Help
@ - ° ["‘ ‘http:f[vwvw.gnsanet[duwn\uad ‘ '] ['l Soogle 91]

File Edit View History Bookmarks Tools Help

P

= [-' | http 3w gns3.net/

[~ @~

(= Smart Bookmarks >  @dGetting Started [5]Latest Headlines =

GNS3

Graphical Network Simulator

Screenshots

Documentation

What is GNS3 ?

to launch simulations on them.
To allow complete simulations, GNS3 is strongly linked with

« Dynamips, an |0S emulator which allows users to run [0S binary images from Cisco
Systems.

« Dynagen, a text-based front-end for Dynamips.

« Pernu, a PIX emulator.

GNS3 is a excellent y tool to real labs for of Cisco networks or
people wanting to pass their CCNA, CENP, CCIP o CCIE cerifications

multiple platforms, including Windows, Linux, and MacOS X.

GNS3 is a graphical network simulator that allows you to design complex network topologies and

It can also be used to experiment features of Gisco 108 or tocheck configurations that need to
be deployed later on real routers. This project is an open source product that may be used on

Latest News

+ Status of GNS3

o GNS3 0.5 released

+ MacOS DMG package
available

GNS3 0.4.1 released
Corrective release planned

.

(£ Smart Bookmarks ~ @ Getting Started [f|Latest Headlines =

Done

Screenshots

Documentation

Download

Download

is (and will remain) free, so please do not feel obligated.

Please note that we accept donations via Credit Card / PayPal. We'll use the funds for the betterment of the project. GNS3

GNS3-0.5-win32-all-in-

Windows WinPCAP 4.0.2 and the binary version of GNS3 0.5.
one.exe

Recommended for beginners
GNS3-0.5-bin-win32.zip Windows Binary version made with Py2exe (dependencies included).
GNS3-0.5-src.zip Source Zip source archive.
GNS3-0.5-src tar.gz Source Gzip source archive.

GNS3-0.5-src.tarbz2  Source Bzip2 source archive.

GNS3-0.5-ntel.dmg 0SX DMG package.

Installer which includes Dynamips 0.2.8 RC2 (Cisco |0S emulator), Pemu (PIX emulator),

Mirror 1
Mirror 2

Mirrer 1
Mirrer 2
Mirror 1
Mirror 2
Mirror 1
Mirror 2
Mirror 1
Mirror 2
Mirror 1
Mirror 2

For an installation from the sources, GNS3 requires the following dependencies to be installed: Ot, Python, Sip, and PyCQt. Please see the

README for more information. Old releases can be download here, or on sourceforge here

A GNS3 .deb package is now available, until officially released with Debian/Ubuntu follow instructions on http://gpl.c ode. de/oswiki

43 Applications  Places  system @(2) @

- [1- File Browser] - [1- File Browser]

user @ & i Mon Aug 11, 1:20 AM


http://www.gns3.net/

Q Applications Places System ‘@ o

You'll see a new icon on the desktop labeled
GNS3-0.5-src.

user @ & w Mon Aug 11, 1:23 AM

= [1 - File Browser] - [1 - File Browser] - [1 - File Browser] -' ﬁ

3

Now we need to download the latest Dynamips binary for | s e ven oy mosmste s e ~ o
. . L. . . & - @ @ (18] heepymmawipfiowutc friblo [ ~] [@=]co0qle @)

Linux. Use Firefox to visit the Dynamips blog Web site at: S

www.ipflow.utc.fr/blog/

In our example, it is found farther down the page as 0.2.8- Cisco 7200 Simulator
RC2 binary for Linux x86 platform.

0.2,8-RC2 release [ lsearn]

October 141h, 2007

Pages
Hello all ]
+ Abaut
The 0.2.8-RC2 release is available. It's mainly a bug fix release that Archi
requires no Dynagen upgrade (except for the ATM/Ethernet bridge) re! "’:s
 October 2007

New feature » September 2007

» Ethernet/ATM bridge, conforming to the RFC1483 (bridged mode). |
added this because I've this kind of devices on my network (xDSL
modem). It will require  Dynagen upgrade to be usable.

BugHfixes:
»Fixed a PowerPC JIT bug that caused crashes on some 2600 images o BRI
and prevented OSPF to work correctly on this platform ; e
»Fixed handling of CRC for WIC slots on 2691/3725/3745 ; PIEmRE )
e e » May 2006 :
Done

43 Applications Places system @2 @

Drag the downloaded file, dynamips-0.2.8-RC2-
x86.bin into the GNS3-0.5-src folder.

user P & € Mon Aug 11, 131AM

@) [ 12 - File Browser] - [1-File Browser] - [1-File Browser] [ | 5


http://www.ipflow.utc.fr/blog/

Let’s change the Dynamips permissions to allow

File Edit Wiew Go Bookmarks Help

execution. Double-click on dynamips-0.2.8-RC2- % e =) = B €

Back Forward Up tor Reload Home ComT)uter Search

E[Ea user”:ﬂ: Desktop HGNSB-O.S-srcI G 100% €
Places ~ ] @ ﬁj —: iEEZE

Xx86.bin and choose Properties.

6 user Davic
[ Desktop docs pemu src AUTHORS
L File System CHANG = ?@
6Ns3

B wp Passport

| Floppy Drive CHANGELOG dynamips-0.2.8-RC2- gns3 GNS3.edp
= *B86.bin
& Network Servers
= h W HST iy =
aree I E3 @ GUI F

_ Cony
(&5 Documents LICENSE README setup.py om0
(55 Music
5 Pictures
5 videos

"dynamips-0,2,8-RC2-x86 bin" selected (921.2 KB)

Click on the Permissions tab, and then click the box next to Execute: Allow : 2. 5.
executing file as program. Then click Close. Basic |[Emblems | Permissions | open with [ Notes |
Oowner: user
Access: lRead and write = l
Access: [Read-only = l
Others
Access: [Read-only = l

Execute: [ Allow executing file as program:

SELinux context: unknown
Last changed: Mon 11 Aug 2008 01:35:40 AM EDT

Step 3: Configuring GNS3

Do you want to run "gns3",
or display its contents?

"gns3" is an executable text file.

Double-click the gns3 icon to start the application. Click the Run

button.
[ Run in Terminal l [ Display l [ ogance\ ] [ Run l
The Setup Wizard begins with a message as shown. Step 1
Click on the big number 1 to open the Preferences window .
(actually located under the Edit menu in GNS3). Conilgl._lre s e e
1 Dynamips. Also check that
the working directory is valid.
Step 2
2 Add one or more uncompressed
10S images.




Then click Dynamips in the left-hand pane. i Prafuransss

— B

:General | Dyn amips

.\capture Dynamips Hypervisor Manager

Pemu Settings

Click the ellipses next to Executable path and then
click dynamips-0.2.8-RC2-x86.bin and followed by
the Open button.

Executable path:

l I

Waorking directory:

= =

v | Automatically clean the working directory

Base port: Base UDP: Base console:

[720{1 H 10000 H 2000 I%I

+| Enable ghost 105 feature

| Enable mmap feature

Enable sparse memory feature

[ ]

e

. -.-. Pre EFEHCES E
When you return to the Preferences screen, click

General D nami 5
OK. Dynamips | P

Capiure o Dynamips. Hypervisor Manager

Pemu Settings

Executable path:

[.-’home.*usen’Desmop!GNsa-U 5-srcidynamips-0.2.8-RC2-xB6.bin ] ]

‘Working directory:

= =

¥| Automatically clean the working directory

Base port: Base UDP: Base console:

[7200 H 10000 l%] 2000 l%]

v| Enable ghost IOS feature

+| Enable mmap feature

Enable sparse memory feature

T

[ | x|

Now you return to the Setup Wizard. Click the big number 2 to —
open the /10S images and hypervisors window (actually located Configure and test the path fo
under the Edit menu in GNS3). 1 et e e et

the working directory is valid.

Step 2
2 Add one or more uncompressed
10S images.
&ox




Use the ellipses button next to the Image file box _* 193 huiages aud bhyparidaurs =
to |Ocate an IOS image. I0S Images External hypervisors

Images

IOSimage + Model/Chassis

As mentioned earlier, you must provide your own LR e
Cisco 10S to use with GNS3 due to licensing issues. Panm: (om0 J

GNS3 is meant to be used in a lab environment EZELC e d

for testing and learning. Once you have obtained Dmm;m; Checfor minimum RAY equirement

your own copy of a Cisco I0S for one of the ! Detaultimage forthis plaform

supported platforms, you are ready to continue. = —
Current platforms supported include:

e 1710 e 2611 e 2691

e 1720 e 2611XM e 3620

o 1721 e 2620 e 3640

e 1750 e 2620XM e 3660

e 1751 e 2621 e 3725

e 1760 e 2621XM e 3745

e 2610 e 2650XM e 7200

e 2610XM e 2651XM

Then click the Save button followed by the Close button. You'll return again to the Setup Wizard window. Click OK to
finish.

It’s time now to create our first simple topology. So whether you are Windows user or a Linux user, continue to the next
section. We have often used screen shots from Windows when describing GNS3 usage, but the screen shots from Linux
would look identical except for the title area.



Creating the Simplest Topology

We describe how to build a more complex topology later, but for now, let’s just learn how to place one router on the
desktop, start it, and console into it. We will then learn how to find an idlepc value for the 10S we are using. This is a very
important step. When an |0S is running, it will consume up to 100% of your CPU time. This will cause your computer to
become very sluggish and will prevent building more complex topologies. However, if we use an idlepc value, we can
reduce CPU usage dramatically. It puts the I0S into a sleep state when it is not in active use and wakes it up only when it
is necessary. A more technical explanation will be given later.

The GNS3 window is divided into four panes by default. Jrommhmtentbe

. . F2dvzfe S s@>ll0
The left-most pane lists the types of nodes available. You ||eemse o e g
will see router icons for the various platforms, a PIX o
firewall, Ethernet switch, ATM bridge, ATM switch,  Lipep
Frame Relay switch, and Cloud. Other node types may be Router 3700
. Router c7200
added as explained later. & e
@ Ethemet sitch
=) ATM bridge
The right-most pane will provide a topology summary :TMs:"fh .
. [— ]
that will be better understood when we built more Clous ‘ '
. . Console & X
complex topologies. For now, just know that the pane l Dymagen merogement crsle forDynams (dapted or 53
Copyright (c) 2008 GNS3 Project
exists. -
[/
. . . . I
The middle section contains two panes. The top pane is I
your work area where a topology may be graphically
built. The bottom pane, called the Console, shows ' — — — =
Dynagen at work. Dynagen, as you recall, is the text-based front [Fee T e
. . . File Edit View Help
end to Dynamips, the core emulator being used. Learninghowto | w3+ = « @00
use Dynagen is like learning how to use DOS the first time, sowe |=™ = o o
will not get into that here. However, we will use a very few e a
simple but useful commands in the Dynagen pane. " Joepoiyon - l
Gl Router <7200 i
PIX firewall
Click on a router icon under Nodes Types corresponding to the 3;‘:;’:;:“"
I0S platform you are using. In our example, we are using a 7200 G | l
platform. You must use a platform for which you defined an 10S. = =
. Dynagen management console for Dynamips (adapted for GNS3)
Drag an appropriate router node type over to the workplace o ) 208 G o
pane in the middle and let go. We now have a router ready to -
configure.
_ |
Right-click the router and choose Configure. [Fos SRR W o=
File Edit View Help
WY L= S 00
[Nodes Types & x + | Topology Summary L3

@) Router 1700 LA
@) Router 2600
@) Router 2691 R1

Router 3600 ﬁ
. r 371

Router 3700 4 Configure

) Router 7200

" Show/Hide the hostname

PIX firewall
IX firewal % Change the hostname

Ethemet switch 7 Change console port
ATM bridge @ Console
ATM switch P ser
Frame Relay switch =
L
L}

Stop
Suspend
Idle PC

Cloud
Console

Dynagen management console for [
Copyright () 2008 GNS3Project | ¢ Startup-config

l o & Delete




Click on R1 and then the Slots tab. Click the = Node configurator - -]

drop-down arrow next to slotO and choose an + @ Routers 7200 R1 node
adapter that says FE at the end. This will add a T T
FastEthernet adapter to the router. Next, click Adapters
the drop-down arrow next to slot1 and sott: [CRILICGE =
choose PA-4T+. This will add four serial o o |
interfaces to the router. Click OK. sl | =]
(Note: If you do not have these exact st | -]
adapters, just choose something close.) :: : '1
WICs
wicO: | v‘
wicl: | "
wic2: | -
Reset I CK l | Cancel ‘ | Apply ‘

Right-click the router and choose Start.

¥ ¥ v ‘fz_‘; 4
Right-click the router again and choose Console. A telnet ’
console opens up.

R1

é Configure

Show/Hide the hostname

(Note: In Windows Vista, the telnet client is not automatically
installed as in previous versions of Windows. Click on the Start

Change the hostname

) Change console port

@ Console
sphere and choose Control Panel. Click on Programs. Under =i
Programs and Features, click on Turn Windows features on or - = — Ly
off. Click next to Telnet Client to place an x in the box. Click S
OK.)

] Telnet localhost [E=E

Connected to Dynamips UM "R1" {ID 1. type c728BB> - Console port !

Celf decompressing the image : mmuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu.
nnmmmtmtunmmmtmmummnntmtunnmmmntmtnnumntmntnnnuumtmtmmnunnmﬂmnnuummunnn
(T30 H IS B4 21 A O M S I S R R e
mmuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu [OK1

gﬂ Telnet localhost | e X

You may need to press Enter once initially L —

n the ConSOIe W|ndOW. When aSKed PCI bus mbB_mhl <8lots B. 1, 3 and 5> has a capacity of 688 bandwidth points.
/" . .. Current configuration on bus mbB_mbl has a total of 288 bandwidth points.
WOUId yOU /Ike to enter the In/t/a/ This configuration is within the PCI bus capacity and is supported.

Configuration dia/og?”’ enter no and press PCI bus mh2 (Slots 2, 4, 6> has _a capacity of 688 bandwidth points.

Current configuration on bus mb2 has a total of B handwidth points

Enter Wa|t for the router to Settle down at Thiz configuration iz within the PCI bus capacity and is supported.

Please refer to the following document “Cisco 7288 Series Port Adaptor
a Router> prompt. YOU may need to preSS Hardware Configuration Guidelines" on Cisco.com <http://www.cisco.com>

. for c?7288 bandwidth points oversubscription and usage guidelines.
Enter once or twice to get there.

1 FastEthernet/IEEE 882.3 interface(s>
4 Serial network interface(s>
125K bytes of non—volatile configuration memory.

65536K bytes of ATA PCHMCIA card at slot B (Sectm- size 512 hytes).
8192K bytes of Flash internal SIMM (Sector size 256K).

——— 8ystem Configuration Dialog ——

Would you like to enter the initial configuration dialog? [yess/nol: _




r — == R

Telnet localhost
After the router has settled down to a p1 .
ease answer ye" or no

Router> prompt return to the main GNS3 Uould you like to enter the 1n1t1a1 configuration dialog? [yes/nol: no
’

WindOW. Press RETURN to get started?

FMar 26 B1:58:37.279: xLINK-3-UPDOWN: Interface FastEthernetB-8,. changed state t
o up

*Hal 26 B1:58:38.279: xLINEPROTO-5-UPDOMWH: Line protocol on Interface FastEthern
etB-8. changed state to down

Mar 26 B2:A7:31.175: z0IR-6-INSCARD: Card inserted in slot 1. interfaces admini
lztratively shut down

Mar 26 B2:26:11.35%: xS¥YS-5—RESTART: System restarted ——

iCizco Internetwork Operating System Software

108 <(tm> 7288 Software (C72B0-JK?8-M>, Uersion 12.3(22>,. RELEASE SOFTUARE <fc2d>
Technical Support: http://uuu.cisco.com/techsupport

Copyright <{c> 1986-2887 by cisco Sygtemg, Inc.

Compiled Hed 24 Jan—87 28:17 hy

Mar %g 5} 11.371: =SHNMP-5- COLDSTHRT SNMP agent on host Router is undergoing]
a co 3 t

*Mar 26 @ 6:12_.643: 2LINK-5-CHANGED: Interface FastEthernetB/B. changed state

to administratively down

Router>

Router>

Right-click RO and choose Idle PC. GNS3 will spend a moment calculating ; .
an Idle PC value before presenting the screen to the right. If you click the
drop-down arrow, you see a list of possible idlepc values. Potentially
better idlepc values are marked with an asterisk. Choose one of the values

with an asterick (in our example, we will choose number 4) and click OK. hd

Potentially better idlepc values marked with "=

You'll receive a confirmation that the idlepc value has been applied. [ L l [ Cancel ]

If you choose I0S images and hypervisors on the Edit menu, and double- ;
click on the image under the /0S Images tab, you'll see the new idlepc “®» IDLE PC E]EJ

value displayed under Settings.
play g Potentially better idlepc values marked with '

1: 0x6046d034 [41] v

3: 0x6046e5b0 [63]

2: 0x6033dd4s [¢4] ‘

- 4 (x504d7945 [54] —
5 Ox604d79c4 [37]

\i:) Applied idliepc value 0x604d7948 to R.1

You may repeat this process to find the Systam SonTtor =5 R R P
Monitor Edit View Help i
value that reduces CPU usage the most. — Fle Options _View Help
. . " ications | Processes | Services | Performance | Netwarking | Users
To observe CPU usage in Windows, press | < Aopictors |2 - Hetworking |0
0% CPU Usage CPU Usage History
Ctrl+ALT+DEL and choose Task Manager. e z z £ e 4
. . [ crPu 8.1%
Click on the Performance tab to view remory and Swrap History
CPU usage. In Ubuntu, choose System ]ZEE Wemery PhysiclMemary Ussg Hisory
Monitor under AdminiStration On the ‘ '::::AWE(ISQW) f 503.5 MiB @ ?;’szE(SDE”/) f 400.0 MiB é _
System menu. Click the Resources tab. Rem— |
i Physical Memory (ME) System
LY = Total 2045 Handles 19722
58 seconde e ;’ o:ﬂ . “@ cond ;” ;”M , J Eal:had 11;; ;hraads 7;? |
@ Tntc:‘::csw\/e 83 SSV\:\; T:t'; Sem 2 DEI\:\; e rocssses 06
‘ ¢ : Kernel Memary (MB) E:g:“:e 1593M ;ﬂﬁnlglrj I
Total 146
. . . . Paged 100
You will observe that without an idlepc value, CPU usage will be at or near 100%, i P
but with an idlepc value, CPU usage will drop to a very low value. T P——




Enjoy using your router!

gﬂ Telnet localhost = [0 E ||

You may now return to your telnet window
*Mar 26 B2:32:49.851: xLINEPROTO-5-UPDOWN: Line protocol on Interface Ser:i.ali/i,n

i h d state t
to use your router. You are actually running | e i it VAT S protocol on Interface Seriali 2,

the Cisco I0S that you chose. All commands Lhanged et 0 doun NEPROTO-5—UPDOWN

changed state to down

: Line protocol on Interface Seriall- 3.

supported by the IOS are available.

Remember earlier we chose a FastEthernet

Routerfizhow ip interface brief

. Interface IP-Address ? Method Status
adapter and a four-port serial adapter. If you [|5351
. .. . FastEthernet@ @ unassigned unset administratively
issue the show ip interface brief command as ) . i
unassigned unset administratively
shown, you’ll see the designations for these unassigned unset administratively
four ports on the router. In our example, i unassigned unset administratively

they are faO/O' 51/0, 51/1’ 51/2' and 51/3 (|n 251 unassigned unset administratively
abbreviated form).




GNS3 Main Interface

Before continuing you may want to take a moment to view the following labeled graphics:

' GNS3
File Edit View Help

e 3duzy@ Ko @>0000)

Nodes Types (=4 | | Topology Summary B X
55 Emulated devices B @ west

Router c7200

|Wor'kspace windowl
PIX firewal Nodes TyPES

Ethernetswitth  |window Topology Summary

ATM bridge E 2 Lists each device

|

ATM switch Console F X

and its connections.

» Dynagen management console for Dynamips (adapted for GNS3)
Frame Relay switch Capyright (<) 2008 GNS3 Project

Cloud
== lst

Layer 2 Switch MName  Type  State  Server Console

West 3540  stopped localhost:7200 2009
Central 3640 stopped  localhost: 7200 2010
_ Server East 3540  stopped localhost:7200 2011

=>

o/ is connected to Central f0/0
Router c1700 = @ Central
Router c2600 West Central East £1/0 ig connected to East s1/0
H = s1/0 = f0/0 is conmected to West /0
Router c2691 ! ! . = @ East
e \ fo/o fo/o s1/0 [ | 51/0 is connected to Central s1/0
Router c3700

Multilayer Switch

@ router_firewall

e computer

{22 Decorative nodes Console window

LJ‘; printer

access_point

[Save network file as | [Insert a picture | |Start/Resume all IOS |
[Open network file | [Extract all startup-configs|  [Stop all IOS

I } !

1 ] ¥ v il % — [/} H"‘. T~

@ u=vaiS[o@>
1

[Clear the flpology | [Suspend all TOS |

[Save network file | [Show host names | [Telnet to all IOS |

= 1
Drop-down menu from right-clicking on a router: ! Configure
s Show/Hide the hostname
t Change the hostname
{5} Change console port
B Console
P start
W Stop
||| suspend
Idle PC

Startup-config

E s W,

Delete




Building More Complex Topologies

Although a single router is useful to get familiar with commands, it would be nice to build more complex topologies.
With GNS3 very complex topologies may be built. Just as performance when running virtual machines within VMware or
Virtual PC depends on your computer resources, running many router instances will affect the performance of your
computer. The faster your CPU and the more RAM that you have, the better. However, idlepc does a lot to help with
CPU usage. Ghostios and sparsemem are two additional utilities that will help with RAM usage. Ghostios is enabled by
default in GNS3. Sparsemem must be enabled, since it is off by default. These will be discussed in detail in the section on
Memory Usage. As an example, with 2 Gigabytes of RAM and a 2.5 GHz processor, you should have no problems running
a lab with good performance with a half dozen routers and several workstations.

Let’s build the topology shown with three routers. Start GNS3. Drag . R1 R2
three routers running an 10S you have configured into the @ — @ — @

workspace. Right-click each router and choose Configure. Under the
Slots tab, include a FastEthernet adapter and PA-4T serial adapter.

Now we’re ready to connect the routers together. Click the Add

a link button on the toolbar at the top. Choose Manual from the  fe Eit vew ep

drop-down menu. Your cursor will change to a cross. @23 v=zy@ Ko @>I00

MNodes Types - g x
Click on RO and select s1/0 — then click on R1 and select s1/0. T Emuiated devices
Click on R1 again and select s1/1 —then click on R2 and select @ oo
s1/1.
Now click the Add a link button again (now it looks like a red TE EE En GER . .
Stop sign with an X. After clicking on it, the icon will change @23 v=vm Q@ cd>N0C])
back to a connector look. Nodes Types & %

" Emulated devices

a Router c1700
Notice the right-pane call Topology Summary. Your connections are Topology Summary ® X
now available for viewing by clicking the plus next to each router. =- & R0
51/0 is connected to R1s1/0

GNS3 gives each router a default name beginning with R. If you would = @ Rl

like to change the name, right-click on a router and choose Change the s1/1is connected to R2s1/1
51/0 is connected to RO s1,0

hostname. For this example, we will continue to use the default names. o @ R2

s1/1is connected to R1s1/1
There are four buttons on the toolbar at the top:

The first button is the Telnet to all I0S button. The next three buttons are the Start/Resume all 10S, Suspend all 10S, and
Stop all I0S. The links are all red. Let’s start the routers by clicking the Start/Resume all 10S

button on the toolbar. A box will pop up indicating the routers are being started, and the links Starting nodes ...
will turn green. If we click the Telnet to all I0S button, we may observe the boot-up process of (CCOCTTTTTTTTTTIRRS
each router. A separate console window will open for each router.

Answer No and press Enter for each router at the question “Would you like to enter the initial configuration dialog?”.

You may now configure each router. In our example, we will change the hostnames, configure the secret password,
enable synchronous logging, assign IP addresses to the interfaces and turn them on, enable RIP version 2, and finally test
connectivity by using pings.



&* Dynamips(3): West, Console port
Router»enable
Routerfconfigure terminal
Enter confi ation commands,
Router (config)#hostname West
West (config) #enable secret cisco
West (config)#line con 0O

West (config-line) #logging syn
West (config-line) fexit

West (config) #interface s1/0

West (confi

one per line. End with

-if)#ip address 10.
West (config-if) #clock rate 64000
West (config-if) #no shutdown
West (config-if) fexit

West (config) #router rip

West (config-router) #vers

*hug

West (config-router)
West (config-router)
*Aug 6 14:16:50. 1 &
West (config-rout $network

14 151 2LINEFR
West (config-router) #network
West (config-router) #no auto—summ
West (config-router) #end

West§
*hug &
West#l

-UPDOWN: Interface Seriall/0,

~TERD

LLEAR

2ENTITY ALARM-6-INFO:

*Bhug 6 )—-5-UPDOWN :

14:16:55.027: %5Y5-5-CONFIG I:

£ Dynamips(4): Central, Console port
Router>enable

Router#configu
Enter

re terminal

confi ation commands, one per line. End with

Router (config) #hostname Central
Central {config)
Central (config)

#enable secret cisco

#line con O

Central {(config-line)#logging synchronous

Central (config-line)#exitc

Central (config) #interface =1

Central (config-if)#ip address

Central (config-if) #no shutdown

Central {config- #interface =s1/1
add

$LINE-3-UPDOWN :

address 1

TENTITY &

address 1 1 255.255.255

£tLINEPROTO-5-UPDOWN :

address 2535.255.255.0

lock rate 64000

no shutdown

Central (config-if) fexitc

Central {(config)#router rip

Central (config-router) #version 2

Central {config-router) #network

*Bug € 14: 24.639: ILINK-3-UPDCWN:

Central (config-router) #network 10

Central (config-router) #fnetc

*Bug 6 14: 24.639: RENTITY ATLARM-6-INFO:

Central {config-router) fnetwork 10 ]

Central (confi
*hug Interface Serial
*hug 6

*hug 6

Central (config-
Central (config-if)

P

Central {config-if)

Ls]

b e Ak Ak
[ I

Interface Seriall/1,

CLEAR

Central (config-router) #

*Bug 6 14: 25.643: $LINEPROTO-S5-UPDOWN:
Central (config-router) #no auto-Summary
Central {config-router) #end

Central#
*hug 6

14: H .799:

£5Y5-5-CONFIG I

CHNTL/S

INFO S5el/

Line protocol on

CNTL/Z.

Line protocol on

INFO 5el/

Line protocol on

Central
A

10.0.1.0/

changed state to upion

0 Physical Port Administrative State Down

Interface Seriall/0, changed state to up

Configured from conscole by

z

changed state to up

Physical Port Administrative State Down

Interface Seriall/0, changed state to up

changed state to up

Physical Port Administratiwve S5tate Down

Interface Seriall/l1l, changed state to up

Configured from console by console




ct* Dynamips(5): East, Console port

WM e e

As you can see, East can ping West which verifies connectivity from end-to-end. You may also see that East has the
10.0.0.0/24 network in its routing table.

Now let’s drag three Ethernet switches and place one under each router. Use the Add a link button to add a connection
from each router’s Fa0/0 port to port 1 on each switch. Note that the built-in Ethernet switch has 8 ports. They may act
as access ports or dotlq trunking ports. By default, they act as access ports. If you right-click a switch and choose
configure, you’ll see that you may specify several options. We will use the default values. If you wish to configure more
advanced options with switches, then you’ll need to add a router with an NM-16ESW EtherSwitch adapter. These
adapters support many more switching functions but not all. We'll discuss EtherSwitch adapters in a later section.

It’s time to add PCs to your topology.



Adding PCs to Your Topology

There are three possible ways to add a computer to your topology. If you just need to check for connectivity using ping
or traceroute, the best way is to use the Virtual PC Simulator. You may also add another router but configure it to act
like a PC. Finally, you may use your real PC.

Using the Virtual PC Simulator (and the Symbol Library)

The Virtual PC Simulator is a program that runs within Windows or Linux. It has limited functionality, but most
important, it allows pings and traceroutes. These are the most common testing commands used during CCNA or CCNP
training and are often the only commands needed. Using VPCS you will save memory and CPU cycles. If you do not need
more functionality in a workstation within your topology, | highly recommend VPCS. The Virtual PC Simulator is a free
product available at the following Web site: http://wiki.freecode.com.cn/doku.php?id=wiki:vpcs

Extract the archive to your PC, and then in Windows run vpcs.exe.

If you are running Linux, right-click the vpcs (not vpcs.exe) £le Edit View Go Hookmarks Lelp

and choose Properties. U‘; Reﬁ'ad H“Z‘n? Ca;%te, SLh €
E]IE:. ussr”[:/ Desktop vacs-0.14g| 8, 100% &

Click on the Permissions tab. Then click on the box next to m— o @ G |_| =

Execute. Click Close. R cyguinLdi exsh Halat bt readmand

@ Desktop

R e PropertiEe | e ' &> %,
1
|—! Floppy Drive = in 17
readme_cn.txt startup.vpc wpcs vpcs.exe

. 5 a . 2= Network Servers
Basic | Emblems PEFmISSIOﬂS|Open W|th|Notes| 28 W0 Passport

& Trash

VPCS.08x

Owner: user 53 Documents
[E Music
Access: l Read and write v ] & Pictures
(& videos
"wpcs" selected (535.8 KB)
Access: lRead-only = ]
Now right-click the desktop and choose Create Launcher.
Others Click the down arrow next to Type and choose Application in
[ —— l T - ] Terminal. For Name, type VPCS. For Command, you may browse

to the vpcs program. For Comment, type Virtual PCs. Click OK.
Now just click the VPCS icon on your desktop.

Execute: [ Allow executing file as program

SELinux context: unknown N i A 3

Last changed: Wed 13 Aug 2008 03:41:32 AM EDT

© Help B4 close

Type: lAppIication in Terminal - l

MName: lVPCS

Command: lfhomefuserfDesk‘toprt] [Erowse.

l
]
Comment: lvirtual PCy| ]

It is best to open the Virtual PC Simulator before ‘ oEa”C‘?' i Qﬂ QK

starting GNS3.



http://wiki.freecode.com.cn/doku.php?id=wiki:vpcs

For help, just type ? at the prompt.
VPCS supports up to nine PCs. Just
type a number to switch to another
PC. Use the Show command to
view a PC’s IP or MAC address. To
assign an IP address, subnet mask,
and default gateway to a PC, follow
this format at the prompt:

ip 10.0.0.510.0.0.1 24
The above command assigns the

PC an IP address of 10.0.0.5 with a
/24 subnet mask and a default

Welcome to Uirtwal PC Simulator for dynamips, vB.14g
Dedicated to Daling.
Build time: Apr 2 2008 1@:27:34

All rights reserved.

MOTICE: MAY HWOT use this software for commercial purposes unless
you get an appropriate commercial license for it.

Pleaze contact me at mirnshiPgmail.com or http:- s mirnzhi.cublog.cn
if you have any guestions.

Press '7* to get help.

Executing the startup file

PC1 = 172.16.1.1 255.255.255.8 gateway 172.16.1.18
PC2 : 172.16.1.2 255.255.255.8 gateway 172.16.1.1@
PC3 = 172.16.1.3 255.255.255.8 gateway 172.16.1.18

gateway of 10.0.0.1. To switch to
PC2, just type a 2 and press Enter.
The program is very easy to use.

You'll find more information at the above Web site.

UPCS 1 >

To integrate VPCS into GNS3, we will first make use of
the Symbol Library. Choose Symbol Manager on the Edit
menu after opening GNS3.

Click the computer symbol under Available symbols, then
click right arrow button between the windows. This will
move the symbol into the Customized nodes column. In
the Name box, type computer. Use the drop-down arrow
to change the type to Cloud, if necessary. Click the Apply
button. Then click OK. In the GNS3 Nodes Types column,
you should now see a computer icon.

Drag three computers into the workspace, placing one
below each switch. Right-click the computer under West,
and choose Configure. Click on CO under Clouds. Click the
NIO UDP tab.

Type in the following values under Settings:
Local port: 30000

Remote host: 127.0.0.1

Remote port: 20000

These settings correspond to VPCS 1. Click the Add button
and then OK.

~» Symbol Manager

Symbol librairies

Ubrary path:

Available symbols
= == Built-in symbols
@ o reva
'\I frame_relay_switch
. J——
&3 optcal_router
~ computer
B3 dsiam
(et atm _bridge
‘: router_firewall
73 route_switch orocessor

"g label_switch_router

doud
o hub
printer
é edge_label_switch_router

B coteway v

Customized node settings

Hame:

cod [0
Apply

Type:

Customized nodes

o Layer 250itch

‘—f.’—.| Multlayer Switch
_ Server

i router_firewall

printer

._w,f access_point

“% Node configurator
Clouds
o CO0 node

NIO Ethernet

Settings

Local port:

Remote host:

Remote port:

@3

NIOUDP | NIOTAP | NIOUNIX | MIOVDE | NIOMULL

NIOs
30000 E
127.0.0.1

20000 E

][ Cancel ][ Apply




Now right-click each of the other computers and choose Configure.
Use the following settings:

Computer Local port Remote host Remote port
Cc1 30001 127.0.0.1 20001
C2 30002 127.0.0.1 20002

We have just configured each of the computers as clouds that
connect with GNS3 through the UDP ports designated. Before we can
connect our VPCs to our switches, we’ll need to add a port to each
switch. Right-click each switch and choose Configure. Click on the
switch (SWO0, SW1, or SW2), change Port setting to 2, and click the

SW2 node

setengs
port: [
wan: [1

Type: [access

Add

v

Ports

Port
1
2

ssssss

Add button and then OK.

Now click the Add a link button on the Toolbar and choose Manual. Connect port 2 of each switch to its corresponding
VPC’s nio_udp port. Click the Add a link red stop sign button to stop adding links.

Now configure the VPCs within the VPCS window.
Configure IP address, default gateway, and subnet mask
(24) for each PC with the values shown in the topology.

Here are the commands that you would use:

1 >ip 192.168.8.5 192.168.08.1 24
1 192.168.8.5 255.255.255.8 gateway 192.168.8.

1 >2
2 >ip 192_168.1.5 192.168.1.1 24

2 192.168.1.5 255.255.255.8 gateway 192.168.1.1

2 >3
3 >ip 192.168.2.5 192.168.2.1 24

t 192.168.2.5 255.255.2505.8 gateway 192.168.2.1

West Central

10.0.0.0/ 24 e
1 .2

FO/0
192.168.0.1/24

Fo/o
192.168.1.1/24 192.168.2.1/24

B - L.

Fo/0

192.168.0.5/24 192.168.1.5/24 192.168.2.5/24

Return to each router’s console window to configure its FastEthernet port. Use the addresses shown in the topology
above. Be sure to use no shutdown to turn on the interface. Then add the network to RIP with the router rip command

and network command.

The routes should show up shortly in the routing tables. Try to ping from West’s computer to East’s computer. This ping
should work. A ping from West’s computer to Central’s computer should also work.

Using a Router that Acts Like a PC

You may also simply add another router to your topology and configure it to act like a PC. This method would use more
memory and processor cycles than the previous method, so | would only recommend this method as a secondary choice.

Just add a router and enter the following commands:

Router(config)# no ip routing

Router(config)# interface fa0/0

Router(config-if)# ip address address subnet_mask
Router(config-if)# no shutdown

Router(config-if)# exit

Router(config)# ip default-gateway gateway_address
Router(config)# ip http server

Turns off IP routing function

Switches to FastEthernet interface

Assigns IP address and subnet mask to interface
Turns interface on

Returns to global configuration mode
Configures the default gateway

Optional — starts http server process

Connect the router (acting as a PC) to the rest of your topology.



Using your Real PC - Talking to Real Networks

One of the interesting things about GNS3 and Dynamips is that you can connect your topology to the real world. For
some of your CCNA and CCNP studies you may need to run an actual Web browser or Cisco’s Security Device Manager
(SDM) among others. Just connect your topology to your real PC. You could even connect to virtual machines running on
your computer inside VMware or Virtual PC. I've even set up two copies of Windows XP Professional running inside
VMware virtual machines. Then | ran Cisco soft IP Phones that could talk to themselves. You could connect your virtual
network to a real network as well. Connecting a virtual topology running within GNS3 and Dynamips to real devices is
very exciting, but again, your throughput is going to be limited compared to using real equipment for the entire
topology. It only makes sense to use GNS3 and Dynamips in a lab environment and for learning purposes. Any other
usage is highly discouraged!

[ Node configurator Bx
Connecting your topology to your real PC is very similar & (] Gouds C0 node

co

to the process used With the Virtual PC Simulator abOVe. NIO Ethernet NIO UDP NIO TAP NIO UNIX NIO VDE NIO NULL

Drag a computer (defined as cloud) into your workspace. Serarc Eermet NID ey Adristater sccse)

. . ) . rpcap: (f\Device\NPF_{04F 28384-7484-4DF 4-8CCD-7FOC2 1IF6522A} : Network adapter 'MS LoopBac
Right-click the computer and choose Configure. Click on Facaan e st WS Loogoak rvr o st
CO0 under Clouds, but choose the NIO Ethernet tab. e
Administrator rights are required (root account under

Linux).

Linux Ethernet NIO (require root access]

For Windows users, click on the box directly beneath
Generic Ethernet NIO, and choose the network adapter
you wish to use. For Linux users, click on the drop-down
box to choose your network adapter (either your real
adapter or a loopback adapter).

Click the Add button and OK. You will need to configure [oc [ oo J[ oo
the IP settings for your computer’s adapter, and then use the Add a link toolbar button to create your connection.

You may use your regular network adapter, but | usually create an MS Loopback adapter to connect to. In Windows, use
the Add Hardware wizard in Control Panel. Choose “Yes, | have already connected the hardware.” On the next screen,
choose Add a new hardware device at the end of the list and click Next. Choose to “Install the hardware manually...” and
click Next. Choose Network Adapters in the list and click Next. Choose Microsoft as the manufacturer and then Microsoft
Loopback Adapter as the network adapter. Finish the wizard. Then right-click My Network Places and choose Properties.
You may wish to rename the new Local Area Connection as MS Loopback Adapter. Also, assign the proper IP settings to
the adapter in order to connect to your topology. Linux has a built-in loopback adapter already installed.



Using Terminal Programs Like PuTTY or TeraTerm

By default, GNS3 uses the telnet application built into Windows or Linux. But if using Windows, you may prefer to use
PUTTY or TeraTerm. Both of these terminal emulators are free to download at one of the following Web sites:

PuTTY: http://www.chiark.greenend.org.uk/~sgtatham/putty/
TeraTerm: http://hp.vector.co.jp/authors/VA002416/teraterm.html

Just download the terminal program you prefer and install it on your
computer. Inside GNS3, choose Preferences under the Edit menu. Choose
General in the left pane, and the change the Terminal command box to
read:

For PuTTY: c:\putty\putty.exe -telnet %h %p
For TeraTerm: c:\ TTERMPRO\ttssh.exe %h %p /W=%d /T=1

The above commands should be adjusted to point to the location where
installed the program. Note that with PuTTY instead of the built-in telnet
client, your router name will appear in the title bar of the window.

% Preferences (@3]
General ; ‘Genera| ‘
Dynamips
capt“re Language:

Pemu Engish (en) =
Termingl command:
c:\putty\putty.exe -telnet %h %p
Launch this command using the system default shell
Paths
Project directory:
C:\DOCUME ~1\Mike L OCALS ~11Temp =
105/PIX directory:
C:\DOCUME ~ 1\Mike\ OCALS ~1{Temp =
GUI settings
Shon link status paints on the scene
[ Always use manual mode when adding links
Configuration fie
C:/Documents and Settings/Mike/Application Data/gns3.ri
OK Cancel Apply

However, my recommendation for Linux users is to use Konsole-KDE4. That is explained below.

WinTabber (Multiple tabs for Windows)

If you are using a topology that opens ST R0
several console windows, it becomesa #-@-@a@x

bit of a challenge switching from one
device to another. You may
consolidate all of these windows into
one application where the windows
are located under tabs. There are
several ways to do this, but the
program | like is called WinTabber. It’s
another free download at the

following site:

http://www.wintabber.com/

Note: WinTabber works with Windows
2000/XP/Vista. Since Wintabber is only
a Windows program, | recommend
Konsole for Linux users.

\_Dynami (0): East, Cons... | Dynamips(2): West, Cons... |

Dynamips(1): Central, C... |

T GNS3 Documentation... | B WinTabber = Dynamips(0) . LA AL AL A AL LR 800 PM



http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://hp.vector.co.jp/authors/VA002416/teraterm.html
http://www.wintabber.com/

Konsole (Multiple tabs for Linux)

If you are using a topology that opens several console windows, it becomes a bit of a challenge switching from one
device to another. You may consolidate all of these windows into one application where the windows are located under
tabs. For Linux users, | recommend using Konsole, but the version is very important. If you open Konsole and then
choose About Konsole under the Help menu, your version should be 2.0 or greater (using KDE 4.0 or greater). It is
installed automatically if you are using the KDE4 desktop. If you are using the GNOME desktop (the default in Ubuntu),
then you will need to install Konsole using KDE4.

33 Applications Places System user W @ i wed Aug 13, 1:57 am [§]

Synaptic Package Manager is a Linux tool

that finds, installs, or removes software. ] S Authorizations
Let’s use it to find and install Konsole EEREREE © i oo suppor l{'f:::ftg
using KDE4. Click on Synaptic Package : -::,::: e = A
Manager under Administration on the o (5] Login Window

E Quit... % Network

[ Network Tools

A&, printing

= Senvices

System menu.

@ Software Sources

@ Synaptic Package Manager

Bl oo
[ system Monitor i

@ Time and Date

(& Update Manager

B users and Groups

= C ol th

cpulimit-1,1 rultiEgrone- siltilieridoagetlinglis At

ErTHr 152

erminalKonsole

. 2 ynaptic Package Manager =1 = ET
Click the Search button and look for konsole-kde4. fle Edt package Settings Help
(A = &
All S Package Installed Version | Latest Ve|
O  zvcard 05-2
Search: [knnsnle-kded - l O 3270-common Py
O 3dchess 0.8.1-13
) - - 1 adigits 0.8-1 I~
Look in: [ Description and Name  + e =
[+] pBC age Is selected.

- /

Search Results

(| NI »)

‘ ogancel H o Search

|

|24964 packages listed, 1167 installed, 0 broken. 0 to installjupgrade, 0 to remove

Right-click konsole-kde4 and choose Mark for 3 rovlcations Places system @2 @
installation. : T TR

Ele Edit Package Settings Help

user @) & Wl wed Aug 13, 5:03 AM

o}
Reload  Mark All Upgrades Properties search

All S| | package Installed Version | Latest Versi
konsole-kdea [0  konsole-kdea a.0.3-0ubu

Mark for Installation

X terminal emulai
Konsole is an X termin;

(rpora ki

S (cL) while using the gr
helps to better
organize user's deskto
(a less cluttered desktop).
Custom Filters

[ sesrehresuks | |1t advanced features include a simple configuration and the abiity
= to 1 E
1 packages listed, 1167 installed, 0 broken. 0 to installupgrade, 0 to remove

cpulimit-1,1

=] (2 synaptic Package Ma



Click Apply on the toolbar. Then click the Apply Synaptis Pasimga slanagyus

button on the Summary window Hle Edit package Settings Help
5 & [ o}
Reload  Mark All Upgrades  Apply Properties Search
All S Package Installed Version Latest Wersig

konsole-kde4 ]  konscle-kded 4:4.0.3-0ubu
Apply the following changes?
This is your last cpportunity to lock through the list

of marked changes before they are applied.

P To be installed = [+ I

-

P Unchanged

[+]

X terminal emulator for KDE 4

1 I [+] Konsole is an X terminal emulation which provides a command-line
interface

Summary Show Details

247 packages will be held back and not upgraded

Sections

{cLI) while using the graphical K Desktop Environment. Konsole
helps to better

Status

organize user's desktop by containing multiple sessions in a single

1 new package will be installed .
window

|
2130 kB of extra space will be used [ Origin

0 B have to be downloaded

(a less cluttered desktop).

Custom Filters
[] Download package files only

e e l Its advanced features include a simple configuration and the ability

=l < apply tnse |

|1 packages listed, 1167 installed, 0 broken. 1 to install/upgrade, 0 to remowve; 2130 kB will be used |

The package files are downloaded and installed, and the final changes are applied.

= Applying Changes =1 ngestapplied

Installing software

Changes applied

The marked changes are now being applied. This can
take some time. Please wait.

e e e e |
Preparing to configure konsole-kdz4 ] Autormatically close after the changes have been successfully applied

[ Automatically close after the changes have been successfully applied

Successfully applied all changes. You can close the window now,

[» Details

o ‘ lose

> Details

3 Applications  Places System
PP Y-

user - @ i wed Aug 13, 2:21 AM

Next, open GNS3 and choose Preferences on the

Edit menu. o[£ Yow_tp
o o S a0

Paste Cirivy
c Topology Summary

Select All Ciri+A
Select None Ciri+ShiftrA

4 108 images and hypervisors  Clrl+Shift+| I

Preferences... Ciri+Shift+P

‘Symbol Manager Ctrl+Shit+S. I

PIX firewall
Ethernet swich [ [ [

5
[v)

ATM bridge Console ®
ATW switch

Dynagen management console for Dynamips (adapted fo
Frame Relay switch Copyright (c) 2008 GNS3 Project

Gloud
-

[ [fmonsa ] O s



Choose General in the left-hand pane of the Preferences window.

For Terminal command, use the following:

[usr/lib/kde4/bin/konsole --new-tab -p tabtitle=%d -e telnet %h %p >/dev/null 2>&1 &

Click OK to commit the change.

Preferences:

General
Dynamips
Capture
Pemu

‘ General

Language:

English {en)

Terminal command:

L3

fusr/lib/kded/binkonsole --new-tab -p tabtitle=%d -e telnet %h %p =/devinull 2=&1 &

| Launch this command using the system default shell

Paths
Project directory:
fmp
I0S/PIX directory:
fmp
GUI settings

| Show link status points on the scene

Always use manual mode when adding links

Configuration file

/home/user/.gns3/gns3.ini

Clearit

Apply X Cancel

A

Now when you console into a device, you'll have each window in a tab along the bottom. Just click the tab to switch to

another window or device.

- RO

1

File Edit Wiew Scrollback Bookmarks Settings Help

(ID B,

Edit View Scrolback Bookmarks Settings Help




Memory and CPU Usage

When you use a topology with multiple devices, issues of memory usage and CPU usage occur. To address the CPU
usage issue, an idle-pc value needs to be included. This value is dependent on the 10S version and not the PC. To address
memory usage, ghostios and sparsemem must be included.

Memory Usage

Labs can consume a large amount of real and virtual memory. The “ghostios” and “sparemem” options were added to
address both of these issues, respectively.

The Ghostios option can significantly reduce the amount of real host RAM needed for labs with multiple routers running
the same 10S image. With this feature, instead of each virtual router storing an identical copy of 10S in its virtual RAM,
the host will allocate one shared region of memory that they will all utilize. So for example, if you are running 10 routers
all with the same I0S image, and that image is
60 MB in size you will save 9*60 = 540 MB of

~'» Preferences

real RAM when runn.ing your lab. Ghostios is % | Dynamips |
enabled, by default, n GNS3 Capture Dynamips | Hypervisor Manager
Pemu

Settings

Executable path:

The “sparsemem” feature does not conserve

. C:\Program Files\GMNS 3\Dynamips\dynamips-wxp. exe E]
real memory, but instead reduces the amount S
of virtual memory used by your router CHDOCUME~1\Vike} OCALS ~1Temp B
instances. This can be important, because your Automatically dean the working directory

. . . . Base port: Base UDP: Base console:
OS limits a single process to 2 GB of virtual - 3 000 2 (200 x
memory on 32-bit Windows, and 3 GB on 32-bit Enable ghost I0S feature
Linux. Enabling sparsemem only allocates virtual Cocbiernp et
. Enable sparse memory feature

memory on the host that is actually used by the
I0S in that router instance, rather than the

entire amount of RAM configured. This can
allow you to run more instances.

Both features rely on mmap, so this must also
be enabled. Select Preferences under the Edit
menu within GNS3. Check the appropriate o ][ coneel ][ only
boxes to enable these features.

CPU Usage

We talked about CPU Usage a bit earlier when we learned how to determine idlepc values. Without idlepc values
configured, you may have noticed that your system’s CPU was running at 100%. This is because Dynamips, the core
emulator running under GNS3, does not know when the virtual router is idle, and when it is performing useful work. The
“idlepc” command performs analysis on a running image to determine the most likely points in the code that represent
an idle loop in the I0S process. Once applied, Dynamips “sleeps” the virtual router occasionally when this idle loop is
executed. This significantly reduces CPU consumption on the host without reducing the virtual router’s capacity to
perform real work.

IdlePC values are particular to an I0S image. They will be different for different 10S versions, and even for different
feature-sets of the same 10S version. However idlepc values are not particular to your host PC, operating system, or to
the version of Dynamips that GNS3 is using. It is possible that Dynamips will not be able to find and idlepc value for an
image, or that the values it does find do not work. If this happens, try repeating the process again.



To determine an idlepc value for a given 10S, start
GNS3. Drag only one router set up to use the 10S
version you are trying to configure. Right-click the
router and choose Start. Then right-click the router and
choose Console. You may need to press Enter once
initially in the Console window. When asked “Would
you like to enter the initial configuration dialog?”, enter
no and press Enter. Wait for the router to settle down
at a Router> prompt. You may need to press Enter once
or twice to get there.

(o] B [t

gﬂ Telnet localhost
TH3278 Emulation software.
[PCI hus mbB_mhl ¢Slots B, 1. 3 and 5> has a capacity of 6BB bandwidth points.

Current conflgtuatl.on on bus mhB@_mbl has a total of 208 bandwidth points.
This configuration is within the PCI bhus capacity and is supported.

PCI hus mb2 (§lots 2.
Current configuration
This configuration is

4. 6> has a capacity of 68@ bandwidth points.
on bus mh2 has a total of B handwidth points
within the PCI bhus capacity and is supported.

Please refer to the following do
Harduware Configuration Guideline
for c7288 bandwidth points overs

ment "Cisco 7208 Seri
n Cisco.com <http:/ uwm.cisco.com>
scription and usage guidelines.

1 FastEthernet-IEEE 882.3 interface(s)
4 Serial network interfaceds?
125K bytes of non—volatile configuration memory.

65536K bytes of ATA PCMCIA card at slot B (Sector

ze 512 bhytes).
B8122K bytes of Flash internal SIMM <{Sector size 25

>

——— Bystem Configuration Dialog ——

Would you like to enter the initial configuration dialog? [yes~nol:

After the router has settled down to a Router> prompt,
return to the main GNS3 window.

Right-click RO and choose Idle PC. GNS3 will spend a
moment calculating an Idle PC value before presenting
the screen to the right. If you click the drop-down
arrow, you see a list of possible idlepc values.
Potentially better idlepc values are marked with an

#] Telnet localhost

- Please answer ’yes
llould you like to em:el t]le 1n1t1a1 configuration dialog? [yes-nol:

[Press RETURN to get started!?

» 26 B1:50:37.279:

50:38.279:
ged state
B7:31. 1'?5:

26 B2:26:11. 359: #8Y¥YS-5-RESTART: System restarted ——
Cisco Internetwork Operating System Sof tware
108 <tm> 7280 Software (C'?Zl 98-M>. Version 12.3¢22>,
o.constechsupport
Systens, Inc.

ccai
SNMP-5-COLDSTART: SHMP agent on host Router is undergoing|

rt
26:12.643: xLINK-5-CHANGED:
ratively down

ALINK-3-UPDOWN: Interface FastEthernet®,8,., changed state t|
/LINEPROTO S5-UPDOWN: Line protocol on Interface FastEthern
to

douw
/OIR—S INSCARD: Card inserted in slot 1. interfaces admini]

RELEASE SOFTWARE (fc2>

Compiled Wed 24-J.
Mar 2

ar 26 B2:26:11.37
a cold
Interface FastEthernetB-8, changed state

[Router>

asterisk. Choose one of the values with an asterick (in our example, we will choose number 4) and click OK.

@I

Potentially better idepc values marked with =

| 1:0x6046d034 1411 |\

“® IDLE PC ' IDLE PC

o ][ e |

Potentially better idlepc values marked with "

1: Ox6046d034 [41]
1: 0x6046d034 [41]
2: 0x6038dd48 [41]
3: 0x6046e5b0 [53]

Applied idlepc value 0x604d7948 to R 1

\y

d

== 4 Ox604d7945 [54] -
5 Ox604d79c4 [37]
SYEteIMBHTtors e 18 Windows Task Manager o | B i
. . . . Monitor  Edit View Hel
You'll receive a confirmation that the idlepc S rocms] o [ Sy e Options View _Help
I h b I d —— Applications | Processes | Services | Performance | Networking | Users

value has been app led. ) id CPU Usage CPU Usage History
If you choose 10S images and hypervisors on an,mww = ! -
the Edit menu, and double-click on the image = — et
under the /10S Images tab, you’ll see the new " ’ P ! ’ %
. . . 95.0 MiB (18.9 %) of 503.5 MiB 122.4 MiB (20.6 %) of 400.0 MiB
idlepc value displayed under Settings. et sty Pyl ey () System

o e e TeE =

oo ke — Free 28 Processes 81

. . .. S0mnconde 13 » = 0 10 o Up Time 3:06:19
When searching for the best idlepc value, it is cening  obyess sendng by Kl emory (49 Paerie 155 anam
@ Total Received 83.5 Mig @ Total Sent 2.0 MiB EE Lz
. . ' ! Paged w00

a good idea to monitor your CPU usage. To Hanpaged P
observe CPU usage in Windows, press T re——

Ctrl+ALT+DEL and choose Task Manager. Click on the Performance tab to view CPU

usage.

In Ubuntu, choose System Monitor under Administration on the System menu. You will observe that without an idlepc
value, CPU usage will be at or near 100%, but with an idlepc value, CPU usage will drop to a very low value. Experiment
with various idlepc values to determine which one works best at reducing CPU usage.



I'm tired of those ###### across my screen!

Take a look at the ##### across the screen in the graphic
to the right. Every time you boot up your router you’ve
seen these go across the screen. Many of the Cisco |0Ss
are compressed. When you see the ####### going across
the screen, the I0S is uncompressing itself. You can save
time if you uncompress the image now, and then load
the uncompressed image when you start your routers. |
would recommend that you uncompress all of your 10S
images that you plan to use with GNS3. This will
significantly speed up your start up time. As a side note,
2600 series images should be uncompressed before using
them. If you do not, they are more likely to crash on you.

[E=E

s Telnet localhost

Connected to Dynamips UM "Ri" (ID 1., type c?288> - Console port !

Self decompressing the image : uu:mmmum:uumtmmmtm:ummmuuuuuwwuuuuuwwwuu
uuuuumuumummuuuuuuummmuumuuuuuuuuuuummmuumuuuuumuumuuuuuuuuuuuuuuuuuuuuuu
(T3 TR T R AR A R I S R A R R
F 0T R R RS [0K]

To uncompress an |0S image in Windows, use a product such as UltimateZIP. You may download it from here:

http://www.ultimatezip.com/

Download and install UltimateZIP. Then just right-click on an 10S compressed image, and choose Extract to here. To
uncompress a file in Linux, just right-click the file and choose Extract Here. Linux has a built-in extracter.

Afterwards rename the extracted file with the same filename as the original except with an extension of image instead
of bin. This will help you keep track of which image is uncompressed.

Then within GNS3 choose /0S images and hypervisors under the Edit menu. Choose the uncompressed version of your

I0S when you choose an Image file under Settings.

Frame Relay and ATM Devices
An integrated Frame Relay switch is provided by .
GNS3. It is actually part of Dynamips. Just drag
the Frame Relay switch from Nodes Types into
the workspace. Right-click on the Frame Relay
switch and choose Configure. Now you may
assign your DLCls at the source and destination —
creating a frame relay map between the two.

FRO

In our example, local DLCI 102 on port 1 is
mapped to DLCI 201 on port 2.

You cannot start, stop, suspend, or resume a
frame relay switch.
ATM switches are
configured
similarly.

~» Node configurator

= B Frame Relay switches

FX
FRO node

Source Mapping
Port:DLCI
1:102
1:103
2:203

Port:DLCT
2201
3301
31302

Port: |3

43| (42

DLCI: |204

Destination

Port: |4

x| (2

DLCI: | 303

Add

o
15

OK ][ Cancel H Apply

R2



http://www.ultimatezip.com/

Ethernet Switch Devices

GNS3 with Dynamips help integrates an * Node configurator 3
Ethernet switch that supports VLANs with e SWO node

802.1q trunking. Trunk ports trunk all VLANs setige oo

known to the switch — no VLAN pruning here. It ports |1 3] | [rort = view | vpe

is just a basic virtual switch with limited = B : % % o

functionality that provides the very basics ek =

you’d want in a switch. If you drag an Ethernet e 2 % o

access

switch onto the workspace, right-click it and
choose Configure, you'll see the options you
may set.

By default, there are 8 ports in VLAN 1
configured as access ports. However, you may
in theory have up to 10,000 ports and up to
10,000 VLANSs. You are limited to either access
ports or dotlq trunking ports.

You may connect the switch to the real world o[ cancel | [ aonly

through a cloud device. The Console window in
GNS3 may be used to show and clear the MAC address tables using the following commands:

show mac switch_name
clear mac switch_name

If want greater functionality that the virtual Ethernet switch provides that is integrated into GNS3, then you’ll need to
add a router with an EtherSwitch card.

EtherSwitch Cards

You can buy an EtherSwitch card that may be inserted into a router. The card will function similar to a switch. In GNS3
you may also insert an EtherSwitch card into a router slot. The 7200 series routers do not support this adapter but many
of the router platforms available in GNS3 do. The EtherSwitch card that is supported is the NM-16ESW. Here is a list of
some of the features supported by the NM-16ESW card:

e layer 2 Ethernet e Spanning Tree Protocol e Storm-Control
interfaces e Cisco Discovery Protocol e Port Security
e Switch Virtual Interfaces e Switched Port Analyzer e Stacking
(sv1) (SPAN) e Flow Control
e VLAN Trunk Protocol e Quality of Service
e EtherChannel e |P Multicast Support

Not all commands that exist on an actual switch are supported by the NM-16ESW card, but as you can see, using an
EtherSwitch card gives you a lot more features than the integrated virtual switch. If you wish to use this card, |
recommend that you download documentation from Cisco’s Web site about the module. Only vlan database mode is
possible (not the newer global configuration mode) and the show vian command is show vlan-switch, for example.

To use the card, just add a router and include the NM-16ESW adapter.



Packet Capture

GNS3 along with Dynamips can capture packets on virtual Ethernet or serial interfaces. It will write the captured output
to a libpcap file that may be viewed using WireShark. WireShark may be downloaded from the following Web site:

West Central East

http://www.wireshark.org

Suppose we want to capture packets passing through the
FastEthernet interface on West (f0/0).

Right-click somewhere along the line representing the link between West and
Central. Choose Capture.

The drop-down arrow will allow you to choose which interface to monitor
(West f0/0 or Central f0/0). WireShark will automatically start, provided it has
been configured under the Preferences window.

If we wanted capture packets on the serial link between Central and East, we
would also have to choose the encapsulation type. Choices will be HDLC or
PPP. If you are using a Frame Relay Switch, you’ll have the FR encapsulation
type as an option.

Central 51/0 (encapsulation:PPF)
East 51,0 (encapsulation:HDLC)
East 51,0 {encapsulation:PPR)

Now let’s generate some traffic to test our capture. Ping East from West. Then
let’s refresh the WireShark window by pressing Ctrl+R. Scroll down to see the
ICMP request and reply packets as a result of the ping. Packets are being
captured whether we refresh the window or not.

i West_to_Central.cap - Wireshark

File Edit View Go Capture Analyze Statistics Help

B e e >@Ex % &5/R«% » F L |EE&QA @D 6
Filter: | ¥ Expression... Clear Apply
Mo, - Time Source: Destination Protocol | Info A
1/ o, 004000 cCilaiUbiT4:i00:00 ccilaupir4:00:00 LOOP Rep ly
18 65.551000 cc:09:0b:f4:00:00 cc:09:0b:f4:00:00 LoOP  Reply
19 67.200000 10.0.0.1 10.0.1.2 IcMP  Echo (ping) request
20 67.265000 10.0.1.2 10.0.0.1 IcMP  Echo (ping) reply
21 67.280000 10.0.0.1 10.0.1.2 ICMP  Echo (ping) request
22 67.296000 10.0.1.2 10.0.0.1 ICMP  Echo (ping) reply
23 67.301000 10.0.0.1 10.0.1.2 IcMP  Echo (ping) request
24 67.319000 10.0.1.2 10.0.0.1 IcMP  Echo (ping) reply
25 67.325000 10.0.0.1 10.0.1.2 ICMP  Echo (ping) request
26 67.341000 10.0.1.2 10.0.0.1 ICMP  Echo (ping) reply
27 67.345000 10.0.0.1 10.0.1.2 IcMP Echo (ping) request
28 67.364000 10.0.1.2 10.0.0.1 IcMP  Echo (ping) reply
0. 002000
/3. 321000 . 0.0. 0.9
32 75.564000 cc:09:0b:f4:00:00 «cc:09:0b:f4:00:00 LOOP Reply
33 80.004000 ¢c:0a:0b:f4:00:00 cc:0a:0b:f4:00:00 LOOP Reply
34 85.576000 ¢c:09:0b:f4:00:00 ¢c:09:0b:f4:00:00 LOOP  Reply Z
@ Frame 1 (60 bytes on wire, 60 bytes captured)
# Ethernet II, src: cc:0a:0b:f4:00:00 (cc:0a:0b:f4:00:00), Dst: cc:0a:0b:f4:00:00 (cc:0a:0b:f4:00:00)
# Configuration Test Protocol (loopback)
Data (40 bytes)
0000 ¢c Oa Ob ¥4 00 00 cc 0a Ob f4 00 OO 90 OO 0O 0O
0010 0©01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0020 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 00 00 00 00

File: "C:\#\West_to_Central.cap” 6865 Bytes 00:02;55 P; 53D: 58M: 0



http://www.wireshark.org/

Let’s back up and talk about the ~» Preferences
preferences for capturing packets.

General Capture
Choose Preferences from the Edit Dynamips | P ‘
menu in GNS3. Then click on Capture setnes
in the left pane. Now you may specify Pemu \"::ng drectony for ceptre fles: o

the working directory for capture
flles' the Command to use to start C:\Program Files\Wireshark\wireshark.exe 3
WI reSha rk' a nd WhEther to Automatically start the command when capturing
automatically start WireShark when
you choose to capture.

Command to launch Wireshark or a capture file reader:

oK H Cancel H Apply

Saving and Loading Topologies

GNS3 will save and load your network topologies using a Dynagen text format called a NET file. Just choose Save or Save
As on the file menu. You may also use the buttons on the toolbar. This does not save your router configurations. It just
saves your topology drawing, connections, settings, and so forth.

If you would like save just the topology drawing as a graphic file, choose Export on the File menu.

If you would like to save your router configurations, click the Extract all startup-configs button on the toolbar. You may
then paste these configurations back into your routers at a later time. There are other ways to accomplish the same
thing. In the Console window, type export /all or export followed by a device name to export the configuration(s). You
may then type import /all or import followed by a device name to import the configurations back into your routers.

You may use the push /all or save /all commands in order to save the device configurations inside the NET file. When
the NET file is opened in GNS3, everything (including router configurations) will be loaded. You must save your
configurations within each router before using these commands (write or copy run start).

Note: GNS3 will handle a few things differently than Dynagen in NET files. Settings for ram, rom, nvram and the like are
recorded in device subsections — not a model section. GNS3 records idle-pc and 10S filenames in device subsections.
However, if you select Default image for this chassis under the /0S Images tab in the I0S images and hypervisors window
under the Edit menu, a model subsection will be created. Saved NET files may be loaded into Dynagen or GNS3.



Client/Server and Multi-Server Mode

The Dynamips hypervisor mode used by GNS3 uses
a TCP/IP communications channel. This means that e Mo T

GNS3 may run on one machine, while the setings Hypencors
Dynamips emulator may run on a different s — e hert0 000
machine. Choose I0S images and hypervisor on .

the Edit menu in GNS3. Under the Hypervisors tab, bosccomsde: [0
manually specify a hypervisor.

~% 105 images and hypervisors @El

Port: 7211

Bu < |k

Working directory: | C:\Program Files\gns3\Working

Here we recorded a new hypervisor which will
listen on port 7211 on the “remote_host”
machine. You can also specify the fully qualified
path to the working directory where the hypervisor
will store all of its generated files on the Dynamips
host. Be sure to use the correct directory

separation character for the platform (here back
slashes for a Windows system). You must use a DNS name or an IP address in the Host text box.

Base UDP is the base port for UDP NIOs that Dynamips uses to make the connections between your nodes. Dynamips
will use a UDP port for each end of a link. For example, six UDP ports are used for a full meshed lab of 3 routers and a
base udp of 10000. Here is an output of the netstat command that shows you the connections between the nodes and
the UDP port picked up by Dynamips:

udp 0 0 localhost:10000 localhost:10001 ESTABLISHED
udp 0 0 localhost:10001 localhost:10000 ESTABLISHED
udp 0 0 localhost:10002 localhost:10003 ESTABLISHED
udp 0 0 localhost:10003 localhost:10002 ESTABLISHED
udp 0 0 localhost:10004 localhost:10005 ESTABLISHED
udp 0 0 localhost:10005 localhost:10004 ESTABLISHED

(NIO stands for Network I/O. These are the network interfaces coded in Dynamips that allow it to communicate in many
ways, such as Ethernet, UDP, or TCP.)

Now let's imagine you want to run two connected I0S instances which are separately created on 2 different hypervisors
on the same host, and you choose the same UDP base for the hypervisors. Each hypervisor will try to take the same UDP
port (10000 in the previous example) for each end of the connection and, of course, this will collide because Dynamips
thinks they are different servers and therefore those UDP ports are safe to re-use.

Base console is the TCP base port that the hypervisor will T BE
use when you open a console on an 10S. This value iosimge: | Bl

shouldn't collide because GNS3 uses the following formula = T

to affect a console port to each router: base port + router bt e e o0

iceskg-mz. 124-15.TLimage 7200

id (which is unique). So it is safe to use the same value for
every hypervisor.

Settings Hypervisors

Image fle : Bges\7200-advipserviceskd-mz, 124-15.T Limage E [07/{use the hypervisor manager:

Once your hypervisors are recorded, you can bind them to — = — [
your I0S images. Select your image, uncheck the Use the v m e
hypervisor manager option, and then choose your —

hypervisor in the list. You may choose more than one
hypervisor by holding the Ctrl key down. GNS3 will (I | T |
automatically load balance based on memory

consumption. Now every router that is configured with this I0S image is able to communicate with the hypervisor(s).

Default RAM: 256 MB % | Check for minimum RAM

Default image for this platform




Note: be sure that any host-based firewalls running on all your Dynamips servers (for example, XP SP2’s firewall) are
permitting the necessary traffic. This includes the Dynamips server port (defaults to TCP 7200), the console ports (e.g.
TCP 2000, 2001, ...) and the ports used by the NIO connections between interfaces, which start at UDP 10000 and work

up from there.

Console Window - DynaGen Commands

If you type a ? in the Console window, you’ll see the list of
commands supported. The table below will summarize the
meaning of each command. Generally, you do not need to
understand these commands, but they can extend your
usage of GNS3.

Console

Dynagen management console for Dynamips (adapted for GNS3)
Copyright {c) 2008 GMS3 Project

==7

Undocumented commands:

capture console disconnect filter  idlepc push save start wver
dear copy end help import py  send stop
conf  cpuinfo exit hist ist reload shell suspend
confreqg debug export  hypervisors no  resume show telnet

Command Examples Description
capture capture West f0/0 west.cap Begins a capture of all packets in and out of an
no capture West f0/0 interface. The first capture is for an Ethernet interface.
If capture a serial interface, the encapsulation must be
capture East s0/0 East.cap hdlc specified: hdlc, ppp, fr (frame-relay).
no capture East s0/0 View results in WireShark.
confreg confreg /all 0x2102 Sets the configuration register value
confreg R1 0x2102
cpuinfo cpuinfo /all Show cpu info for router
cpuinfo R1
export export /all “c:\temp” Saves router config files individually in directory
export R1 “c:\temp”
hist hist Prints a list of commands that have been used
list list Lists all devices
py py <python statement> Executes Python commands. For example,
py print namespace.devices
save save /all Stores router configs in the NET file
save R1
show show mac switch_name Shows mac address table of Ethernet switch
show device Shows detailed information about devices in lab
show start Shows startup lab configuration
show run Shows running configuration of current lab
show run R1 Shows running configuration of router
suspend suspend /all Suspends router
suspend R1
clear clear mac switch_name Clears mac address table of Ethernet switch
console console /all Connect to the console port of a router
console R1
end end Exits from the console
filter filter R1 s1/0 freq_drop in 50 Drops 1 out of every 50 packets inbound to R1 on s1/0
filter R1 s1/0 none in Removes all inbound filters from R1 on s1/0
idlepc idlepc get R1 Get a list of possible idlepc values for router R1
idlepc show R1 Show the previously determined idlepc value for R1




idlepc set R1 0x12345
idlepc copy R1 /all
idlepc save R1

idlepc save R1 default
idlepc save R1 db
idlepc idlemax R1 1500
idlepc idlesleep R1 30
idlepc showdrift R1

Manually set R1’s idlepc value to 0x12345

Set the same idlepc as on R1 for same 10S

Saves idlepc value for R1

Saves R1’s idlepc value to defaults section of NET file
Save R1’s idlepc to the idlepc database

Set the idlemax parameter for R1

Set the idlesleep parameter for R1

Display the drift of idlepc on R1

no no command Negates a command
reload reload /all Reloads a router
reload R1
send send bender hypervisor version Sends a raw hypervisor command to a Dynamips
server. Example: sends hypervisor version command to
host named bender
start start /all 30 Starts a router. When using /all, you may specify a
start R pause in seconds between starting devices.
telnet telnet /all Telnets to the console port. Same as console
telnet R1 command.
conf conf localhost Switch into configuration mode of the specific
hypervisor
copy copy run start Copy running topology into startup topology
exit exit Exits from console
help help command Gives help for a command
import import /all “c:\temp” Imports configuration files from directory
import R1 “c:\temp”
push push /all Pushes router configs from NET file into nvram
push R1
resume resume /all Resumes a specific router after a suspend
resume R1
shell shell Passes command to a system shell when line begins
with !
stop stop /all Stops a router
stop R1
ver ver Print the Dynagen version and credits

Using a Newer Version of Dynamips with GNS3

The version of Dynamips included with the Windows GNS3 installer requires Windows XP SP2. Download the Windows
binaries from the Dynamips site (http://www.ipflow.utc.fr/blog/). For Windows XP / 2003 use “dynamipswxp.exe”. For
Windows 2000, use the file “dynamips-w2000.exe” instead. Then copy both your executable and “cygwinl.dll” to
“C:\Program Files\GNS3\Dynamips”, replacing the existing files. With Linux you download the latest Dynamips version as
part of the install process, so this is not an issue.




PIX Firewall Emulation

. Preferences e | ? ﬂ-l

GNS3 is also capable of emulating PIX firewalls. : 7 |

. . Genera emu
Once again, you'll need to provide your own PIX Dynamips -
image. If you want to run more than a restricted Capture o i s )
. . . Pe al emuwrapper.exe on Windows else pemuwrapper.py):
license, you'll also need to have a valid serial s CProgram Fies\S\S3pemunrapp oxe ™
number and activation keys. Working directory:

Ci\Users\Tom\AppDataLocal{Temp |:\

Bind Pemu Manager with:

First, go to Preferences on the Edit menu in GNS3. [localhost 0
Click on PEMU in the left pane. Z| EE R Ve

/| Use Pemu Manager when imparting

Host for an external pemuwrapper:

The default path to the Pemuwrapper should be »
. . . . Defaults PIX settings
fi pe. You may want to specify a different working L r——— o
dIrGCtory' Alsol be sure to CheCk Enable Pemu Key: 0x00000000,0x00000000,0x00000000,0x00000000
Manger and Use Pemu Manager when importing. Seridl  Ox12345678
Base flash: lisssd)
Under Defaults PIX settings, use the
button next to PIX image to specify the location

of your PIX operating system image.

[ oK. I ‘ Cancel | | Apply ‘

You may use the default Key and Serial number, if
necessary. This will provide a restricted license
with limited features. You will need a valid serial number and activation keys to access additional features. The graphic
on the left is a restricted image. Failover, VPN-DES, and VPN-3DES-AES are disabled. You are also limited to 6 physical
interfaces and 25 VLANSs. The graphic on the right is unrestricted. With an unrestricted license, these features are
enabled along with support for additional interfaces and VLANs.

Licensed features for this platform:
Maximum Physical Interfaces
Maximum ULANs

Inside Hosts

Failover

UPN-DES

UPN-3DES—-AES

25
Unlimited
Disabled
Disabled
Disabled
Enabled
Enabled
Enabled

a
Disabhled
Unlimited

sut—through Proxy
uards

URL: Filtering

Security Contexts

his platform has a Restricted (R> license.

If you have a serial number and valid activation keys, you o e SE
. . . Eile Edit  View Help
may move from a restricted license to an unrestricted T EadLz[Ee W e @>In
license. Type in the activation keys separated by commas o o= == EE
with no spaces. Use all lower case. Be sure your serial gﬂwwﬁﬂ"
Router c2691
number is converted to hexadecimal. It is usually in decimal gawuwwo 3
Router 3700
in a show version command. Use a calculator to convert 3mmzau
. . . PIX firewall
from decimal to hexadecimal if necessary. o crvemet s
farl) ATM bridge
B AT switch
. .. S Frome Relay switch
Click OK to return to the GNS3 main interface. o
E:::j:: m[a)rvagement(un;ule for Dynamips (adapted for s:s 3);
Drag a PIX firewall icon from the Nodes Types pane into the
workspace.
Right-click on FW1 and choose Configure.




Click on FW1. Once again, choose a PIX image and %, Node configurator e =5
type in your Key and Serial number (unless you plan + @ P freul FW1 node
to use the restricted license). ' ]

PIX Image: C:Program Files\GNS3\Images pix722.bin

RAM size: 128 MB

Click OK tO retu rn the m a i n G N 53 intel"fa Ce Key: 0x00000000,0x00000000,0x00000000,0x00000000

Serial: 0x12345678

Right-click FW1 and choose Start.

Right-click FW1 and choose Console.

Once you console into your PIX firewall, issue a
show version command.

If the activation keys do not show up properly, then

issue the following command from privileged mode
(enable mode):

Reset Lo H Cancel H Apply

Pixfirewall# activation-key 0x12345678 0x12345678 0x12345678 0x12345678

The command is issued on one ] Telnet localhost (=] B [ |
line with spaces between the
activation keys. Use valid keys.

Save the configuration using

either the write command or copy
run start. StOp the device and Cizco PIX Security Appliance Software Uersion 7.2¢(2)
restart it. Copyright <c> 19962886 hy Cisco Systems, Inc.

Restricted Rights Legend

H H . duplication. or disclosure by the Government is
Congratulatlons! Your PIX firewall subject to restrictions as set forth in subparagraph

: : (c) of the Commercial Computer Software — Restricted
IS up and running. Rights clawse at FAR sec. 52.227-12 and subparagraph

(c) (1> <(ii> of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7813.

Interfaces on the PIX are Ethernet Cisco Systems, Inc.
. 178 West Tas Dri
interfaces. To connect to other San Jose, California 951341786

devices, you'll need to use either Type help or 7’ for a list of available commands.
Ethernet or FastEthernet pixfireuall> —

interfaces. You may not connect
to a serial interface.

You may connect to other PIX firewalls, routers, and switches. You may not connect to a cloud. Consequently, to connect
to your real PC or to a Virtual PC, you’ll need to connect from the PIX to a switch, and then from the switch to your PC.
. . _,=D Telnet localhost |ﬂlﬁ ]
Sometimes when you console into your Mlelcome to Microsoft Telnet Client
PIX, you will see that when you hit Enter Escape Character is ’CTRL+1’
after a command, a second line is added
each time. Your PIX is set to echo
commands. Similar to when you write a
batch file and use the echo off command,
we need to turn echo off inside our
console session. Here is the procedure:

Microsoft Telnet?




Hold down your Control key as press the right bracket key (Ctrl+]). This puts you into a Microsoft Telnet window.

Now type unset crlf and press Enter.

Press Enter again to return to the PIX
window.

CPU Usage - BES and CPULIimit

gﬂ Telnet localhost
Welcome to Microsoft Telnet Client

Ezcape Character iz *CTRL+1’

Microsoft Telnet> unset crlf
Line feed mode — Causes return key to send CR
Microsoft Telnet> _

Just as with routers, CPU usage is an issue when emulating PIX firewalls on your computer. You will note that your CPU
usage is most likely 100%. There are no idle-pc values available for PIX firewalls at this time. Instead, you may use third-
party software to control your CPU usage. There are a variety of products on the market. The one that | use for

Windows is called BES and is a free download at the following

Web site:

http://mion.faireal.net/BES/

Complete documentation is available on the Web site along with
the program download. Once you start your PIX firewall, start

BES. Click the Target button.

Choose the pemu.exe process and click the Limit this

button. A confirmation screen will appear:

BES will imit the CPU usage for the following process.

Continue?

EXE file: C:\Documents and Settings\Mike'\Local
Settings\Temp'\pemu_public_win_2008-03-03\pemu.exe

Process ID: 0x0000 OF18

Window Text: <no text>

Fle Do Optons Help

BES — Battle Encoder Shirase 1.3.7-beta

Hit [a] for more info.
Unicode Build / English

Which process would you like to limit?

<<no text>>

Smss.exe <<no text>:>
csrss.exe <<no text>>
winlogon.exe <<no text>>
services.exe <<no text>:>
Isass.exe <<no text>>
svchost.exe <<no text>>
svchost.exe <<no text>>
MsMpEng.exe <<no text>>
svchost.exe <<no text>>
elogsvc.exe <<no text>>
Zanda.exe <<no text>>

svchost.exe <<no text>>
curhnct eve « «nn teviss

[ BES - Battle Encoder Shirase 1.3.7-beta - Idle

+] pemu.exe <<no text>> e

Limit this

=
El
S
5
3
g

/W

Close

Refresh (

m
s

. Foe [ Friend ] [ Unknown

[ pemu.exe ]

No Cancel

Window Text: <no text>

File Name: C:\Documents and Settings\Mike\Local

Hide
Show

Ask/show|

Settings\Temp\pemu_public_win_2008-03-03\pemu.exe

List all

Unfreeze



http://mion.faireal.net/BES/

Click the Control button to control how much CPU limiting
will be used. I've set mine to reduce CPU usage by 50%.

If you are running multiple firewalls, you will want to limit
each one. This program may also limit other processes

Limiter control

Target #1

C:\Documents and Settings\Mike\Local Settings\Temp'\pemu_public_win

Unlimit #1

. ™1 H
A T L7

running on your Windows computer.

For Linux, use cpulimit. You may learn
more about cpulimit at the following Web
site:

http://cpulimit.sf.net or
http://cpulimit.sourceforge.net

Target #2

<target not specified= Limit £2

Target #3

<target not specified> Limit #3

Ele Edit View History Bookmarks Tocls Help

= - ¢ o) l@ http:/fcpulimit.sourceforge net/ ‘VI I'

(53 Smart Bookmarks > @ Getting Started [ Latest Headlines =

CPU Usage Limiter for Linux

Amanda World's
most popular
Open Source
Backup software « Inteligent, Centralized & Secure backup

+ No proprietary data formais

« Simple yet powerful Management
Console

» Backup Linux, Selaris & Windows

* Lowest cost of ownership

‘ " zmanda

wawZmanda com Feedback - Ads by Google

What is it?

cpulimit is a simple program that attempts to limit the cpu usage of & process (expressed in
percentage, not in cpu time). This is useful to contral batch jobs, when you don't want
them to eat too much cpu. It does not act on the nice value or other scheduling priority stuff,
but on the real cpu usage. Also, it is able to adapt itself to the overall system load,
dynamically and quiclkly.

News

e 10 Auaust 2008

Done

Synaptic Package Manager is tool in Linux that finds, installs, and removes software. Let’s use it to find and install

cpulimit.

Click on Synaptic Package Manager
under Administration on the System
menu.

(=]

43 Applications Places system {@)(~) @

¥ Preferences »
(o] Administration  » /& Authorizations

o EE Hardware Drivers
@ Help and support =

‘€ About GNOME
-(3 About Ubuntu

[ aui...

(2% Hardware Testing
m Language Support
[_j_\] Login Window
@‘é‘ﬁ Network

~ | Network Tools
) Printing

_; Services
(J software Sources
@ Synaptic Package Manager
@ System Log
[ system Monitor
(5 Time and Date

%‘ Update Manager

Install, remove and upgrade software packages

B Users and Groups

cpulimit-1h1

multi=aro!
termingl-1.6.24

user W & i wed Aug 13, 1:57 am [§]


http://cpulimit.sf.net/
http://cpulimit.sourceforge.net/

Vo Synaptic Package Manager =
Click the Search button and type cpulimit in the Search File Edit Package Settings Help
field in the Find window. Re%ad MarkAIgrades ¢ | Se%ch
Al “1[s| [ Prackage Installed Version | Latest Versid

m Amateur Radio {unive

Base System

Base Systemn (univers
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Click the Apply button at the bottom of the Summary [ s iy |

window. The changes are applied and the software is
installed.
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Click the Close button to finish the installation.



To run cpulimit, press F2 while holding the ALT key down
(ALT+F2) in Linux to open a Run Application box. Type the
following in the box:

cpulimit —e pemu -1 40

This will limit the application pemu to 40% CPU usage.

x|

A4

o HomApplication

[cpulimit -e pemu -l 40

[] Run in terminal

[> Show list of known applications

C==

i S Run

You may type cpulimit —h to see an explanation of the command syntax:

absolute path name of the executable program file
(mandatory)

exit i1f there is no suitable target process, or if it dies

Usage: cpulimit TARGET [OPTIONS...]

TARGET must be exactly one of these:
-p, —--pid=N pid of the process
-e, —-—exe=FILE name of the executable program file
-P, --path=PATH

OPTIONS
-1, --limit=N percentage of cpu allowed from 0 to 100
-v, —--verbose show control statistics
-z, —--lazy
-h, --help display this help and exit

The following shows the result of running a PIX Firewall (pemu) in GNS3 without CPU control on the left, and then the

CPU levels after using cpulimit at 40%:

YSLEM MONILOT; i = 34 YSEEMIMONILOT, =0 [=h| =3
Monitor Edit Wiew Help Monitor Edit View Help
System ‘ Processes |Resources } File Systems] System |‘?[9_§9_§_S__§§'| Resources l File Systems}
Load averages for the |ast 1, 5, 15 minutes: 1.79, 1,14, 0.49 Load averages for the last 1, 5, 15 minutes: 1.37, 1.17, 0.54
Process Name ~ Status % CPU MNice [[v] Memory [+ Process Name - Status % CPU MNice [[v] Memory [+
&p gufsd-trash Sleeping 0 0 5524 392.0 KiB < gufsd-trash Sleeping 0 0 5524 392.0 KiB
¢ gvfs-fuse-daemon Sleeping [s} 0 5505 392.0 KiB & gvfs-fuse-daemon Sleeping 0 0 5505 392.0 KiB
= metacity Sleeping 0 0 5444 47 MiB = metacity Sleeping 0 0 5444 4.7 MiB
W mixer_applet2 Sleeping [s} 0 5570 5.0 MiB W mixer_applet2 Sleeping 0 0 5570 5.0 MiB
8 nautilus Sleeping 0 0 5447 18.0 MiB || | 1 nautilus Sleeping 0 0 5447 18.0 MiB
W nm-applet Sleeping 0 0 5498 3.8 MiB ¥ nm-applet Sleeping 0 0 5498 38MiB | |
< notification-daeman Sleeping 0 0 5669 5.8 MB < notification-daeman Sleeping 0 0 5669 5.8 MiB
¥ pemu Running 94 19 5707 1536 MiB @ pemu Running 40 19 5707 153,7 MiB
¥ pulseaudio Sleeping 0 0 5385 semis | | < pulseaudio Sleeping 0 0 5395 sEMB [
@ python Sleeping 0 0 5655 3.1 MiB @ python Sleeping 0 0 5655 3.1 MiB
# python Sleeping 0 0 5651 140MiB | | # python Sleeping 0 0 5651 13.9MB|[ |
& I L= K Lot L=




Symbol Library

“» Symbol Manager

GNS3 provides a variety of symbols, or Symbol ibraires P T
icons, which may be used in creating e e computer
topologies. We see some of them in the ) Type: Cloud v
Nodes Types pane on the left of the main add | [ Remove
interface. If you choose Symbol Manager prr—— ~ e ——
on the Edit menu, you'll see some & @ Buitin symbols & over 250t
additional symbols in the Available @ Fociena B wutiayer swich
symbols pane. 5 frame_relay_switch | server
access_point e router_firewal
To add one of these symbols, select it in ? ::Efm ;J ::::; i
the Available symbols pane on the left, B ds;ﬂ O mm
and click the arrow button in the middle. =) atm_bridge
This will transfer a copy of the symbol to ) router_frenal
the Customized nodes pane on the right. % [:::;?:fu:m
You may then type a new name for the o
symbol in the Name field at the top. In = I
addition, you may specify the type of 77 printer
symbol by using the drop-down arrow @ edge label_switch router
next to Type. For example, I've added a B ooy bt
computer as a cloud in the example.

What if you’d like to add some symbols of your own? First, you must create your own Symbol Library. Then simply
specify the path to your Symbol Library and click the Add button.

To create your custom-made symbols library, gather together all of the symbols —

you’d like to include in your library. All symbols must be converted to scalable a B

vector graphics (svg). If you have images in formats such as jpg or bmp, you’ll need

to convert them. An open source product you may download and install for free to frenalg TR

accomplish this is Inkscape. You’ll find it at the following Web site:

http://www.inkscape.org/

Download Inkscape and install it. Open Inkscape and then open your jpg or bmp file. Then use Save As on the File menu.
Give your filename an extension of svg and use the drop-down arrow to choose Plain SVG (*.svg). Convert all of your
symbols to svg files before you continue. By the way, | would size your images to around 70x70 so they fit in size-wise
with the other symbols.

As an example, | am going to add a firewall, IP Phone, and laptop as new symbols in a custom symbols library. I've used
Inkscape to convert my jpg files to svg files.

Next, create an XML file with the extension grc. Every entry has an alias that is the name of the symbol as it will appear
in GNS3. | will use the aliases “Firewall”, “IP Phone”, and “Laptop”. The path on my computer where | have placed these
images is d:\symbols. You may use the full path or relative path. Here is the file that | will call mike.qrc:

<IDOCTYPE RCC><RCC version="1.0">

<gresource>

<file alias="Firewall.svg’>d:\symbols\firewall.svg</file>
<file alias="IP Phone.svg’>d:\symbols\ipphone.svg</file>
<file alias="Laptop.svg’>d:\symbols\laptop.svg</file>
</gresource>

</RCC>


http://www.inkscape.org/

Note that my aliases are enclosed in quotes, and that it is acceptable to use spaces. You may create this file in any text
editor, such as Notepad. Save it with a qrc extension (be sure there isn’t a hidden txt extension at the end). A grcfile is a
resource collection file. My file will be called mike.qrc.

Now you need to compile your library using the Qt Resource Compiler (rcc). RCC is included in the Qt application
framework that you may download from the Internet. Or you may download the Windows version from GNS3 by

pointing your browser to:

http://www.gns3.net/files/rcc.exe

Rcc.exe will also need mingwm10.dll to work. If you install Qt, this file will be included. If you just download rcc.exe
from GNS3, then you'll need to grab a copy of mingwm10.dll from the Internet. One source to download the file from is:

http://www.dll-files.com/dllindex/dll-files.shtmI|?mingwm10

Copy rcc.exe and mingwm10.dll to the same
directory as your grc file created above. Then
open a command prompt or terminal window and
traverse to your symbols directory.

Now it’s time to compile your custom symbols
library for use in GNS3. Use the following
command, substituting your filenames as
necessary:

rcc mike.qrc -compress 9 -binary -o mike.rcc

Now you should have your custom symbols
library called mike.rcc (in our example).

The difficult part is finished!

Return to GNS3. Choose Symbol Manger under the Edit menu.

ommand Prompt

C:xDocuments and Settings“Mike>d:

D:~>cd symbols

D:~Symbols>dir ~u
Uolume in drive D is Da

ta
Uolume Serial Number is BCF?7-5F33

Directory of D:>Symhols

[..1 firewall. jpg
laptop. jpg laptop.svy

? File(s> 1,487,229 hytes

firewall.svyg ipphone . jpg
mike .qrc mingumi@.dll

2 Dirds)> 16.9081.877.768 bytes free

D:%Symbols>rcc mike.grc —compress ? —binary —o mike.rcc

D:~Symbols >div w
Uolume in drive D is Da

ta
Uolume Serial Number is BCF7-5F33

Directory of D:~\Symhols
[.1 [..1

mingwml@.dll PCC.EBXE

18 File<(s> 1,.488.831 hytes

firewall. jpg
ipphone.svg laptop. jpg laptop.svy

firewall.zsvyg ipphone . jpg
mike .qrc mike .rcec

2 Dirdsd> 16,.981.873.664 bytes free

D:~Symhols>
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Click [ nextto library path and choose your new custom LD“S“’b“” : - —
:\Symbols ke rec ype: outer c26 -
symbol I|brary (m|ke.rcc In our example).
Available symbols Cusf):m\zed nodes
Then click the Add button. J et ) Laver 250t
@ edge_label_switch_router B muitiayer switch
eg gateway - Server
Your library is now added and available. H’| - -l
a router ,,::J access_point
_ server B computer
G lichtweight_ap
ﬁ router_netfiow
B 2tm_switen
)J;| sccess_server
) ethernet_switch
= mike.rce
@ Frewal
! Laptop
Resources A e

| hope this documentation is helpful. But don’t stop here. |
highly recommend that you visit the GNS3 Web site at www.gns3.net where video demonstrations are available. Also,
one of the most useful sites as you prepare for certifications is the Dynamips forum at http://7200emu.hacki.at.
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